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2 Web CLI

N web
Web
Web GUlI
5 http https http + SSL
Y
Cisco UWN Solution HTTPS HTTP
GUI
GUI
o GUI Windows XP SP1 Windows 2000 SP4
. GUI Microsoft Internet Explorer 6.0 SP1
A
Opera Mozilla Netscape
Y
Web Microsoft Internet Explorer 6.0 SP1
J GUI
3
e GUI
GUI
GUI IP
https://<IP >
http://<IP > HTTPS GUI
Web Web P.2-3
Web Web
Web HTTP
Web HTTPS HTTPS
GUI HTTPS SSL Secure Socket Layer
HTTP HTTPS
Web SSL GUI
GUI CLI Web Web
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GUI Web

Web ||
Web
GUI Web Web
1 Management > HTTP HTTP Configuration 2-1

2-1 HTTP Configuration
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2 Web http://<IP > GUI
HTTP Access Enabled
Disabled Disabled Web
3 Web https://<IP >
GUI HTTPS Access
Enabled Disabled Enabled
Web
4 Apply
5 3 Web Web
SSL GUI HTTP
Configuration 2-1
SSL SSL
P.2-5
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B web
Y
Delete Certificate Regenerate
Certificate
6 Save Configuration
CLI Web Web
CLlI Web Web

1 Web

config network webmode {enable | disable}

http://<IP > GUI

Disabled Web

2 Web

config network secureweb {enable | disable}

https://<IP > GUI
Enabled Web

3 Web

config network secureweb cipher-option high {enable | disable}

https://<IP > GUI
128

show certificate summary

Web Administration Certificate................. Locally Generated
Web Authentication Certificate................. Locally Generated
Certificate compatibility mode:................ off

A

SSL SSL
P.2-5
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Web ||
5
config certificate generate webadmin
6 SSL Web NVRAM
RAM
save config
7
reset system
SSL
TFTP SSL
TFTP
TFTP
Distribution System
DS; TFTP
. TFTP wCs TFTP
TFTP Cisco WCS
Y
HTTPS RSA 512
RSA 768
GUI SSL
GUI SSL
1 HTTP Configuration Download SSL Certificate 2-2

Cisco Wirel LAN Controller
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N web
2-2 HTTP Configuration
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2 Server IP Address TFTP IP
3 Maximum Retries TFTP
4 Timeout TFTP
5 Certificate File Path
6 Certificate File Name webadmincert_name.pem
7 Certificate Password
8 Apply
9 Save Configuration
10 Commands > Reboot > Reboot > Save and
Reboot
CLI SSL
CLI SSL
1 .PEM HTTPS PEM
Web webadmincert_name.pem

i Cisco Wirel LAN Controller
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webadmincert_name.pem TFTP
transfer download start
o TFTP
DAL Ty i i ettt et e et e e et e et e e e e e Admin Cert
TEFTP Server IP. .. ...ttt ittt iie e XXX . XXX . XXX . XXX
TFTP Path. ...ttt it e e et e e e e e <directory path>
TFTP Fillename. ...ttt ettt et ettt eeeeeneeenn
Are you sure you want to start? (y/n) n
Transfer Canceled
transfer download mode tftp
transfer download datatype webauthcert
transfer download serverip TFTP_server IP_address
transfer download path absolute_ TFTP_server_path_to_the_update_file
transfer download filename webadmincert_name.pem

Web SSL

.PEM
transfer download certpassword private_key password
y
transfer download start
1 Yo L TFTP
DALA Ty v i ittt e e ettt e e e et e e e e Site Cert
TEFTP Server TP . ... ittt e e et et et eeeeenn XXX . XXX . XXX . XXX
TFTP Path. ..ottt e e e e et e e e e i e e directory path
TEFTP Filename. ..ttt e e ettt et eeeeeeeenn webadmincert_name
Are you sure you want to start? (y/n) y
TFTP Webadmin cert transfer starting.
Certificate installed.
Please restart the switch (reset system) to use the new certificate.
SSL Web NVRAM

save config

Cisco Wirel LAN Controller
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W cu

reset system

CLI

Cisco UWN Solution CLI

CLI VT-100
Lightweight
CLI
Telnet

Cisco Wireless LAN Controller Command Reference

XML CLI

CLI

CLI 2
ASCII

CLI

e DB-9

e DB-9
CLI
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cul n
L]
3 CLI admin
admin
o 9600
config serial baudrate baudrate config
serial timeout timeout config serial timeout 0
L]
i IP
e Telnet DOS
Telnet Telnet
CLlI
1 DOS
. 23
2 IP Telnet  CLI
3 CLI admin
admin

Cisco Wirel LAN Controller
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N cu
CLI
CLI logout Random-Access
Memory RAM,;
CLlI
CLI 5
2
3
4
5
CLI
2-1 CLI
2-1 CLlI
help
?
< > ?
exit 1
Ctrl+z
save config RAM
RAM NVRAM
reset system

Cisco Wireless LAN Controller
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Web CLI
Web CLI
GUl  CLI
GUI  CLI
1 CLI
2 config network mgmt-via-wireless enable
3 Lightweight
4 Telnet GUI
GUI Management > Mgmt Via Wireless

Enable Controller Management to be accessible from Wireless Clients

Cisco Wirel LAN Controller
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3-4 802.1Q
Cisco 802.1Q VLAN
Cisco VLAN
~
VLAN 0 Controller > Interfaces
Cisco VLAN VLAN1
VLAN 0
VLAN 802.1Q
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VLAN
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VLAN
~
VLAN WLAN
VLAN
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AP
AP
GUI CLI
© WLAN DHCP
WLAN DHCP
GUI AP
GUI AP
1 Controller > Interfaces Interfaces 3-5

3-5 Interfaces
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Interfaces > Edit
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MAC

e VLAN

VLAN 0 VLAN
VLAN
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N AP

. 1P P
. DHCP DHCP
. ACL
S
ACL 5
AP
s VLAN
A
VLAN 0 VLAN
VLAN
. 1P [
A
AP 1P 1P
. DHCP DHCP
i ACL
S
ACL 5
e 1111 1P
« DNS
S
Web DNS
DNS
DNS DNS

Cisco Wireless LAN Controller
OL-15301-01-J |



AP
Y
MAC

e DHCP

e DHCP IP IP
4 Save Configuration
5

CLI AP
CLlI AP

CLI
CLI

1 show interface detailed management

S

MAC

2 WLAN
config wlan disable wlan-number

e config interface address management ip-addr ip-netmask gateway
* config interface vlan management {vlan-id | 0}

Y

VLAN 0 VLAN
VLAN

e config interface port management physical-ds-port-number

e config interface dhcp management ip-address-of-primary-dhcp-server
[ip-address-of-secondary-dhcp-server]

Cisco Wirel LAN Controller
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N AP
¢ config interface acl management access-control-list-name
S
ACL 5
4 save config
5 show interface detailed management
CLI AP

CLI AP

1 show interface summary

Y
2 AP
2 show interface detailed ap-manager AP
3 AP WLAN
config wlan disable wlan-number
4 AP

e config interface address ap-manager ip-addr ip-netmask gateway
¢ config interface vlan ap-manager {vlan-id | 0}

S

VLAN 0 VLAN
VLAN

e config interface port ap-manager physical-ds-port-number

e config interface dhcp ap-manager ip-address-of-primary-dhcp-server
[ip-address-of-secondary-dhcp-server]

e config interface acl ap-manager access-control-list-name

A

ACL 5

5 save config
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6 show interface detailed ap-manager

CLI
CLlI
1 show interface detailed virtual
2 WLAN
config wlan disable wlan-number
3
e config interface address virtual ip-address
Y
ip-address 1.1.1.1
IP
¢ config interface hostname virtual dns-host-name
4 reset system NVRAM Y
5 show interface detailed virtual
CLI

CLI

1 show interface detailed service-port

S

MAC

e DHCP config interface dhcp service-port ip-address-of-primary-dhcp-server
[ip-address-of-secondary-dhcp-server]

e DHCP config interface dhcp service-port none

Cisco Wirel LAN Controller
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e IP config interface address service-port ip-addr ip-netmask gateway

config route network-ip-addr ip-netmask gateway

4 save config

5 show interface detailed service-port

Cisco Wireless LAN Controller
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GUI
GUI

1 Controller > Interfaces Interfaces 3-5

New Interfaces > New

Interfaces > Edit

Remove

3-6 Interfaces > New
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3 3-6 VLAN
VLAN 0
VLAN
Interfaces > New 3-7

4 Apply
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CLI

s

DHCP DHCP
ACL

Port Number Primary DHCP Server

6 Save Configuration

7

1

show interface summary

show interface detailed

operator_defined_interface_name

WLAN
config wlan disable wlan_id

config interface create operator_defined_interface_name {vlan_id | x}

S

VLAN 0
VLAN

config interface address operator_defined_interface_name ip_addr ip_netmask [gateway]
config interface vlan operator_defined_interface_name {vlan_id | 0}
config interface port operator_defined_interface_name physical_ds_port_number

config interface dhcp operator_defined_interface_name ip_address_of primary_dhcp_server
[ip_address_of secondary_dhcp_server]

config interface operator_defined_interface_name quarantine enable

[ oL-15301-01-J
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VLAN VLAN
WLAN
VLAN

hybrid-REAP
NAC
hybrid REAP 12

e config interface acl operator_defined_interface_name access_control_list_name

S

ACL 5

5 WLAN
config wlan enable wlan_id

6 save config

7 show interface detailed operator_defined_interface_name show interface summary

A

config interface delete operator_defined_interface_name

Cisco Wireless LAN Controller
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1 Controller > Ports

Ports
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3-8 Ports
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3-9
AP
VLAN
WLAN AP
VLAN WLAN
Port > Configure
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Cisco 2100 Cisco
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3-9 Ports > Configure
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3-2

3-2

Port Number

Physical Status

4400 1000 Mbps

2100 10 100 Mbps
WiSM 1000 Mbps

100 Mbps

Catalyst 3750G LAN (1000 Mbps

Link Status

Link Up Link Down

Cisco Wirel LAN Controller
OL-15301-01-J |



3-2
Power Over Ethernet PoE
-48VDC
Enable Disable
Y
Cisco
PoE
Cisco Technical Assistance Center TAC
Y
Catalyst 3750G LAN
PoE
3 3-3
3-3
Admin Status
Enable Disable
Enable
~
Physical Mode
Auto
4400 1000 Mbps
2100 10 100 Mbps
WiSM 1000 Mbps
100 Mbps
Catalyst 3750G LAN 1000 Mbps

Cisco Wirel LAN Controller
[ oL-15301-01-J



3-3
Link Trap
Enable Disable
Enable
Multicast Appliance Mode
Enable Disable
Enable

4 Apply
5 Save Configuration

6 Ports

Back

e Spanning Tree Protocol STP; P. 3-25
Y
WiSM
Y
LAG
N

I Cisco Wireless LAN Controller
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| |
1 Controller > Ports Ports 3-8
2 Port > Configure
3-9
3 Mirror Mode Enable
4 Apply
5
a. Wireless > Clients Clients
b. MAC Clients > Detail
c. Client Details Mirror Mode Enable
a. Wireless > All APs All APs
b. All APs > Details
c. General Mirror Mode Enable
6 Save Configuration
STP
2 2
1
STP 1
2
Bridge
Protocol Data Unit BPDU;
2
MAC

Cisco Wirel LAN Controller
[ oL-15301-01-J



STP 2
Y
STP 2 1
1
STP
2 Forwarding
Blocking
VLAN
MAC ID
VLAN ID
VLAN
STP
GUI CLlI STP
Y
Catalyst 3750G LAN STP
GUI
GUI STP
1 Controller > Ports Ports 3-8
2 STP Port > Configure 3-9
STP STP

Cisco Wireless LAN Controller
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3-4 STP
3-4
STP Port ID STP
STP State STP
Disabled Blocking Listening Learning Forwarding
Broken
STP State
Disabled
STP
Blocking
Listening STP
Blocking
Learning
Forwarding
Broken
STP Port Designated Root BPDU ID
STP Port Designated Cost
STP Port Designated Bridge
ID
STP Port Designated Port ID
STP Port Forward Learning Forwarding
Transitions Count

3 3-5 STP

Cisco Wirel LAN Controller
[ oL-15301-01-J



3-5
STP Mode STP
Off 802.1D Fast
Off
STP Mode
Off STP
802.1D
Down Up
Fast STP
802.1D
Down Up
Forwarding
S
STP Port Priority
0 255
128
STP Port Path Cost Mode |STP
User Configured STP Port Path Cost
Auto User Configured
Auto
STP Port Path Cost STP Port
Path Cost Mode User Configured
0 65535
0
)
10Mbps 100 100Mbps 19
4 Apply
5 Save Configuration
6 Ports Back
7 STP 2 6

Cisco Wireless LAN Controller
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8 Controller > Advanced > Spanning Tree

3-10

3-10

Controller Spanning Tree Configuration

Controller Spanning Tree Configuration
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STP 3-6
STP
3-6
Spanning Tree Specification STP
IEEE 802.1D
Base MAC Address
MAC dot1dStpPriority
STP

Topology Change Count

Time Since Topology
Changed

Designated Root

BPDU

Root Identifier

Root Port

Root Cost

Cisco Wirel

LAN Controller
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Max Age (seconds) STP
Hello Time (seconds)
BPDU
Forward Delay (seconds) Forwarding
Forwarding Listening Learning
Y
Stp Bridge Forward Delay
Hold Time (seconds) LAN BPDU
Y
Hold Time BPDU 1
9 3-7 STP
3-7
Spanning Tree Algorithm STP
Enable Disable
Disable
Priority
0 65535
32768
Maximum Age (seconds)
6 40
20

I Cisco Wireless LAN Controller
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||
3-7
Hello Time (seconds) Hello
1 10
2
Forward Delay (seconds) Listening
Learning
4 30
15
10 Apply
11 Save Configuration
CLI
CLI STP
1 show spanningtree port show spanningtree switch STP
2 STP STP config spanningtree
switch mode disable STP
3 1 STP
¢ config spanningtree port mode 802.1d {port-number | all}
e config spanningtree port mode fast {port-number | all}
¢ config spanningtree port mode off {port-number | all}
4 1 STP STP
e config spanningtree port pathcost 1-65535 {port-number | all} 1 65535
¢ config spanningtree port mode pathcost auto {port-number | all} STP
5 config spanningtree port priority 0-255 port-number STP
128
6 config spanningtree switch bridgepriority 0-65535 STP
32768
7 config spanningtree switch forwarddelay 4-30 STP
15

Cisco Wirel LAN Controller
[ oL-15301-01-J



8 config spanningtree switch hellotime 1-10 STP
2
9 config spanningtree switch maxage 6-40 STP
20
10 STP config spanningtree switch mode enable
STP

11 save config

12 show spanningtree port show spanningtree switch

Cisco Wireless LAN Controller
OL-15301-01-J |



| |
LAG 802.3ad LAG
1 802.3ad
P LAG
Cisco 4400 3.2 LAG LAG
Cisco WiSM Catalyst 3750G LAN
LAG
1 48 LAG
4402 50 4404 100
Cisco WiSM 150
4404 4402 2
3-11 LAG
3-11

4402-50 22 kO =5

LAG

Cisco Wirel

] AP TR—Lyr
Au=2zAR | [ 8=T24A

LAN Controller
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Catalyst 6500
2 4400
Catalyst 6500 3750G
Catalyst 6500 2
3-12 4402-50
2 2 3
1  Catalyst 6500 3/1
2/1
4404 WiSM LAG
3750G 6500 7600
e LAG Catalyst EtherChannel
. EtherChannel on Catalyst
Control Protocol LACP Cisco Port Aggregation Protocol PAgP
LACP  PAgP
e Catalyst IP
e Catalyst IP
port-channel load-balance src_dest_ip
. Catalyst
LAG

3-12 Catalyst 6500

4402-50 22-+0—3

[4;,9—;-,_41 AL :u"l-j

A =22 4 R
A=kF ol <D=

(4::9—:;{1 AHIE wh 34 ]

14554

LAG

Catalyst 6500
2
Catalyst

on

Link Aggregation

CLI

LAG

i Cisco Wirel LAN Controller
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LAG

LAG
LAG 1

LAG

Catalyst 3750G

LAN
LAG

e LAG

e LAG

e LAG

VLAN

e LAG

e LAG

e Cisco WiSM LAG

e LAG
e LAG

e LAG

e LAG

e LAG

e LAG

e LAG
1

e LAG

e LAG

e Cisco 4400
o LAG

LAG

LAG AP

AP
WLAN
AP
LAG

29

LAG
LAG

LWAPP
LWAPP
LAG

AP

AP

GUI

Cisco Wirel LAN Controller

CLI
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GUI

1

s

WiSM
LAG

Catalyst 3750G

LAN

GUI

LAG

Controller > General

3-13

General

General 3-13
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Enabled

LAG

Disabled

Cisco 4400
Cisco WiSM

LAG

Apply

Save Configuration

WLAN  VLAN

LAN Controller

i Cisco Wirel
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CLI
cLl LAG

1 config lag enable LAG

S

LAG config lag disable

2 save config

CLI
LAG

show lag summary

LAG Enabled

LAG
LAG

interface GigabitEthernet <interface id>
switchport

channel-group <id> mode on

no shutdown

interface port-channel <id>

switchport

switchport trunk encapsulation dotlg
switchport trunk native vlan <native vlan id>
switchport trunk allowed vlan <allowed vlans>
switchport mode trunk

no shutdown

Cisco Wirel LAN Controller
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T 4400
4400 1 48
4400
. P. 3-38
o AP P. 3-38
3
. AP
1
AP
AP
P.3-33
Y
Cisco WiSM Catalyst 3750G LAN
AP
A
Cisco 4400
AP
3-14 AP 2 2 AP
3 3 AP 4 4
S
AP VLAN IP
VLAN IP
AP VLAN IP

I Cisco Wireless LAN Controller
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4400

49

¢

AP

AP

AP

AP

AP

v

AP

3-14

4402-50 2 FO—3

E AP T~y AP TR~y 2
A=A R A= Tr AR Rl Lo P §
IS4 W=t 1 1 =z
i TPod f=p 2

Iy F Y
R R
g 00 -
- -
o i
] - :
1] l' :‘ : : 1

AP
1. 4402-50 50 2
AP
3-14 1 48
Cisco Wirel LAN Controller
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| T 4400

2. 4404-100 100 4
AP 3

3-15 AP

LWAPP AP

AP

' 4404-100 %O =5 _\i
_._,l' ™y

BE AP Th—iiar AP Th—p 2 | | AP =S 3
AL B=Tz4R A 8—IzAR A= 72AR || fd—T24R
FS4F1) M= 1 =1 H=}-2 =3
1S Fod fli=k2
A4 AL Y
i L L] W
[ | oW [l H
] L1 L] '
i LI i "
] [ LI | L] "
[ [] i g [ H
o L] " v

145434

3-16 4 AP 100

Cisco Wirel LAN Controller
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49 4400
3-16 4 AP
4404-100 2 FO—5 -\l
J
-4 AP Fh—Lip AP Fh—Lip 2| | AP TRh—100 3 | | AP TR—Iir 4
=Tz AR || frd=T24% AuP=TzAR | | f2R=T24R || fd=T24R
F54) H—k 1 =11 2 H=F3 ]
T W=p2
Frs A 4 [y LY
L | oy ¥y "oy
@ L] LI "oy
a L] g 1.
R | L] i e
i Hi : o
Pk vy . r

4 AP 100
AP
1
3 AP
AP 2 AP
13 4 33
AP
1 Controller > Interfaces Interfaces
2 New Interfaces > New 3-17
3-17 Interfaces > New

Conieds trtnfaced = Hem el | gy
Lrerverrndl Irsigrimcm foame  ap =prager |
linrnbary
Lt wLA%N id 1 E
i il =1
3 AP

VLAN

Cisco Wirel LAN Controller

[ oL-15301-01-J




4 Apply

4400

Interfaces > Edit 3-18

3-18 Interfaces > Edit
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AP

AP
AP

AP

Management

AP Enable Dynamic AP

7 Save Configuration

8

AP

LAN Controller

i Cisco Wirel
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CHAPTER

. P. 4-2

. Autolnstall P. 4-7
. P.4-11

e 80211 P. 4-15

e 802.11n P.4-19

e DHCP P.4-26

. P. 4-27

e SNMP P.4-28

e SNMP P.4-29
e SNMPv3 P. 4-32

. P. 4-35

e 802.3X P. 4-36

e 8023 P. 4-37

. P.4-39

. P. 4-46

e Quality of Service P.4-51

. P. 4-59

e EDCA P.4-74

e Cisco Discovery Protocol P. 4-77

e RFID P. 4-87

. P. 4-91

e WiSM Supervisor 720 P. 4-95

. LAN P.4-97

Cisco Wirel LAN Controller
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Command Line Interface CLI;
Graphical User Interface GUI,

CLlI
. P.4-2
. P.4-3
e CLI P.4-4
. 802.11 802.11a/n  802.11b/g/n
i IP
IP

. IP
. 1000BASE-T 1000BASE-SX

10/100BASE-T

)

1000BASE-SX LC 850nM  SX
100/1000Mbps

. Virtual Local Area Network VLAN;

LAN
J Web Web
. Spanning Tree Protocol STP;

/ 802.1D/fast/off
e WLAN Service Set Identifier SSID; ID VLAN 2
3 QoS Quality of Service
¢ RADIUS
e Simple Network Management Protocol SNMP;
e Network Time Protocol NTP; Cisco
NTP

. Radio Resource Management RRM

802.3x

Cisco Wireless LAN Controller
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| |
CLI
CLI
1 reset system
Y N
2 recover-config
Welcome to the Cisco WLAN Solution Wizard Configuration Tool
3
GUI
GUI
1 GUI Windows Microsoft
Internet Explorer 6.0
2 IP Enter Enter Network
Password
3 User Name admin
4 Password Enter

admin

5 Commands > Reset to Factory Defaults

6 Reset

Cisco Wirel LAN Controller
[ oL-15301-01-J



|
CLI
bootup
CLI
Y
Catalyst 3750G Integrated Wireless LAN Controller Switch 3750
GUI
Catalyst 3750G Integrated Wireless LAN Controller Switch Getting Started Guide
Y
Y
Invalid Response
Y
1 DB-9
2
* 9600
. 8
. 1
3 CLI admin
admin
4 reset system
5 32 ASCII
6 24
ASCII

admin  admin

Cisco Wireless LAN Controller
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||
7 IP none DHCP
IP none
8 7 none IP
2 IP
9 yes NO Link Aggregation LAG; LAG
3
10 IP
11 IP
12 IP
13 VLAN VLAN VLAN 0
VLAN
14
GigE 1 4
15
IP Dynamic Host Configuration Protocol DHCP IP
16 IP
17 IP 1111
IP
A
DHCP Web VPN
3
IP
18 IRF
Y
RF
RF
RF
RF
RF 10 11

Cisco Wirel

LAN Controller
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19 yes no
Reverse
Path Filtering RPF;
11
20 Service Set Identifier SSID SSID
21 IP yes
DHCP IP no
22 RADIUS yes RADIUS IP
no no
Warning! The default WLAN security policy requires a RADIUS server. Please see documentation for more

details

23
help
Y
1
US,CAMX
p.7-32
24 Cisco
NTP
NTP
25 yes no 802.11b 802.11a 802.11g Lightweight
26 yes no Radio Resource Management RRM RF
RRM 10
Y
RF RF
RRM

recover-config

Cisco Wireless LAN Controller
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Autolnstall ||
Autolnstall
Autolnstall TFTP
Autolnstall
WCS
TFTP DHCP
IP TFTP Autolnstall
Autolnstall
Autolnstall
Autolnstall
30
Would you like to terminate autoinstall? [yes]:
30 Autolnstall DHCP
Yes 30 Autolnstall
TFTP
Autolnstall
DHCP IP TFTP
Autolnstall
e 4400
eth0
dtl0 NPU 1
e 2100
dtl0 FastEthernet 1
Autolnstall DHCP Autolnstall
DHCP IP DHCP IP
Autolnstall
Autolnstall TFTP
DHCP IP Autolnstall TFTP
1
IP
Cisco Wirel LAN Controller
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| Autolnstall
e DHCP 1 Domain Name System DNS IP
Autolnstall  /etc/resolv.conf
DNS Domain Name Server DNS
Domain Name
HDCP Router
DHCP Host Name [1
DNS IP DNS
[]
e TFTP IP
Autolnstall  DHCP TFTP Server Name Autolnstall
DNS lookup DNS lookup IP
TFTP IP
DHCP Server Host Name snhame Autolnstall sname  DNS
lookup DNS lookup IP TFTP
IP
Autolnstall DHCP TFTP Server Address TFTP
IP
Autolnstall TFTP cisco-wlc-tftp DNS lookup
DNS lookup IP TFTP IP
DHCP IP siaddr
TFTP IP
255.255.255.255 TFTP IP
e TFTP /32 TFTP
IP HDCP Router
Y
DHCP DHCP P.6-6
S
TFTP 8
S
WCS DHCP TFTP Cisco Wireless Control System
Configuration Guide, Release 5.0 10

I Cisco Wireless LAN Controller
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TFTP Autolnstall
Autolnstall DHCP IP
4400 eth0

Autolnstall

e DHCP Boot File Name

e DHCP File

e host name-confg

e host name.cfg

e Base MAC Address-confg  011.2233.4455-confg
e serial number-confg

e ciscowlc-confg

e ciscowlc.cfg

Autolnstall

Autolnstall ||

dtlo DHCP IP

WCS

WCS

Autolnstall  TFTP

WCS 5.0 Autolnstall
MAC

Cisco Wireless Control System Configuration Guide, Release 5.0

WCS

WCS

Autolnstall
15

WCS
WCS

Cisco Wirel LAN Controller
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| Autolnstall

Autolnstall
Autolnstall

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:
AUTO-INSTALL: starting now...

AUTO-INSTALL: interface 'service-port' - setting DHCP TFTP Filename ==> 'abcd-confg'
AUTO-INSTALL: interface 'service-port' - setting DHCP TFTP Server IP ==> 1.100.108.2
AUTO-INSTALL: interface 'service-port' - setting DHCP siaddr ==> 1.100.108.2
AUTO-INSTALL: interface 'service-port' - setting DHCP Domain Server[0] ==> 1.100.108.2
AUTO-INSTALL: interface 'service-port' - setting DHCP Domain Name ==> 'engtest.com'
AUTO-INSTALL: interface 'service-port' - setting DHCP yiaddr ==> 172.19.29.253
AUTO-INSTALL: interface 'service-port' - setting DHCP Netmask ==> 255.255.255.0
AUTO-INSTALL: interface 'service-port' - setting DHCP Gateway ==> 172.19.29.1
AUTO-INSTALL: interface 'service-port' registered

AUTO-INSTALL: interation 1 -- interface 'service-port'

AUTO-INSTALL: DNS reverse lookup 172.19.29.253 ===> 'wlc-1"'

AUTO-INSTALL: hostname 'wlc-1'
AUTO-INSTALL: TFTP server 1.100.108.2 (from DHCP Option 150)
AUTO-INSTALL: attempting download of 'abcd-confg'

AUTO-INSTALL: TFTP status - 'TFTP Config transfer starting.' (2)

AUTO-INSTALL: interface 'management' - setting DHCP file ==> 'bootfilel’
AUTO-INSTALL: interface 'management' - setting DHCP TFTP Filename ==>
'bootfile2-confg’

AUTO-INSTALL: interface 'management' - setting DHCP siaddr ==> 1.100.108.2
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[0] ==> 1.100.108.2
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[l] ==> 1.100.108.3
AUTO-INSTALL: interface 'management' - setting DHCP Domain Server[2] ==> 1.100.108.4
AUTO-INSTALL: interface 'management' - setting DHCP Domain Name ==> 'engtest.com'
AUTO-INSTALL: interface 'management' - setting DHCP yiaddr ==> 1.100.108.238
AUTO-INSTALL: interface 'management' - setting DHCP Netmask ==> 255.255.254.0
AUTO-INSTALL: interface 'management' - setting DHCP Gateway ==> 1.100.108.1
AUTO-INSTALL: interface 'management' registered

AUTO-INSTALL: TFTP status - 'Config file transfer failed - Error from server: File not
found' (3)

AUTO-INSTALL: attempting download of 'wlc-1-confg'

AUTO-INSTALL: TFTP status - 'TFTP Config transfer starting.' (2)

AUTO-INSTALL: TFTP status - 'TFTP receive complete... updating configuration.' (2)
AUTO-INSTALL: TFTP status - 'TFTP receive complete... storing in flash.' (2)
AUTO-INSTALL: TFTP status - 'System being reset.' (2)

Resetting system

Cisco Wireless LAN Controller
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Network Time Protocol NTP
Greenwich Mean Time GMT;

NTP

NTP IP
NTP

NTP

1. NTP
config time ntp server index ip_address

2.
config time ntp interval
GUI CLI
GUI
GUI
1 Commands > Set Time Set Time 4-1

41 Set Time
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2 Timezone Location

Y

Daylight Savings Time DST; DST
DST 3 2 11 1
Y
GUI CLI
GUI  Delta Hours Mins

3 Set Timezone
4 Date Month  Day Year
5 Time Hour Minutes

Seconds

Y

Time
9
6 Set Date and Time
7 Save Configuration
CLI
CLlI

1 GMT

config time manual mm/dd/yy hh:mm:ss

)

GMT 00:00 24:00
8 GMT 8

16:00

Cisco Wireless LAN Controller
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DST

config time timezone location location_index

location_index

1. GMT-12:00
2. GMT-11:00
3. GMT-10:00
4. GMT-9:00
5. GMT-8:00
6. GMT-7:00

7. GMT-6:00
8. GMT-5:00
9. GMT-4:00
10. GMT-3:00
11. GMT-2:00
12. GMT-1:00
13. GMT

14. GMT+1:00
15. GMT+2:00
16. GMT+3:00
17. GMT+4:00
18. GMT+4:30
19. GMT+5:00
20. GMT +5:30)
21. GMT+5:45
22. GMT+6:00
23. GMT+6:30
24. GMT+7:00
25. GMT+8:00
26. GMT+9:00
27. GMT+9:30

28. GMT+10:00
29. GMT+11:00
30. GMT+12:00

11

DST

DST

DST

3

DST

config time timezone delta_hours delta_mins

Cisco Wirel

LAN Controller
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delta_hours GMT delta_mins GMT

GMT +/-
GMT 8 -8

CLI DST

3

save config
4

show time

I e o e e e e e e e e e e e e e e e e e e e e e e e e e Mon Nov 26 10:25:33 2007

Timezone delta. .. ..ttt et 0:0

Timezone locationm...... ... nenennn.. (GMT -5:00) Eastern Time (US and

Canada)

NTP Servers

NTP Polling Interval..........uuiuimnneeennnn 86400
Index NTP Server
1 19.1.1.1
A Y
Timezone Delta 0:0

Timezone Location

Cisco Wireless LAN Controller
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802.11 u
802.11
802.11b/g/n  2.4GHz 802.11a/n
5GHz 802.11b/g/n  802.11a/n
GUI 802.11
GUI 802.11
1  Wireless > 802.11a/n 802.11b/g/n > Network 802.11a 802.11b/g

Global Parameters

4-2 802.11a Global Parameters

4-2

CISCO
Wirelega
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B0 11w Gslobinl Farametsre

Dall.a Botes v

e BT )38 himbsors Shetga = mrabded B Mbps Mg mivary W
AP Grooph
= Q0.1 Lafn Bepsin Fined |raliiecs ) T ¥ Mg Lappenind W
Pt b 12 Fiag Hardpizery W
B EEE Fragmariasnien The sl
- (Bt e 18 Mg Sl W
ujign DTHC Suppart F Anabind M e
3 24 M Tapdorind W
POCE Farpmaini i, 1 1a Band S1atus
L el Mg Lapparind W
: e M i LR Laptited %
L e Bgre) Eroabised
' nnz ”-lr'qu firgh BLared Erinblud COE LAl Mibka s ussivi s
Couniry s -
I L Enabisd
¥ Qo R Nary Dpew igradadon | arpiay FLU SRSl et Gh) G Ll T ST
bt ol il Aol B e B aiisile . Dile et T
aryedear it @y Berocsaied clenf St HEs dUEEeTr B DR ek
Sy DT N Bk A et BRGNSl B T i 0 Aeduad! [
gl g ot B mhie B> une e reder msarted rupparted’ i ordar io 14
o o il |
2 802.11a 802.11b/g 802.11a 802.11b/g Network Status
enable 802.11a 802.11b/g
3 2 802.11b/g 802.11g
802.11g Support enable
802.11b 802.11g
4 SSID 100 600
Beacon Period 100
5 256 2346
Fragmentation Threshold
Cisco Wirel LAN Controller
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W s02.11

DTPC Support
enable

Dynamic Transmit Power Control DTPC;

DTPC

s

10S

7 Data Rates

e 80211a 6 9 12 18 24 36 48 54Mbps
e 80211b/g 1 2 55 6 9 11 12 18 24 36 48 54Mbps

e Mandatory

e Supported

Disabled
8 Apply

9 Save Configuration

CLI 802.11
CLI 802.11

1 802.11a

config 802.11a disable network

S

802.11a 802.11a

2 802.11b/g

config 802.11b disable network

Cisco Wireless LAN Controller
OL-15301-01-J |




802.11

Y

802.11b 802.11b

SSID
config {802.11a | 802.11b} beaconperiod time_unit
time_unit TU 1TU 1024 20 1000
config {802.11a | 802.11b} fragmentation threshold
threshold 256 2346
config {802.11a | 802.11b} dtpc {enable | disable}
enable Dynamic Transmit Power Control
DTPC
Y
10S

config {802.11a | 802.11b} rate {disabled | mandatory | supported} rate
e disabled
e mandatory
e supported
* rate

6 9 12 18 24 36 48 54Mbps 802.11a

1 2 55 6 9 11 12 18 24 36 48 54Mbps  802.11b/g

Cisco Wirel LAN Controller
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W s02.11

7 802.11a

config 802.11a enable network

enable
8 802.11b

config 802.11b enable network

enable
9 802.11g

config 802.11b 11gSupport {enable | disable}

enable 802.11b
802.11b 802.11g

10
save config
11 802.11a 802.11b/g

show {802.11a | 802.11b}

802.11a NetWOrK. ¢« cove e iiieeieiiee e ieiaaeeenn Enabled
IR STSIE ' o' PN Enabled
802.10a LoWw Band. c oo v v e et Enabled
802.11a Mid Band. v v vveeeeiiee et Enabled
802.11la High Band. .o v vvveieiie e Enabled
802.11la Operational Rates
802.11a BM RAte. oottt Mardatory
802.11a IMRALE. c ottt Supported
802.108 12M RAte. t ettt eeeeeeeeeeeaeeeeann Merdatory
802.11a 18M Rate. c ettt ve e Supported
802.118 2AM RALE. v e vt ie i Mardatory
802.108 36 RAE. st eeeeeee e Supported
802.118 48M Rate. o e et eeeieee e Supported
802.11a SAM Rate. oot viiiiii i Supported
Beacon Interval....... ..ot 100
Default Channel........ ...ttt innnneennn 36
Default Tx Power Level......... ..., 1
DTPC StatUsS. ...ttt it e e Enabled
Fragmentation Threshold....................... 2346

Cisco Wireless LAN Controller
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802.11n ||
802.11n
Cisco Aironet 1250 802.11n
802.11n 2.4GHz 5GHz
© g021n 2 WLAN  WPA2 AES
WLAN 1250
GUI 802.11n
GUI 802.11n
1  Wireless > 802.11a/n 802.11b/g/n > High Throughput (802.11n) 802.11n
(5 GHz or 2.4 GHz) High Throughput 4-3

4-3 802.11n (2.4 GHz) High Throughput

atfvan]
CISCD
Wireless B02 11n (2.4 GHr) High Theaughput spply |
® &ocess Polnts Cianaral MCE (Dota Balo 8y Sottings
MeEsh ey
11m Mads B Enakled O [ 7 Mbagl ¥ Buipaated
HEEALMN Gaariips 2 g =
[} =] Supgpoertsd
F B0 11am = .
¥ 1 B 4 =
= B0z 11bfgfn e NPV

Mo imenrk 3 [ I% Mbadl [ gupeensd

Pt s araias 4 [ a3 Mbs] F supsensd

incn E [ BB Mbhag) [#] Supsaned

EEeC 4 P erediera & [ &5 Mbgs] [#] Supgorted

5 i T .

(SN T [ T3 Mbgal) [#] supgorted
Country B[ 14 Mbedd F fuspsansd
Timnrrs ¥ [P Pbed) E supsenss

¥ Qak 10 (43 Mbead [ supgonea
31 [ BB Mbgs] 2] Supgrerted
13 [ 07 Mbga] [F] supgorted
R BEL [ suppansd
14 [ 190Rkbes] [ supgensd
19 [ 1sapbeal [#] fupganed g
1 Dataladad are calulaiig foe 20 RNE Chisred walth
2 802.11n 11n Mode
enable
3 Modulation and Coding Scheme
MCS;
20MHz
Cisco Wirel LAN Controller
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W 802.11n

[ ]
© 00 N oo o0~ W N B O

.
[EN
o

o 11
. 12
o 13
. 14

4 Apply

7Mbps

14Mbps
21Mbps
29Mbps
43Mbps
58Mbps
65Mbps
72Mbps
14Mbps
29Mbps

43Mbps
58Mbps
87Mbps
116Mbps
130Mbps
144Mbps

MCS

802.11n WLAN

a. WLANSs WLANS
b. WMM WLAN
c. WLANSs > Edit QoS

d. WMM Policy

WMM

WLAN

N

Required
WMM

WMM

WLANS > Edit (QoS)

Allowed

WLAN WMM
WMM

VLAN ID 0 802.1q PRI

3 LWAPP
DSCP

VLAN IDO

VLANID O

WMM

WMM

2 LWAPP
QoS

LWAPP IP

2 LWAPP

WMM

3 LWAPP

Controller

Jl_ Cisco Wireless LAN
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802.11n n
e. Apply
6 Save Configuration
Y
802.11n 802.11a/n
802.11b/g/n Cisco APs > Configure 802.11a/n 802.11b/g/n AP Interfaces
> Details 11n Supported
CLlI 802.11n
CLI 802.11n
1 802.11n
config {802.11a | 802.11b} 11nsupport {enable | disable}
2 Modulation and Coding Scheme
MCS
config {802.11a | 802.11b} 11nsupport mcs tx {0-15} {enable | disable}
0 15 MCS GUI 802.11n
P.4-19
3 802.11n WLAN WMM
config wlan wmm required wlan_id
required WMM WMM
WLAN
Y
WLAN WMM 2 LWAPP
WMM QoS VLAN ID
0 802.1q PRI
3 LWAPP LWAPP IP DSCP
VLAN
IDO VLAN
IDO WMM
2 LWAPP
2
WMM
WMM
3 LWAPP

Cisco Wirel LAN Controller
[ oL-15301-01-J



W 802.11n

4 802.11n

config {802.11a | 802.11b} disable network

b.

config {802.11a | 802.11b} 11nsupport a-mpdu tx priority {0-7 | all} {enable | disable}

2 Aggregated MAC Protocol Data Unit  A-MPDU,;
MAC Aggregated MAC Service Data Unit A-MSDU;
MAC A-MPDU A-MSDU
4-1 0o 7
41
0
1
2
3
4
5 100
6 10
7
all
enable
A-MPDU disable
A-MSDU
5 6

c.

config {802.11a | 802.11b} enable network

5
save config
6 802.11n

a.

config 802.11a disable network
b.

config 802.11a disable Cisco_AP
c.

config 802.11a channel ap Cisco_AP channel

Cisco Wireless LAN Controller
OL-15301-01-J |




4
802.11n ||

d.
config 802.11a txpower ap Cisco_AP power_level
e. 802.11n 20MHz 40 MHz
config 802.11a chan_width Cisco_AP {20 | 40_ABOVE | 40_BELOW}
e 20 20MHz
40MHz 20 MHz
e 40 ABOVE 20MHz 40MHz
2 20MHz
e 40 BELOW 20MHz 40MHz
2 20MHz
20MHz 40MHz
Y
802.11n 20MHz
40MHz
Y
40MHz 2
36 40 44 48 52 56 60
64 36 40 44 48 52 56 60 64
802.11a 40
ABOVE 40MHz
BELOW
ABOVE 802.11a 36
Y
40MHz GUI
N
2.4GHz 40MHz
f.
config 802.11a enable network
g-

config 802.11a enable Cisco_AP

Cisco Wirel LAN Controller
[ oL-15301-01-J




W 802.11n

save config

802.11a/n 802.11b/g/n

show {802.11a | 802.11b}

802.118 NetWorK. « vt v vt e iiee e ciie e Enabled
JIMESTS B ' o' T ol Enabled
802.11a Low Band. o v v vt e eeeeiee et Frabled
802.11a Mid Band. v v vveeeeieie et Erabled
802.1la High Band. .o e vvveiiiieeeieeeeanns Enabled
802.11la Operational Rates

802.11a AM RALE. c e e et e Mardatory

802.118 MM RALE. e v et veeieiieee e Supported

802.11a I2M RAtE. v v vt ee e eee e e Marndatory

802.11a 18M RALE. v vttt e Supported

802.118 24AM RALE. v v et eeeeeea e Mandatory

802.11a 3AM RAtE. v v vt ee e Supported

802.118 48M RALE. v e ettt Supported

802.11a SAM RALE. v v vt eeteeee e Supported

802.11ln MCS Settings:

IS O eeee et e e e e e e Supported
1t N Supported
S 2t ittt ettt teeteeeeeeeeenaaanannnn Supported
1S T Supported
S ittt e e Supported
S N Supported

S Beeeteee e ieeeeaeeeeaeeeeaaaaannanns Supported

5 Supported

@5 Y Supported

S T P Supported

1@ 20 O PP Supported

MCS Lttt et ee e e e et Supported

S T P Supported

1@ 0 PPN Supported

MCS L.ttt it e e e et Supported

0t I
802.11n Status:

AMPIU T eeteeeeeeeeeeeeeaeaeaaeaeaeaannnn Fnabled
Priority Oueeeeeeeeee i iiiiiieaeaaaaanns Enabled
Priority Leeeieiii it Fnabled
20 0n Y Enabled
Priority 3.eeie ittt it e Enabled
Priority 4.eeeeiii i s Fnabled
Priority 5t it e Disabled
PriOrItY 6t eeeeeaaaaannnn Disabled
Priority 7o et Fnabled

AMIIU TR «eteeeeeereeeeeeeaeaanaanannnnnens Fnabled

2 = 1

Guard Interval ......eviuiinniiniinneneenn, Short

Beacon Interval. .....ceeeiiiiiniiinneennennns 100

CF Pollable Mandatory . «oeeeee e eennnnnnannnns Disabled

CF Poll Request MENAAtOrY . oo v eeeiieeieeeennnn Disabled

CEP Period. v ittt it ettt e et et 4

CFP Maximum DUration. .....c...oeeeeueeneneenennenn. 60

Default Chamnel......... .ot 36

Default Tx Power Level.......coiiiiiiinennnnnn. 1

DIPC SEAtUS. c v i ettt ittt ettt ie e ieeiiaennns Enabled

Fragmentation Threshold..............ccovun... 2346

Long Retry Lamit...vueeinn i i it it eeeenannn 4

Maximum Rx Life Time........coeiveiinennenennnn. 512

Max Tx MSDU Life Time........ .ot iiuiiinnnnnnn

Medium Occupancy Limit..........uiiiiinnnnenn.

Supported

Enabled

I Cisco Wireless LAN Controller
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Pico-Cell StatuUsS. ...ttt ittt Disabled
Pico-Cell-V2 StatUS. ..t uiti ittt Disabled
RTS Threshold.......... .. 2347
Short Retry Limit...... ...ttt 7
TI Threshold. ... ... ...ttt -50
Traffic Stream Metrics Status.................... Enabled
Expedited BW Request Status.............uieinen... Disabled
EDCA profile LyDe. . ittt ittt et e e eeieea default-wmm
Voice MAC optimization status.................... Disabled
Call Admission Control (CAC) configuration
Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75
Voice reserved roaming bandwidth.............. 6
Voice load-based CAC mode........ouiiuemnennnn. Disabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Enabled
Voice Stream-Size....... ... 84000
Voice MaxXx-StreamsS. .« v vt vttt ittt eeeeeeaenn 2
Video max RF bandwidth................... ... Infinite
Video reserved roaming bandwidth........... 0

Cisco Wirel LAN Controller

802.11n

[ oL-15301-01-J



W DpHcP

DHCP
DHCP 1 DHCP
WLAN WLAN
DHCP
DHCP IP
LWAPP VLAN
DHCP VLAN
802.11 LWAPP DHCP
DHCP DHCP
DHCP
CLI WLAN DHCP
DHCP
)
DHCP
~
DHCP 6
CLI DHCP
CLI DHCP
1 DHCP

config dhcp proxy {enable | disable}

2 DHCP

show dhcp proxy

DHCP Proxy Behavior: enabled

Cisco Wireless LAN Controller
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||
Y
WCS
WCS
admin
admin
CLI  config
mgmtuser add username password read-write
CLI  config mgmtuser add username password read-only

24 ASCII

config mgmtuser password username new_password

show mgmtuser

Cisco Wirel LAN Controller
[ oL-15301-01-J



W snwp

SNMP

GUI SNMP CLlI

1 SNMP config snmp community create name

2 SNMP config snmp community delete name

3 SNMP config snmp community
accessmode ro name SNMP

config snmp community accessmode rw name

4 SNMP IP config snmp community
ipaddr ip-address ip-mask name

S

SNMP
SNMP IP
IP IP
ANDed 0.0.0.0 IP
0.0.0.0 IP 0.0.0.0
N
IP 1 SNMP
5 config snmp community mode enable

config snmp community mode disable

6 config snmp trapreceiver create name ip-address

7 config snmp trapreceiver delete name

8 config snmp trapreceiver ipaddr old-ip-address name new-ip-address
9 config snmp trapreceiver mode enable

config snmp trapreceiver mode disable

10 SNMP config snmp syscontact syscontact-name
31
11 SNMP config snmp syslocation syslocation-name
31
12 show snmpcommunity show snmptrap SNMP

Cisco Wireless LAN Controller
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13 show trapflags
config trapflags

SNMP

SNMP

SNMP public

private

GUI SNMP
GUI SNMP
1 SNMP Management Communities SNMP v1/v2c Community
4-4
4-4 SNMP v1/v2c Community

Langgermar MNP vl | vie Comeurity
Tl L LT i hddesds (LR P LIEETTR S L P
= LA TTE BEaE LEES o) Frat= =]
[T TTE ET A Bdplomomg Brils =]
2 Community Name public private
Remove

3 New

4-5

SNMP v1/v2c Community > New

SNMP v1/v2c Community > New

Wanpgemsni OrjiiE 42 Loy = i = W |

ety Ty e
- Bk

' i1 Maiid i
i 1 Bk
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Hite
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W snwp
4 Community Name 16 public
private
5 2 SNMP
IP IP
6 Access Mode Read Only Read/Write
7 Status Enable Disable
8 Apply
9 Save Configuration
10 public private SNMP v1/v2c Community
CLI SNMP
CLI SNMP
1 SNMP
show snmp community
2 SNMP Community Name public private
config snmp community delete name
name public private
3
config snmp community create name
name 16 public private
4 SNMP IP

config snmp community ipaddr ip_address ip_mask name

I Cisco Wireless LAN Controller
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SNMP

rw

config snmp community accessmode {ro | rw} name

SNMP

config snmp community mode {enable | disable} name

Save Configuration

public private

Cisco Wirel LAN Controller

[ oL-15301-01-J
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W snwP v3

SNMP v3

S

GUI

1

SNMP v3
default
SNMP v3
SNMP v3
GUI SNMP v3
Management > SNMP > SNMP V3 Users SNMP V3 Users
4-6

4-6 SNMP V3 Users

2

3

Wansgesert NP U LigEre . ]
famfdip Ly e Errrny §reei ok Fruiasal Frraas g Prmlaasd

1 """"_""' ] B4 pdeier e -k [T -]
':'-i:
&

User Name default

Remove SNMP v3
New SNMP v3 SNMP V3 Users > New
4-7

4-7 SNMP V3 Users > New

LEan g e-mgng S0P 7Y Linern = o Camsih | gy |
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LAN Controller

i Cisco Wirel
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SNMP v3 ||
4 User Profile Name default
5 Access Mode Read Only Read/Write
Read Only
6 Authentication Protocol
None HMAC-MD5 - 5
HMAC-SHA -
HMAC-SHA
7 Auth Password Confirm Auth Password
12
8 Privacy Protocol
None CBC-DES - CFB-AES-128
- -128 CFB-AES-128
S
CBC-DES CFB-AES-128 6
HMAC-MD5 HMAC-SHA
9 Priv Password Confirm Priv Password
12
10 Apply
11 Save Configuration
CLI SNMP v3
CLI SNMP v3
1 SNMP v3
show snmpv3user
2 SNMP v3 User Name default
config snmp v3user delete username
username SNMP v3 default

3 SNMP v3

config snmp v3user create username {ro | rw} {none | hmacmd5 | hmacsha} {none | des | aescfh128}
auth_key encrypt_key

Cisco Wirel LAN Controller
[ oL-15301-01-J




W snvP v

® username SNMP v3

* ro rw
e none hmacmd5 hmacsha
e none des aescfb128
e auth_key
e encrypt_key
username auth_key encrypt_key default
4 Save Configuration

Cisco Wireless LAN Controller
OL-15301-01-J |



LWAPP
Lightweight
GUI
CLlI
Lightweight
17 802.11
5
6
17 802.11
Y
Cisco 7921 Wireless IP Phone  Cisco 7920 Wireless IP Phone
GUI
GUI
Controller > General General
Aggressive Load Balancing Enabled Disabled
Apply
Save Configuration
CLI
CLI
config load-balancing status {enable | disable}
config load-balancing window clients
clients 0 20
Cisco Wirel LAN Controller

[ oL-15301-01-J



W s02.3x

save config

show load-balancing

Aggressive Load BalanCing. .. ....eeeeeeenennennnn. Enabled
Aggressive Load Balancing Window.............. 5 clients
802.3X config switchconfig

flowcontrol enable

Cisco Wireless LAN Controller
OL-15301-01-J |



802.3 u
802.3
802.3
802.3 IP
IP 802.3 Raw
+ + + + +
| Destination | Source | Total packet | Payload .....
| MAC address | MAC address | length |
+ + + +
802.3 4.1 GUI
4.0 CLI
Cisco Wireless Control System WCS 802.3
Cisco Wireless Control System Configuration Guide
GUI 802.3
GUI 802.3
1 Controller > General General 4-8

4-8 General
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N 35023

CLI

802.3 802.3 Bridging
Enabled Disabled
Disabled

Apply

Save Configuration

802.3
CLI 802.3

WLAN 802.3

show network

WLAN 802.3

config network 802.3-bridging {enable | disable}

disable

save config

LAN Controller

i Cisco Wirel
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||
2
LWAPP
GUI CLlI
LAN
LWAPP LWAPP
BSSID SSID
4.2
Internet Group Management Protocol IGMP;
IGMP
3 VLAN
IGMP Multicast Group ID MGID;
ID IGMP
MAC MGID
WLAN IP VLAN
MGID 2
MGID
Y
IGMP 2100 Cisco Cisco

Wireless LAN Controller Network Module

Cisco Wirel LAN Controller
[ oL-15301-01-J



IGMP
. 2
MGID 1 2 MGID
MGID 0 1
MGID 8
1
. IGMP IGMP
IP
IGMP
. 3
3MGID 2
2 MGID
. IGMP
IGMP
IP
IP IGMP IGMP
IP
1 2
2
2
IGMP
Reverse Path Filtering RPF;
MGID 2 VLAN
2 MGID
2 MGID 1
4-11
e Cisco Unified Wireless Network IP
224.0.0.0 224.0.0.255
224.0.1.0 238.255.255.255
239.0.0.0 239.255.x.y /16
. LWAPP
Internet Group Management Protocol
IGMP; LWAPP

I Cisco Wireless LAN Controller
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||
e Cisco 1100 1130 1200 1230 1240 IGMP 1 2
3
. LWAPP
e Monitor Sniffer Rogue Detector LWAPP
. LWAPP
RADIUS IGMP
VLAN
VLAN
. UDP 12222 12223 12224
. LWAPP
GUI
GUI
1 Controller General 4-9

4-9 General

CI5CO
ConErothed GHTFIE
i
rarral e
o i el ey RE] Fo Pam i e Sy
Imierd s ¥ L Trarace Mate
LigPe [T e e e =

Lalrenih Faglri o=t M el My

Iwiprnad [He B Yareer Bropdcoas Formarieg

2 Ethernet Multicast Mode

e Disabled
e Unicast

e  Multicast
LWAPP

S

_ ey |
ORI,
[eusliing
LEje ) W ETEAR LA T M ol L
[ruphind = LA P oy iarwefy doabded
[runhied = E
[eghind # E

Hybrid REAP

Cisco Wirel

LAN Controller
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4

5

2 Multicast

IP

Apply

Multicast

4-10 Multicast

s iaifua

Multicast Group Address

Multicast

4-10

CisCO

Conirolst My ani

Lyrorrel
inspaasry
Inferfan i

IGMP
IGMP
disable

IGMP

MGID

IGMP

Apply

Save Configuration

Urabdy |GEE Troapog

JoHF Temmumgd o jmywraPa i (T ]

Enable IGMP Snooping

30 300

IGMP

224.0.0.1
WLAN

Lty |
IGMP Timeout
timeout/3
IGMP
MGID
MGID

LAN Controller

i Cisco Wirel
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GUI
GUI
1 Monitor > Multicast Multicast Groups 4-11
4-11  Multicast Groups

Mot Moiticnst Grogps

L ayerd ML Maprers
e =T

¥ Arceri Paelsls Lrvup addreas L= ML

byl atihiey i [l

L s e

* Mgt L myery ML Magparg

Cilants I_d‘:::l-r.l-:-- :hn.nli :I.III
e I L] E
MGID
2 MGID MGID 550 MGID
CLI
CLI
1
config network multicast global {enable | disable}
disable
config network broadcast {enable | disable}
2

config network multicast mode unicast

Cisco Wirel LAN Controller
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b. LWAPP

config network multicast mode multicast multicast_group_ip_address

3 IGMP

config network multicast igmp snooping {enable | disable}

disable

4 IGMP

config network multicast igmp timeout timeout

timeout 30 300
1
timeout/3
MGID
IGMP
MGID IGMP
MGID 1
5
save config
CLI
. MGID
show network multicast mgid summary
Layer2 MGID Mapping:
InterfaceName vlanId MGID
management 0 0
test 0 9
wired 20 8
Layer3 MGID Mapping:
Number oOf Layer3 MGIDS. ...ttt tmeeeeeeeeeeeennnnn 1
Group address Vlan MGID
239.255.255.250 O 550

IGMP

224.0.0.1

I Cisco Wireless LAN Controller
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. MGID

show network multicast mgid detail mgid_value

mgid_value 550 4095

1 T 550

Multicast Group AdAreSS. .. ...uoueeuennennenn. 239.255.255.250

Vlan . oo e e e 0

Rx Packet Count.......... ... 807399588

No Oof clientsS. ..ttt e e e 1

Client List.. ...ttt
Client MAC Expire Time (mm:ss)
00:13:02:23:82:ad 0:20

Cisco Wirel LAN Controller
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|
Cisco UWN Solution lightweight
4.1
GUI CLI RF RSSI
DHCP IP
DHCP
DHCP IP
IP 0.0.0.0
IP 169.254.* * DHCP Discover
DHCP IP
IP 0.0.0.0
IP 169.254.* * DHCP Discover
VolP
802.11 voice-over-IP  VolP RF
QoS Quality of Service Cisco UWN Solution
5 20
VolIP

Cisco Wireless LAN Controller
OL-15301-01-J |



| |
Cisco UWN Solution
lightweight 802.11 VolP
VolP DHCP IP
VolP IP
0.0.0.0 VolP IP 169.254.* * DHCP Discover
VolP
CCX 2
5 CCX 2
CCXv2
SSID
BSSID
o CCX v4
. E2E End-2-End /
Cisco Intel
CCX Intel Intel
CCX
Y
E2E
GUI  Wireless > Clients Detail
Client Properties E2E Version
. CCXv4
CCX CCXv3

Cisco Wirel

[ oL-15301-01-J
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802.11b > Client Roaming

4-12

802.11a > Client Roaming

4-12

|
4.2 CcX 1 5
CCX WLAN
CCX
CcX CcX
CCXv4  CCXvb
CCXv2 CCX Cisco
Client Extensions P. 6-37
CcX
o Hybrid-REAP cex 2
GUI CCX
GUI CCcX
1  Wireless > 802.11a/n 802.11b/g/n > Client Roaming 802.11a

bEEH
» Eran Threatssd

Trarartes. Toss

Custom
Default

3 Minimum RSSI

Cisco Wirel

Received Signal Strength Indicator

RSSI

-80  -90dBm

-85 dBm

LAN Controller

Diafal W

Wireleun B2 118> Cliend Roamang
¥ AocEss Polnls i Paramotpry
bl
Hiple
HREAF Gumupy s -
ETTLETY ]
- BO2.11als i
ey Hanteream |
dHm
Sacorrdn
RF Mode
3 RF
8
RSSI;

TXT)

4-48
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CLI

4 Hysteresis

2 4dB
2dB

5 Scan Threshold RSSI

-70  -77dBm
-72dBm

6 Transition Time

Scan Threshold Transition Time

7 Apply
8 Save Configuration

9 802.11a 802.11b/g

CCX
CCX 2

RSSI

RSSI

RSSI

LAN

config {802.11a | 802.11bg} 12roam rf-params min-rssi rssi_value roam-hyst hyst_value scan-thres

thres_value trans-time time_value

S

RF

GUI CCX

Cisco Wirel

LAN Controller

[ oL-15301-01-J



|
CLI CCX
CCX 2
1. 802.11a 802.11b/g
RF
show {802.11a | 802.11b} 12roam rf-params
2. CcX 2
show {802.11a | 802.11b} I2roam statistics ap_mac
3.
show client roam-history client_mac
MAC
MAC
SSID
CLI CCX
CCX 2

debug I2roam [detail | error | packet | all] {enable | disable}

Cisco Wireless LAN Controller
OL-15301-01-J |
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Quality of Service ||

Quality of Service
Quality of Service QoS;

QoS
4 QoS
e Platinum/Voice
e Gold/Video
e Silver/Best Effort
e Bronze/Background
VolP Platinum Gold Silver
Bronze
QoS QoS WLAN
WLAN
QoS
QoS QoS
Quality of Service
Platinum Gold Silver Bronze QoS GUI
CLI
GUI QoS
GUI QoS
1 QoS 802.11a 802.11b/g
Wireless > 802.11a/n 802.11b/g/n > Network
802.11a ( 802.11b/g) Network Status Apply
2 Wireless > QoS > Profiles QoS Profiles
3 Edit QoS Profile 4-13

Cisco Wirel LAN Controller
[ oL-15301-01-J



N Quality of Service

4-13 Edit QoS Profile

WireleEn Edft 305 Prafls clwl | dpwly | Gwerlis delesls |
B e Peleiy el Profile fusmes Ermnm
Birih m
T oy ancrip nn ar Bk
LU Pt | P Hapiedveladlh Canilbdairs [k *
F por i LkigE i s i =
Crmniry i H_. o g
;T Bui® Llifs P ate |
- |:I|'| Boid dapl il - Vo P S
dopian | fores Eapl-Ten Bgmw ]
Lrwd i AW LN
bk BEpT '
Wiyl B P g gl
b TR L L
U Teg paies s 00 mceiw) B ataw o g el 'r_l
4 Description
5 TCP Average Data Rate
Kbps 0  60,000Kbps
0
6 TCP Burst Data Rate
Kbps 0  60,000Kbps
0
Burst Data Rate ~ Average Data Rate QoS
7 UDP Average Real-Time
Rate Kbps 0  60,000Kbps
0
8 UDP Burst Real-Time
Rate Kbps 0  60,000Kbps
0

Burst Real-Time Rate  Average Real-Time Rate
QoS

Cisco Wirel LAN Controller
OL-15301-01-J |



Quality of Service

9 Maximum RF Usage Per AP

Bronze QoS  50% Bronze WLAN
RF 50% 50
50%

10 Queue Depth

11 0 7
Protocol Type 802.1p 802.1p Tag

LWAPP

12 Apply

13 Save Configuration

14 802.11a 802.11b/g
Wireless > 802.11a/n 802.11b/g/n > Network
802.11a 802.11b/g Network Status Apply

15 QoS WLAN WLAN QoS

P. 6-29

CLI QoS

CLI Platinum Gold Silver Bronze QoS

1 QoS 802.11a 802.11b/g

config 802.11a disable network

config 802.11b disable network

config qos description {bronze | silver | gold | platinum} description

3 TCP Kbps

Cisco Wirel LAN Controller
[ oL-15301-01-J



N Quality of Service

config gos average-data-rate {bronze | silver | gold | platinum} rate

A

rate 0 60,000Kbps 0
QoS

4 TCP Kbps

config gos burst-data-rate {bronze | silver | gold | platinum} rate

5 UDP Kbps

config qos average-realtime-rate {bronze | silver | gold | platinum} rate

6 UDP Kbps

config gos burst-realtime-rate {bronze | silver | gold | platinum} rate

7 RF

config gos max-rf-usage {bronze | silver | gold | platinum} usage_percentage

8
config gos queue_length {bronze | silver | gold | platinum} queue_length
9 0o 7
config gos protocol-type {bronze | silver | gold | platinum} dot1p
config gos dotlp-tag {bronze | silver | gold | platinum} tag
10 QoS 802.11a 802.11b/g
config 802.11a enable network
config 802.11b enable network
11 QoS WLAN WLAN QoS

P. 6-29

Cisco Wireless LAN Controller
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Quality of Service u
Quality of Service
QoS WLAN WLAN
WLAN QoS
QoS
GUI CLI 10 QoS
~ RADIUS
Web WLAN
RADIUS QoS RADIUS
guest-role  Airespace string 11
RADIUS
RADIUS
GUI QoS
GUI QoS
1  Wireless > QoS > Roles QoS Roles for Guest Users 4-14

4-14 QoS Roles for Guest Users

Wirelenn

QaE Asles for Gudat Laers

b Rliwid PEsE —
re— T =]
T &0 reemy FE [+ ]
LA PR RET
R TY
Lwwrdry

Nis=sr

= ik

-

rp ]

QoS

v

QoS
Remove

2 QoS New QoS Role Name > New

Cisco Wirel LAN Controller
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N Quality of Service

3 Role Name QoS QoS
Contractor Vendor
4  Apply
5 QoS QoS Edit QoS Role Data Rates
4-15
4-15 Edit QoS Role Data Rates
ailiei]is
CISco
Wirelene Edfl 35 Rels duis rEles =l | _m_l
B Mrre Pplsky of Bola Sama Crrste
Bigih
1] B Gresas P | Fads Haidlvendth Canineced (kp *
PO iials Eomiosge Diafly B
B oo iLkigls e Dals e !
Cwmniry Eamrgge Bugl Toeey B pim [
Terrey Puin® Fiw Fim Bir E
= ah #
6 TCP Average Data Rate
Kbps 0  60,000Kbps
0 QoS
7 TCP Burst Data Rate
Kbps 0  60,000Kbps
0 QoS
Burst Data Rate  Average Data Rate QoS
8 UDP Average Real-Time
Rate Kbps 0  60,000Kbps
0 QoS
9 UDP Burst Real-Time
Rate Kbps 0 60,000Kbps
0 QoS

Burst Real-Time Rate

QoS

Average Real-Time Rate

LAN Controller

i Cisco Wirel
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Quality of Service ||

10 Apply

11 Save Configuration

12 QoS GUI
P.5-30
CLI QoS
CLI QoS
1 QoS

config netuser guest-role create role_name

S

QoS

config netuser guest-role delete role_name

2 QoS

¢ config netuser guest-role qos data-rate average-data-rate role_name rate TCP
e config netuser guest-role qos data-rate burst-data-rate role_name rate TCP
Y
Burst Data Rate  Average Data Rate QoS
e config netuser guest-role qos data-rate average-realtime-rate role_name rate UDP
e config netuser guest-role qos data-rate burst-realtime-rate role_name rate UDP
)
Burst Real-Time Rate  Average Real-Time Rate
QoS
N
role_name QoS
QoS Contractor
Vendor rate 0  60,000Kbps
0 QoS
Cisco Wirel LAN Controller

[ oL-15301-01-J
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N Quality of Service

3 QoS

config netuser guest-role apply username role_name

Contractor jsmith
Y
QoS User Details  Role
default WLAN QoS
Y
QoS
config netuser guest-role apply username default WLAN QoS

save config

5 QoS

show netuser guest-roles

ROLEe NaAmMe. . ittt et et et e e e e e e e e e e e e e e Contractor
Average Data Rate.........cuiiiiiiiineenn.. 10
Burst Data Rate.......... .. .. 10
Average Realtime Rate..........couiuiueenennn. 100
Burst Realtime Rate............oiuiuiuennnnnn 100

ROLEe NamMe. . ittt ettt ettt e et e e e e et e e e e e e Vendor
Average Data Rate..........oiiiinnnn. unconfigured
Burst Data Rate. . ...t iiiiinnnnnns unconfigured
Average Realtime Rate...........oiiuiueeennn. unconfigured
Burst Realtime Rate...........c.coouueenn.. unconfigured

I Cisco Wireless LAN Controller
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3
e Call admission control
e Expedited bandwidth requests
e Unscheduled automatic power save delivery
Cisco Compatible Extensions (CCX) v4 v5
CCX Cisco Client Extensions P. 6-37
S
CCX AP1030
Traffic Stream Metrics TSM
Call Admission Control
Call Admission Controll CAC; LAN
QoS Quality of Service CCXv3
Wi-Fi Multimedia WMM LAN
QoS QoS CCXv4 CAC
CAC CAC 2 CAC
CAC
CAC
WLAN QoS CAC
CAC WLAN  Platinum QoS
CAC WLAN  Gold QoS
WMM WLAN
QoS  WMM 802.3 P. 4-37
S
WMM CCX v4 Admission Control ACM;
CAC
CAC
CAC
CAC
PHY
Cisco Wirel LAN Controller

[ oL-15301-01-J



CAC RF
CAC
WLAN QoS
Y
CAC  Lightweight
CAC CAC
Expedited Bandwidth Requests
Expedited Bandwidth Request CCXv5 WLAN WMM
Traffic Specifications TSPEC €911
TSPEC
Expedited Bandwidth Requests CAC CAC
Expedited Bandwidth Requests
TSPEC TSPEC
TSPEC Expedited Bandwidth Requests TSPEC 4-2
4-2 TSPEC
Expedited Bandwidth
CAC 1 2 TSPEC Request TSPEC
75% 75%
CAC 75%  90%
90%
75%
CAC 75%  85%
85%
1. CAC
CAC
2. CAC CAC [Pb]
Y
ACM TSPEC  Nom-MSDU 149
1Kb/s TSPEC

I Cisco Wireless LAN Controller
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U-APSD
Unscheduled automatic power save delivery U-APSD
IEEE 802.11e QoS
U-APSD
WMM U-APSD
Traffic Stream Metrics
voice-over-wireless LAN  VoWLAN
Traffic Stream Metrics TSM
TSM
CCX v4
CCX v4 CCXv5
5 90
32MB
4.8MB
802.11a GUI CLI TSM
TSM
A
hybrid-REAP TSM
GUI
GUI
WMM  Platinum QoS WLAN
WMM WLAN Apply
802.11a/n 802.11b/g/n Wireless Network
802.11a 802.11b/g Network Status Apply
802.11a/n 802.11b/g/n  Voice 802.11a 802.11b > Voice Parameters
4-16
Cisco Wirel LAN Controller

[ oL-15301-01-J
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4-16 802.11a > Voice Parameters

-|I-|I|-l rll
cisco
Wirslens B0 11w = Voo ® Parmmeters Aty |
B drre Paeialy Call Ay sion Coerdrol [TAC)
Elmil = = r
R pEn, Crmpn CRCH| L Eraplied
nmoit s e sl boamed &7 +
= BOT.H s -I: Sikiigiil b racvae)
: [ izpdogd banis i I
b o ailig Trudtic S8raam Sloimcs
5 CAC Admission Control (ACM)
disable
6 CAC Admission Control (ACM)
Load-based AC
7 Max RF Bandwidth
40 85%
75%
8 Reserved Roaming Bandwidth
0 25%
6%
9 Expedited Bandwidth Requests Expedited Bandwidth
disable
10 TSM Metrics Collection
disable
11 Apply
12 WMM WLAN Apply
13 802.11a/n 802.11b/g/n Network
802.11a 802.11b/g Network Status Apply

Cisco Wirel LAN Controller
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GUI

14 Save Configuration

15 802.11a 802.11b/g
GUI
1 WMM  Gold QoS WLAN
2 WMM WLAN Apply
3 802.11a 802.11b/g Wireless Network
802.11a 802.11b/g Network Status Apply
4 802.11a/n 802.11b/g/n Video 802.11a 802.11b > Video
Parameters 4-17

4-17 802.11a > Video Parameters

Wirsleas G118 Wide s FiEmmeatien
= Arceds Palst Call Advyshssion Costrsl (GACH
ST

AlEapiyr Cgvdrgd B ]

1R A Crmi i
By BF ey

= INE.Elajs
T 4 Bwparropd By precsg Bprlacdh |5
5 CAC Admission Control (ACM)
disable

6 Max RF Bandwidth

0 100% RF 100%

0%
Cisco Wirel LAN Controller

i
=

[ oL-15301-01-J



¢

0
7 Reserved Roaming Bandwidth
0 25%
0%
8 Apply
9 WMM WLAN Apply
10 802.11a/n 802.11b/g/n Network
802.11a 802.11b/g Network Status Apply
11 Save Configuration
12 802.11a 802.11b/g
GUI
GUI
1 Monitor > Clients Clients 4-18

4-18 Clients

Maniar ClErtE Emivies i - 0wl B
T rrremd Fillwr e [Charicn Pl ) [ Gbares 8]
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2 MAC Clients > Detail 4-19

4-19

Clients > Detail
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TSM

802.11b/gTSM

4-20 Clients > AP

Clients > AP

i I! Bi II Is
CISCO
Manitar Cllents = AP
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Multlcast

Detail

4-21

4-21

Clients > AP > Traffic Stream Metrics

802.11aTSM

4-20
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Logse  Hefeesl
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Clients > AP > Traffic Stream Metrics
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TSM

a. Wireless > Access Points > Radios > 802.11a/n
802.11a/n Radios

802.11b/g/n

802.11b/g/n Radios 4-22

4-22 802.11a/n Radios
stlistflis
CI5C0
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CLI

4-68

(o Detail

4-24

4-24

AP > Clients > Traffic Stream Metrics

AP > Clients > Traffic Stream Metrics
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TSM 90 timestamp
CLI
1 WLAN
show wlan summary
2 WLAN WMM QoS Platinum

Cisco Wirel

show wlan wlan_id

config wlan disable wlan_id

LAN Controller

WMM

WLAN
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10

11

12

13

config {802.11a | 802.11b} disable network

save config

802.11a 802.11b/g CAC

config {802.11a | 802.11b} cac voice acm {enable | disable}

802.11a 802.11b/g

config {802.11a | 802.11b} cac voice max-bandwidth bandwidth

bandwidth 40 85% 75%

config {802.11a | 802.11b} cac voice roam-bandwidth bandwidth

bandwidth 0 25% 6%

TSPEC

config {802.11a | 802.11b} cac voice tspec-inactivity-timeout {enable | ignore}

802.11a 802.11b/g CAC

config {802.11a | 802.11b} cac voice load-based {enable | disable}

802.11a 802.11b/g Expedited Bandwidth Requests

config {802.11a | 802.11b} exp-bwreq {enable | disable}

802.11a 802.11b/g TSM

config {802.11a | 802.11b} tsm {enable | disable}

WMM WLAN

config wlan enable wlan_id

Cisco Wirel LAN Controller

[ oL-15301-01-J
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14
config {802.11a | 802.11b} enable network
15
save config
CLlI
CLI
1 WLAN

show wlan summary

2 WLAN WMM QoS Gold

show wlan wlan_id

3 WMM WLAN

config wlan disable wlan_id

4
config {802.11a | 802.11b} disable network

5
save config

6 802.11a 802.11b/g CAC
config {802.11a | 802.11b} cac video acm {enable | disable}

7 802.11a 802.11b/g

config {802.11a | 802.11b} cac video max-bandwidth bandwidth

bandwidth 0 100% 0%
RF 100%

Cisco Wireless LAN Controller
OL-15301-01-J |



CLI

10

11

config {802.11a | 802.11b} cac video roam-bandwidth bandwidth

bandwidth 0 25% 0%

WMM WLAN

config wlan enable wlan_id

config {802.11a | 802.11b} enable network

save config

CLI

1. 802.11a 802.11b/g CAC

show {802.11a | show 802.11b}

2. CAC
show ap stats {802.11a | 802.11b} ap_name

Call Admission Control (CAC) Stats
Voice Bandwidth in use(% of config bw).........

Total channel MT free.......... ..., 0
Total voice MT free.........oiiiiiiinnennn.. 0
Na DireCt .ttt ittt ittt et et et 0
Na ROGM. o ottt ettt ettt e e e et e et et e e ee e 0

Video Bandwidth in use(% of config bw).........
Total num of voice calls in pPprogresSsS...........
Num of roaming voice calls in progress.........
Total Num of voice calls since AP joined.......
Total Num of roaming calls since AP joined.....
Total Num of exp bw requests received.......... 5
Total Num of exp bw requests admitted....... 2

Num of voice calls rejected since AP joined.... 0
Num of roam calls rejected since AP joined.....
Num of calls rejected due to insufficient bw....
Num of calls rejected due to invalid params....
Num of calls rejected due to PHY rate..........
Num of calls rejected due to QoS policy........

Cisco Wirel LAN Controller
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MT Na exp bw
3. U-APSD
show client detail client_mac
4,
TSM
show client tsm {802.11a | 802.11b} client_mac [ap_mac | all]
all
AP Interface Mac: 00:0b:85:01:02:03
Client Interface Mac: 00:01:02:03:04:05
Measurement Duration: 90 seconds
Timestamp lst Jan 2006, 06:35:80
UpLink Stats
Average Delay (5sec Intervals) .. ...ttt nnieennnnn 35
Delay less than 10 mMS. . ...ttt ittt ettt ittt 20
Delay bet 10 — 20 mMS. v i ittt ittt ettt ettt e e ettt e e e 20
Delay bet 20 = 40 mMS. i i ittt ittt ettt e ettt e e et e e e 20
Delay greater than 40 mMS. . ... .ottt ittt nneeeenneens 20
Total packet CoUnt . ...ttt ittt ittt e et e ettt e e eeenn 80
Total packet lost count (5seC) .. ..ttt e 10
Maximum Lost Packet count(5Se€C) .. ...t ininnnnnnnnnn. 5
Average Lost Packet count(5SeCS) v v v i ittt it ittt ittt 2
DownLink Stats
Average Delay (5sec IntervalsS) .. ..ottt 35
Delay 1less than 10 mMS. ...ttt et ettt 20
Delay bet 10 = 20 mMS. .t ittt ettt ettt ettt ettt 20
Delay bet 20 = 40 mMS. i i ittt ittt ittt et e ettt ettt e et e 20
Delay greater than 40 mMS. ... ... .ttt tteeeeeeeeeeennnn 20
Total packet CoOUNT. ...ttt ettt e ettt e 80
Total packet lost count (5S€C) ...ttt ittt e e e ettt e eeenn 10
Maximum Lost Packet count(5sec) ........oiiiinnnnn.. 5
Average Lost Packet count(5S€CS) .. v vttt iiieeennnnn 2
S
90 timestamp
5.
TSM

show ap stats {802.11a | 802.11b} ap_name tsm [client_mac | all]

Cisco Wireless LAN Controller
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all
AP Interface Mac: 00:0b:85:01:02:03
Client Interface Mac: 00:01:02:03:04:05
Measurement Duration: 90 seconds
Timestamp lst Jan 2006, 06:35:80

UpLink Stats

Average Delay (5sec intervals) . ... ..o n e eennnennnnn 35
Delay 1less than 10 mMS. ...ttt ettt 20
Delay bet 10 = 20 mMS. it ittt ittt ettt et e ettt e ettt eeenn 20
Delay bet 20 = 40 mMS. .t ittt ittt ittt et ettt ettt 20
Delay greater than 40 mMS. ... ...t ititteeeeeeeeeeennnnnn 20
Total packet CoUunt .. ...ttt ittt ettt e e ettt eeennn 80
Total packet lost count (5seC) .. ..ttt it 10
Maximum Lost Packet count(5SeC) ......uiiiiniinnnnnnnnnn. 5
Average Lost Packet count(5secs) ...ttt 2

DownLink Stats

Average Delay (5sec IntervalsS) .. ...ttt eennnnn 35
Delay less than 10 mMS. ...ttt ittt eeeeeennnn 20
Delay bet 10 — 20 mMS. it ittt ittt ittt et e e ettt et e e 20
Delay bet 20 = 40 mMS. it ittt ittt ettt et e e e e et e ettt 20
Delay greater than 40 MS...... ..ttt teeeeeeeeeeennnn 20
Total packet CoUnt . ...ttt ittt ittt e et e ettt e e eeenn 80
Total packet lost count (5seC) . ...ttt ittt 10
Maximum Lost Packet count(5sec) ....... ... 5
Average Lost Packet count(5SeCS) v v v i ittt it ittt ittt 2
90 timestamp

Cisco Wirel LAN Controller

[ oL-15301-01-J



N Epca
Enhanced Distributed Channel Access EDCA,;
Quality of Service QoS
GUI CLI EDCA
GUI EDCA
GUI EDCA
1 802.11a 802.11b/g Wireless Network
802.11a 802.11b/g Network Status Apply
2 802.11a/n 802.11b/g/n  EDCA Parameters 802.11a 802.11b/g >
EDCA Parameters 4-25

4-25 802.11a > EDCA Parameters

aifiai]na

CI5CD

Wairelsny E07 116ig » EDCA PeiamElsrs

B Rrreua Pedek
Bigih

V] F Gresay

Hmnaral

=0 Frofis Ll
Byl | e | iy

" BOF. 8 lafe

= BOF. 1 iigfa

Al

108 b brng o ormew d B &

3 EDCA Profile

WMM  Wi-Fi Multimedia WMM

Spectralink Voice Priority  Spectralink
SpectraLink

Voice Optimized EDCA

Spectralink
Voice & Video Optimized

A

384

EDCA

Admission Co

ntrol ACM

LAN Controller

i Cisco Wirel
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EDCA
MAC Enable Low Latency MAC
Lightweight
Y
WLAN  WMM MAC
WMM MAC EDCA
WMM QoS Enhanced BSS
P. 6-31
Apply
802.11a/n 802.11b/g/n Network
802.11a 802.11b/g Network Status Apply
Save Configuration
CLI EDCA
CLlI EDCA
config {802.11a | 802.11b} disable network
save config
EDCA
config advanced {802.11a | 802.11b} edca-parameters ?
?
e wmm-default
* svp-voice
e optimized-voice
e optimized-video-voice
Y
GUI EDCA
Cisco Wirel LAN Controller
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W Eoca

4 MAC

show {802.11a | 802.11b}

Voice-mac-optimization.............uuon.. Disabled

5 MAC

config advanced {802.11a | 802.11b} voice-mac-optimization {enable | disable}

Lightweight

disable

config {802.11a | 802.11b} enable network

save config

Cisco Wireless LAN Controller
OL-15301-01-J |



Cisco Discovery Protocol ||
Cisco Discovery Protocol
Cisco Discovery Protocol CDP
CDP
60 180
2 CDPv2 Time Length Value TLV
CDPv1 CDPv2
e 2100 4400
Y
CDP Catalyst 3750G Integrated Wireless LAN Controller Switch  Cisco WiSM
Cisco 28/37/38xx Series Integrated Services Router
CDP
show ap cdp neighbors [detail] {Cisco_AP | all}
e LWAPP
e 2100
TLV

e Device-ID TLV: 0x0001 CDP
e Address TLV: 0x0002 CDP IP
e Port-ID TLV: 0x0003 CDP
e Capabilities TLV: 0x0004 TLV  Host: 0x10
TLV  Transparent Bridge: 0x02

e Version TLV: 0x0005 CDP
e Platform TLV: 0x0006 CDP

TLV
e Full/Half Duplex TLV: 0x000b CDP

TLV 2100

e Power Consumption TLV: 0x0010 TLV

2100

4.1 GUI
4.0 CLI CDP CDP 4-26
Cisco Wirel LAN Controller
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W cisco Discovery Protocol

S

Cbp CDP
CDP

4-26 CDP

Cisco 4400 Series
Wiireless LAN Controfier

MODEL 4402

Wa-Cesle-E Dev-gu-2

10.24.111.10

A 3=k
WELC03T750.24
WE.C3750.24 NASDAQ-SW. 1
10.24.34.44 FastE 0/13
FastE0/1  10.76.34.37
AF1Z AP13 é 5
107634155 102434233 8

Cisco Wirel LAN Controller
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GUI

1

Cisco Discovery Protocol

GUI

CDP

Cisco Discovery Protocol

Controller > CDP > Global Configuration
4-27

4-27

CDP > Global Configuration

CDP > Global Configuration

-
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Lrdiie il

T wmi my
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gl Wgragrmrsl
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ek i oo wai

LA T2

B > aloga

COE Prolaead Blalus

Sriigi

AT B ER T

GO by meermnl Yersion L

Belrmsh Dres [l mryal

il e | weeoenly

CDP

CDP Advertisement Version

Refresh-time Interval

254

Holdtime

Apply

60

10 255

Save Configuration

(4= L ]

(1]

CDP Protocol Status

CDP

CDP

CDP

CDP

a. Wireless > Access Points > All APs

c. Advanced

vl

180

v2

All APs

All APs > Details Advanced

Cisco Wirel

LAN Controller

31330

vl

4-28
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W cisco Discovery Protocol

4-28 All APs > Details Advanced

dl I Tel I LE?
Cisco
freiege Al APy » Oedmis for CEAFT _"!LI JT_
o v el | Gemrel | iewesmy | Advesied
i Exrgawzri Domiem L EEhget
Cmgriirr Codan LY luribwof Clyfe | &
Erih l'.-.l::S-l:.-l-l- E -'
[E 1 T =T Frvininl —
b BOLE s L T e & P g
B OROE bhigls A e M -
C bl Py St Teray il e
Tiaiia =
" e i
d. CDP Cisco Discovery Protocol
enable
e. Apply
. CDP
a. Wireless > Access Points > AP Configuration > CDP Template AP
Configuration > CDP Template
b. CDP
CDP State CDP

c. Apply to All APs

9 Save Configuration

GUI Cisco Discovery Protocol
GUI CDP
1 CDP Monitor > CDP >
Interface Neighbors CDP > Interface Neighbors
4-29
Cisco Wirel LAN Controller
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Cisco Discovery Protocol ||

4-29 CDP > Interface Neighbors

il
CISCO
Kanfpr CUP * interfas e Neighbare
Sy AT i al Srighiber
b i Pl Infnrface spighagr ema dddewys mraghlar Fard TV Capskilép® Plgiies
o - | LEmd e o (TR B Fairr rmemamile 150 ] o wr-CETRE-Le
P— Py -1 [ BTE T b anian sl - B e - P - FT | LT <8 B
1 Bk o | ST (L RLAEY] it = [ bl (o Bl e ) 1= H =TT 1
L WL ETRE" ] Limat - i hot o P - L i W LJtat 1S,
L ] [ i (EL NI 4] skt = [ Skl = ff Powk = L Il W LACEL Tl S s Eah ]
e - L el s (R ETET ] ] LN - B - P - D 121 L] oS-l
P+ Lmis Fag ek ¥l § 1. i i Y T S
] - BB IR L S I T e R TR T 1 LA - ] B
L R My g4 L ETLW, | Lt - B e - 8 P - L iafF W - R

gty i, B - B, ¥ - Prasi Beaige. B
e Dot Bl

§ - Sl M - AR, § - LA, P - R

A B gmaly St Sl el

e CDP
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S- H- I-IGMP - M -

N CDP

2 CDP
CDP > Interface Neighbors > Detail 4-30

4-30 CDP > Interface Neighbors > Detail
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Cisco Discovery Protocol

e CDP

e CDP

e CDP

e CDP

e CDP

e CDP

e CDP

3

AP Neighbors
4-31 CDPA

CDP

CDP vl v2

IGMP

CDP

CDP AP Neighbors 4-31

P Neighbors
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Cisco Discovery Protocol ||
. CDP IP
o CDP
o CDP vl v2
5 CDP
CDP > AP Neighbors > Detail 4-33
4-33 CDP > AP Neighbors > Detail

Manior

= Chp
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6 CDP
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W cisco Discovery Protocol

4-34 CDP > Traffic Metrics

Mannar CLF = Trafis Melrics
P r—— Eaviwts In s Tl
& Wype Pebely Fadbwis Sl ST
B YiaShlica Ehes by Frram -]
= rop i bursssey [rrsm ]
s g 1epaled Faobeta L] '--
. CDP
. CDP
CLI Cisco Discovery Protocol
CLlI CDP
1. CDP
config cdp {enable | disable}
CDP
2. CDP
config cdp timer seconds
5 254 60
3. CDP

config cdp holdtime seconds
10 255 180
4, CDP

config cdp advertise {v1 | v2}
vl
5. CDP

config ap cdp {enable | disable} all

config ap cdp disable all
CDP CDP

CDP config ap cdp enable all

Cisco Wirel LAN Controller
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Cisco Discovery Protocol

Y
CDP
6 CDP
CDP
CDP

6. CDP

config ap cdp {enable | disable} Cisco_AP
7.

save config

CLI Cisco Discovery Protocol
CDP

1. CDP CDP

show cdp
2. CDP

show cdp neighbors [detail]

detail CDP
Y
CDP
CDP
CDP

3. CDP

show cdp entry all
4. CDP CRC

show cdp traffic
5. CDP

show ap cdp Cisco_AP
6. CDP

show ap cdp all
7. CDP

show ap cdp neighbors [detail] Cisco_AP

Y

CDP
Cisco Wirel LAN Controller
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W cisco Discovery Protocol

4-86

CDP
show ap cdp neighbors [detail] all
show ap cdp neighbors all
AP Name AP IP Neighbor Name Neighbor IP Neighbor Port
AP0013.601c.0a0 10.76.108.123 6500-1  10.76.108.207 GigabitEthernetl/26
AP0013.601c.0b0 10.76.108.111 6500-1  10.76.108.207 GigabitEthernetl/27
AP0013.601c.0c0  10.76.108.125 6500-1 10.76.108.207 GigabitEthernetl/28

show ap cdp neighbors detail all

AP Name: AP0013.601c.0a0

AP IP Address: 10.76.108.125

Device ID: 6500-1

Entry address(es): 10.76.108.207

Platform: cisco WS-C6506-E, Capabilities: Router Switch IGMP
Interface: Port - 1, Port ID (outgoing port): GigabitEthernetl/26
Holdtime: 157 sec

Version:

Cisco Internetwork Operating System Software IOS (tm) s72033_rp Software
(s72033_rp-PSV-M), Version 12.2(18)SXD5, RELEASE SOFTWARE (fc3) Technical Support:
http://www.cisco.com/techsupport Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Fri 13-Ma

Y

CDP
CDP
CDP
debug cdp packets
CDP

debug cdp events

Cisco Wireless LAN Controller
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RFID ||
Radio-Frequency Identification RFID RFID
802.11
AeroScout WhereNet Pango InnerWireless
RFID Cisco Compatible Extensions
4-3 CCX
4-3 RFID Cisco Compatible Extensions
Pango
AeroScout WhereNet InnerWireless

T2 T3 Wheretag IV V3

X X X

X X X

1 2 0 1

X X X
X X X X
1 X X X
1.
Y
Network Mobility Services Protocol NMSP;
3.0 NMSP
TCP 16113
2
NMSP RFID Cisco Location Appliance Configuration
Guide, Release 3.0
RFID
RFID
Cisco Wirel LAN Controller
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W RFiID
4-4
4-4 RFID
RFID
Cisco WiSM 5000
4404 2500
4402 1250
Catalyst 3750G LAN 1250
2106 2006 500
Cisco 28/37/38xx 500
RFID CcLl
CLI RFID
CLI RFID
RFID
config rfid status {enable | disable}
enable
60 7200
config rfid timeout seconds
30 90
3 1200

4-88

RFID

e config rfid mobility vendor_name enable

DHCP

e config rfid mobility vendor_name disable

S

DHCP

Pango
pango

vendor_name

Cisco Wireless LAN Controller
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CLI

RFID

CLI RFID

RFID

show rfid config

RFID Tag data Collection.......uiuueteiennneenennn
REID t£imeoOUL . vt ittt ittt et e e et e e e e e e e e

REID MODIldty e vttt ittt et e e e e et e e e ieeeea

State:Disabled

RFID
show rfid detail mac_address

RFID

Enabled
1200 seconds
Oui:00:14:7e : Vendor:pango

mac_address MAC
REID addresSS . v vttt it ettt ettt et et e e e e 00:12:b8:00:20:52
5T o T L G2
Last Heard. .ottt ittt ittt e e et et e e e e e e e 51 seconds ago
Packets Received. .. ...ttt 2
Bytes Received. . ...ttt ittt e e e e e 324
[ =Y o R 1V o Y
Content Header
V2 = 3 o 1
B 12 dBm
Channel. . ... e e e e e e e 1
RET Clas S . i ittt ittt ettt e e e e e et et ettt et e 12
Burst Length. . ...ttt ittt e e 1
CCX Payload
Last Sequence Control..........ciiiiiiiennnnnnnn 0
Payload length. ...... ... iiiiiienn 127
Payload Data Hex Dump
01 09 00 00 00 00 Ob 85 52 52 52 02 07 4b ff ff
7f £f£ ££f ££f 03 14 00 12 7b 10 48 53 cl1l £7 51 4b
50 ba 5b 97 27 80 00 67 00 01 03 05 01 42 34 00
00 03 05 02 42 5c 00 00 03 05 03 42 82 00 00 03
05 04 42 96 00 00 03 05 05 00 00 00 55 03 05 06
42 be 00 00 03 02 07 05 03 12 08 10 00 01 02 03
04 05 06 07 08 09 Oa Ob Oc 0d 0e 0f 03 04 09 03
08 05 07 a8 02 00 10 00 23 b2 4e 03 02 0Oa 03
Nearby AP Statistics:
lapl242-2(slot 0, chan 1) 50 seconds ag.... -76 dBm
lapl242(slot 0, chan 1) 50 seconds ago..... -65 dBm
Cisco Wirel LAN Controller
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N RFID

3. RFID
show rfid summary
Total Number of RFID : 24

RFID ID VENDOR Closest AP RSSTI Time Since Last Heard

00:04:£1:00:00:03 Wherenet HReap -70 151 seconds ago
00:04:£1:00:00:05 Wherenet HReap -66 251 seconds ago
00:0c:cc:5b:f8:1e Aerosct HReap -40 5 seconds ago
00:0c:cc:5c:05:10 Aerosct HReap -68 25 seconds ago
00:0c:cc:5c:06:69 Aerosct HReap -54 7 seconds ago
00:0c:cc:5c:06:6b Aerosct HReap -68 245 seconds ago
00:0c:cc:5c:06:b5 Aerosct ciscol242 -67 70 seconds ago
00:0c:cc:5c:5a:2b Aerosct ciscol242 -68 31 seconds ago
00:0c:cc:5c:87:34 Aerosct HReap -40 5 seconds ago
00:14:7e:00:05:4d Pango ciscol242 -66 298 seconds ago

4. RFID
show rfid client
RFID

Heard
RFID Mac VENDOR Sec Ago Associated AP Chnl Client State

00:14:7e:00:0b:bl Pango 35 AP0019.e75c.fef4d 1 Probing
RFID

RFID

e MAC

debug mac addr mac_address

N

Telnet

e 802.11 RFID

debug dotl1 rfid {enable | disable}

Cisco Wireless LAN Controller
OL-15301-01-J |



Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

11
11
11
11
11
11
11
11

08:
08:
08:
08:
08:
08:
08:
08:

52
52
52
52
52

52
52

126
:26
126
126
:26
52:
:30
:30

26

CLI

SSC

MAC

20

WCS

CLI

WCS

WCS

WCS

P. 4-92

debug pm pki enable

2007:
2007:
2007:
2007:
2007:
2007:
2007:
2007:

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:

Key
Key
Key
Key
Key
Key
SscC

Calculate

Data
Data
Data
Data
Data
Data

SHA1 hash on Public Key Data

30820122 30040609
01050003 82010£00
009a98b5 d2b7c77b
894c66f4 dflcbcfb
5c0917f1 ecld5061
9020301 0001

2a864886
3082010a
036cdb87
fe2fcf0l
2d386351

£7040101
02820101
5bd20e5a
09b723aa
573f2c5e

Key Hash is 4869b32638c00ffca88abe9bla8e0525b9344b8b

config auth-list add Ibs-ssc Ibs_mac Ibs_key

e Ibs_mac
e |bs_key 20

Cisco Wirel

MAC

LAN Controller
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save config

show auth-list

Authorize APs against AAA . ...ttt eennnnennn disabled
Allow APs with Self-Signed Certificate (SSC) enabled
Mac Addr Cert Type Key Hash
00:13:80:60:48:3e SscC ecefbb0622ef76c997ac7d73e413eed99e24769%¢e
4.2 31
2
P.4-11
Y
GMT
Received Signal
Strength Indicator RSSI;
RFID
16
CLl

1.

show location summary

Location Summary

Algorithm used: Average

Client RSSI expiry timeout: 150 sec, half life: 60 sec

Calibrating Client RSSI expiry timeout: 30 sec, half life: 0 sec

Rogue AP RSSI expiry timeout: 1200 sec, half life: 120 sec

RFID Tag RSSI expiry timeout: 60 sec, half life: 120 sec

I Cisco Wireless LAN Controller
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RFID
show location statistics rfid
RFID Statistics
Database Full 0 Failed Delete: 0
Null Bufhandle: 0 Bad Packet: 0
Bad LWAPP Data: 0 Bad LWAPP Encap: 0
Off Channel: 0 Bad CCX Version: 0
Bad AP Info 0
Above Max RSSI: 0 Below Max RSSI: 0
Invalid RSSI: 0 Add RSSI Failed: 0
Oldest Expired RSSI: 0 Smallest Overwrite: 0
RFID
clear location statistics rfid
RFID RFID
clear location rfid {mac_address | all}
(S69)
show client detail client_mac
CCXv5
Client MAC AdAresSS. ..ttt ettt e e 00:40:96:b2:a3:44
Client USErName . ... ... iuintnmenenenenenenenenn. N/A
AP MAC AdQr eSS . i ittt ittt ittt ettt et e e ettt 00:18:74:c7:c0:90
Client State. ... ..ttt Associated
Wireless LAN Td. . ...ttt eeteteeeneennenn 1
BSOS T D vt ittt e e e e e e e e e e e e e e e e e e e e e e 00:18:74:¢c7:c0:9f
Channel. ... ..t e e e e e e e e 56
I = U i Y= 192.168.10.28
Association TId. ... ...ttt e e 1
Authentication Algorithm............ ... ... ... Open System
Reason Code. ..ottt et e e i i 0
Status Code. ..ot e e e e 0
Session TiIMEOUL . ...ttt ittt it ettt e e 0
Client CCX VeIrSIon. .... ..t innenenennnn. 5
Client E2E VErSION. .ttt ittt i it ittt e e eeeeeeann No E2E support
Diagnostics Capability. ..., Supported
S69 CapPability.cceeceeeeoscccccosssccccnssaseaeessss Supported
e o e 1 L Disabled
Q0SS LeVel . i ittt et e e e e e e e e e e Silver
N
Cisco Wireless
Control System Configuration Guide, Release 5.0 Cisco Location Appliance Configuration

Guide, Release 4.0
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Network Mobility Services Protocol NMSP

show nmsp status

LocServer IP TxEchoResp RxEchoReq TxData RxData
171.71.132.158 21642 21642 51278 21253
NMSP

show nmsp statistics {summary | connection all}

summary NMSP
connection all NMSP

show nmsp statistics summary
NMSP Global Counters

Client Measure Send Fail:

Tag Measure Send Fail:

Rouge AP Measure Send Fail:

Rouge Client Measure Send Fail:
Client Info Send Fail:

Rouge AP Info Send Fail:

Rouge Client Info Send Fail:

Send RSSI with no entry:

Send too big msg:

Partial SSL write:

Transmit Q full:

Measmt Send Not Called:

Info Send Not Called:

Max Measure Notify Msg:

Max Info Notify Msg:

Max Tx Q Size:

Max Rx Size:

Max Info Notify Q Size:

Max Client Info Notify Delay:

Max Rouge AP Info Notify Delay:

Max Rouge Client Info Notify Delay:
Max Client Measure Notify Delay:
Max Tag Measure Notify Delay:

Max Rouge AP Measure Notify Delay:
Max Rouge Client Measure Notify Delay:
Max Client Stats Notify Delay:

Max Tag Stats Notify Delay: 0

O O O O O O O OO O OO OO0 00O OO OoOoOoO oo o

NMSP
clear nmsp statistics

I Cisco Wireless LAN Controller
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WiSM Supervisor 720 ||

WiSM Supervisor 720
Cisco Catalyst 6500 Cisco 7600 Wireless Services Module WiSM;
WiSM Supervisor 720
WiSM Gigslot/1  Gigslot/8
10 WiSM
9 Gig9/1  Gig9/8
8 4
2 Etherchannel 2
WiSM 1
WiSM VLAN
Y
WiSM Cisco 10S Release 12.2(18)SXF5 Cisco 7600
WisM
WiSM
. Bridge Protocol Data
Unit BPDU;
Switched Port Analyzer
SPAN;
e WiSM 3 LWAPP 2 LWAPP
A
WiSM 3
CLI CLI Priveleged Exec
WiSM
1 configure terminal
2 interface vlan WiSM VLAN
ip address ip-address gateway IP VLAN
ip helper-address ip-address VLAN
end
Cisco Wirel LAN Controller
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W wism Supervisor 720
6 wism module module_number WiSM
controller { 1|2}
allowed-vlan vlan_number
VLAN VLAN
VLAN WiSM
7 wism module module_number VLAN WiSM
controller { 1|2} VLAN
native-vlan vlan_number
interface vlan WiSM VLAN
ip address ip_address gateway IP VLAN
10 end
11 wism service-vlan vlan WiSM 8 10 VLAN
12 end
13 show wism status WiSM
N
"~ CiscoWiSM Supervisor 720 4404
URL Configuring a Cisco Wireless Services Module and Wireless Control
System

http://www.cisco.com/en/US/docs/wireless/technology/wism/technical/reference/appnote.html#wp39498

I Cisco Wireless LAN Controller
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LAN ||
Cisco LAN Controller Network Module CNM;
e CNM IPSec CNM CNM
IP IP
http://www.cisco.com/en/US/tech/tk583/tk372/tech_configuration_guides_list.html
* CN\NM NTP
NTP
e CNM CNM
CNM CNM
CNM
CNM CNM 17
CNM CNM Router Blade Configuration Protocol
RBCP RBCP 17
CNM
CNM RBCP CNM
RBCP CNM
CLI
service-module wlan-controller 1/0 reset CNM

service-module integrated-service-engine 1/0 reset

e Controller Network Module

12.4(11)T2 Cisco 28/37/38xx

Cisco Wirel

LAN Controller

CNM

Cisco 10S Release

[ oL-15301-01-J
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LAN
Cisco UWN Solution p.5-2
RADIUS P.5-4
TACACS+ P.5-18
P.5-30
LDAP P.5-34
EAP P.5-39
SpectraLink NetLink
P.5-54

DHCP 82 P.5-55

P. 5-69

P.5-77
ID P.5-78
P.5-85

IDS P.5-108

Cisco Wirel

CHAPTER

P.5-51

P. 5-57

P.5-125

LAN Controller
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W Cisco UWN Solution

Cisco UWN Solution

Cisco UWN Solution

. P.5-2
o 1 P.5-2
o 2 P.5-2
. 3 P.5-3
o P.5-3
Cisco UWN 802.11
1 2 3 1
WLAN Cisco
UWN
WLAN 1 Wired
Equivalent Privacy WEP
man-in-the-middle DoS
IT
WLAN
1
Cisco UWN
WLAN SSID
2
Extensible Authentication
Protocol EAP; Wi-Fi Protected Access WPA WPA2
Cisco UWN Solution  WPA Advanced
Encryption Standard AES Temporal Key Integrity Protocol + Message Integrity Code Checksum
TKIP + Michael WEP
2
Lightweight
2 Lightweight Access Point Protocol LWAPP; Lightweight

Cisco Wireless LAN Controller
OL-15301-01-J |



Cisco UWN Solution ||
3
WEP Virtual Private Network VPN;
3
Cisco UWN Solution RADIUS Media Access Control RADIUS MAC; RADIUS
802.11
MAC
Cisco UWN Solution RADIUS
e Cisco UWN Solution 802.1X AAA
Cisco UWN Solution
. Lightweight
. WLAN
Lightweight WLAN 16
. RRM
. AAA

Cisco Wirel LAN Controller
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W RADIUS
Remote Authentication Dial-In User Service RADIUS
/
TACACS+
RADIUS
Y
GUI CLI
RADIUS
ID
RADIUS
RADIUS User Datagram Protocol UDP;
UDP 1 UDP 1812
UDP 1813
AAA
RADIUS 17
1 RADIUS RADIUS
2 3
~
RADIUS
RADIUS
2
RADIUS
CiscoSecure Access Control Server ACS RADIUS
GUI CLI

Cisco Wireless LAN Controller
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RADIUS u
ACS RADIUS
ACS RADIUS
o RADIUS CiscoSecure ACS 3.2
ACS 4.1
CiscoSecure ACS
1 ACS Network Configuration
2 AAA Clients Add Entry
Add AAA Client 5-1
5-1 CiscoSecure ACS Add AAA Client
ad
T —_———— |

dehat = = - A A een e esis 3 3 O
st (o] vz 1127 B D el

1343 fapt MNetwork Configuration
"

Add AAA Client
AR LT MO rine— I
|
ki, Cheer] 0 &Sdewin
|
EFred Tacrail I
BRADILRS KEry Wrap
Eny Ererypion Eey [
Eppge Authemcator Cole Ly |
EFy Ipuir Forman T ST ™y il wrid
g 5w Uipeg TACEDEs (Carg 0] 3
I fngs Convasct TACLEEs Abs Obens [Racd Ciopg i eoomands on Fuls
M Log Upded sl cdag Facigty bom P Akl Ok :
I L5 PO Turwwlinsg Packald fram Thel Bkl Dl :'—
3 AAACClient Hostname
4 AAAClient IP Address IP

5 Shared Secret

A

Cisco Wirel LAN Controller
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W RADIUS

10

11

12

13

14

15

16

17

18

19

Authenticate Using RADIUS (Cisco Aironet)

Submit + Apply

ACS Interface Configuration

RADIUS (Cisco Aironet)

User Group  Cisco-Aironet-Session-Timeout

Submit

ACS System Configuration

Logging

Logging Configuration

RADIUS (Cisco Aironet)

ACS Group Setup
Group
Y
ACS
Edit Settings Group Setup
Cisco Aironet Attributes  Cisco-Aironet-Session-Timeout
RADIUS
Service-Type 006
Callback NAS Prompt
Administrative
Y
ACS Service-Type GUlI  RADIUS
Authentication Servers Management
17
Y
RADIUS P.5-16 RADIUS

Access-Request
Lightweight

Access-Accept

I Cisco Wireless LAN Controller
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20 Submit

RADIUS n

GUI RADIUS
GUI

RADIUS

1 Security > AAA > RADIUS

* RADIUS
* RADIUS

A

Authentication
Accounting

GUI
Authentication

RADIUS Authentication

Accounting  Servers 5-2

5-2 RADIUS Authentication Servers

rimerd

1M AN Ry erll

* AAN Coll Sk sbin 10 Typs | bbb -

Sl ber P serterem osd tegeren n han m g srrehed BRGNS we

[TT*] S g mi | sdes Sy Seddreyy Fard i Faay Aedman b ian E
= i 2. L P i Lom i Pl a8 o
RADIUS
Remove
L]
Ping
3 Call Station ID Type IP Address System MAC Address AP
MAC Address IP MAC AP MAC
Access-Request RADIUS
4 AES RADIUS Use
AES Key Wrap
FIPS
Cisco Wirel LAN Controller
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W RADIUS

5 Apply
6
. RADIUS
RADIUS Authentication Accounting  Servers > Edit
e RADIUS New RADIUS Authentication
Accounting  Servers > New 5-3

5-3 RADIUS Authentication Servers > New

et iatfny
EISCO
¥ LR Barver lew {Frody |} F -
L e P L o 7.5 T
... i dharwd decre
o i amllive Eluirel
=i e Amrres
b Ll AP Wy Wilr g [0 Db S PR dpiliienir, aéal] risgsis o kg i peingihssd LADLIL v |
B INimi®p Clides [ —— iy
B mdiwny § et Lisis
W LE i el L L Hlatwry fupeird =
Halkiss
b Web kel Wit Tor RS 55 18 Fmukied w
B demn el
AErear T sl [ BT =TT 1Y
fept pnrk (reae E pnabie
AanagEmerd = pnplie
11 kp [0 inabls E:
7 Server Index (Priority)
RADIUS
17
2 3
8 Server IP Address RADIUS IP
9 Shared Secret Format ASCII Hex
RADIUS ASCII
10 Shared Secret Confirm Shared Secret

Y

Cisco Wirel LAN Controller
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RADIUS n
11 RADIUS AES RADIUS
AES Federal Information Processing Standards (FIPS)
RADIUS
a. Key Wrap Key Wrap Format
ASCII Hex Key Encryption Key KEK Message Authentication Code Key
MACK AES Key Encryption Key (KEK)
and Message Authentication Code Key (MACK).
b. Key Encryption Key (KEK) 16 KEK
c. Message Authentication Code Key (MACK) 20 KEK
12 Port Number
RADIUS UDP 1 65535
1812 1813
13 Server Status Enabled RADIUS Disabled
Enabled
14 RADIUS Support for RFC 3576
Enabled RFC 3576 Disabled RFC
3576 RADIUS
Enabled RFC 3576
Disconnect Change-of-Authorization CoA
Disconnect
CoA
15 Server Timeout 2 30
2
A
16 Network User
RADIUS
WLAN RADIUS
17 RADIUS Management
RADIUS RADIUS
18 IP IPSec

Cisco Wirel LAN Controller
[ oL-15301-01-J



W RADIUS

Y
IPSec Crypto
19 18  IPSec IPSec
a. IPSec IP HMAC
MD5 HMAC SHA1 HMAC
SHA1
Message Authentication Code MAC; 2
Hash Message Authentication Codes HMAC
HMAC MD5 HMAC MD5
SHA1 HMAC SHA1 HMAC
b. IPSec Encryption IP
e DES Data Encryption Standard DES;
DES 56 64
e 3DES 3
e AES CBS Advanced Encryption Standard 128 192 256
128 192 256 AES 128 CBC
Cipher Block Chaining CBC; 128
c. IKE Phase 1 Aggressive Main
Internet Key Exchange IKE;
Aggressive
IKE Phase 1 IKE Aggressive
ID
d. Lifetime
1800 57600 1800

e. IKE Diffie Hellman Group
Group 5 (1536 bits)
Group 1 (768 bits)

Diffie Hellman 2

Group 5

20 Apply
21 Save Configuration

22 RADIUS

Group 1 (768 bits) Group 2 (1024 bits)
IKE Diffie Hellman

Group 1 Group 2

I Cisco Wireless LAN Controller
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5
RADIUS n

23 RADIUS

a. Security > AAA > RADIUS > Fallback RADIUS > Fallback Parameters
5-4

5-4 RADIUS > Fallback Parameters

Sacurity HADNSE > Failhack Pusslem .l'.ﬂ-r
* BAN Pl Made | o -
e
i
Satatle FIT Tt "
b teniniia L s ol s et s
¥ EACESNe ;‘

b. Fallback Mode
e Off RADIUS

e Passive
RADIUS
e Active RADIUS
RADIUS
C. b. Active
Username 16
cisco-probe
d. b. Active Sec Interval
Passive
Active 180 3600
300
24 Security > Priority Order >
Management User Priority Order > Management User
5-5

5-5 Priority Order > Management User

-
Bacurity Pricrsy Drder > Management Liger .l'ﬂ-' |

= Lik oot s w4 B 1 TS kST

LaTE BTy i e e PR e e [ D P o e @

2 G

Cisco Wirel LAN Controller
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W RADIUS
25 Authentication Priority Radius TACACS+
TACACS+ TACACS+ RADIUS
RADIUS Radius
26 Apply
27 Save Configuration
CLI RADIUS
CLI RADIUS
S
CLI GUI
RADIUS P.5-7
1 IP MAC AP MAC Access-Request
RADIUS
config radius callStationldType {ip_address, mac_address, ap_mac_address, ap_macaddr_ssid}
2 RADIUS

e config tacacs auth add index server_ip_address port# {ascii | hex} shared_secret RADIUS

¢ config radius auth keywrap {enable | disable} AES

RADIUS AES
Federal Information Processing Standards FIPS
RADIUS
e config radius auth keywrap add {ascii | hex} kek mack index AES
kek 16 Key Encryption Key KEK
mack 20 Message Authentication Code Key MACK
index AES RADIUS
e config radius auth rfc3576 {enable | disable} index RFC 3576 RFC
3576 RADIUS
RFC 3576
Disconnect Change-of-Authorization CoA
Disconnect

CoA
e config radius auth retransmit-timeout index timeout RADIUS

Cisco Wireless LAN Controller
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RADIUS

config radius auth network index {enable | disable}

RADIUS WLAN RADIUS

config radius auth management index {enable | disable}
RADIUS
RADIUS
config radius auth ipsec {enable | disable} index IP
config radius auth ipsec authentication {hmac-md5 | hmac-shal} index IP
config radius auth ipsec encryption {3des | aes | des | none} index IP

config radius auth ipsec ike dh-group {group-1 | group-2 | group-5} index IKE Diffie Hellman

config radius auth ipsec ike lifetime interval index
config radius auth ipsec ike phasel{aggressive | main} index Internet Key Exchange IKE

config radius auth {enable | disable} index RADIUS
config radius auth delete index RADIUS

3 RADIUS

config radius acct add index server_ip_address port# {ascii | hex} shared_secret RADIUS

config radius acct server-timeout index timeout RADIUS

config radius acct network index {enable | disable}

RADIUS WLAN RADIUS

config radius acct ipsec {enable | disable} index IP

config radius acct ipsec authentication {hmac-md5 | hmac-shal} index IP

config radius acct ipsec encryption {3des | aes | des | none} index IP

config radius acct ipsec ike dh-group {group-1 | group-2 | group-5} index IKE Diffie Hellman

config radius acct ipsec ike lifetime interval index
config radius acct ipsec ike phasel{aggressive | main} index Internet Key Exchange IKE

config radius acct {enable | disable} index RADIUS

config radius acct delete index RADIUS

[ oL-15301-01-J

Cisco Wirel LAN Controller ||



W RADIUS

4 RADIUS

config radius fallback-test mode {off | passive | active}

e Off RADIUS

e Passive
RADIUS
e Active RADIUS
RADIUS
5 4 Active

e config radius fallback-test username username
username 16

¢ config radius fallback-test interval interval

6
save config
7
config aaa auth mgmt [radius | tacacs]
show aaa auth
Management authentication server order:
L e e e e e e e e e e e e e e local
2 radius
8 RADIUS

e show radius summary RADIUS

¢ show radius auth statistics RADIUS

¢ show radius acct statistics RADIUS

¢ show radius rfc3576 statistics RADIUS RFC-3576

Cisco Wireless LAN Controller
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10

show radius auth statistics

Authentication Servers:

SErVEer INAeX. .ottt i ittt ettt ettt et et e 1
Server AddreSS. ...ttt ittt e 10.91.104.76
MSg ROUNA Trip TiMe. o v vt ettt et et ettt e e eeeeeen 0 (msec)
First ReQUESES . . ittt ittt e it e e e e et e e e eieaas 1

Retry ReQUESES. i i ittt ittt ettt ettt e e e eeeeeen 0
ACCeEPt RESPONSE S . v v ittt ittt ettt et et e et ettt 0
ReJeCt RESPONSES . v i ittt it ettt e et ettt e e eeeeeeeenn 0
Challenge RESPOMSES . v v vt vttt ettt tteeeeeeeeeeeenn 0
Malformed MSOS . v v vt ittt ittt ettt et e e ettt 0

Bad Authenticator MSOS. ..ot ittt 0
Pending ReQUESE S . .t it ittt ittt e et ittt et eeeen 0
Timeout ReQUESES . . v i it ittt et ittt e e et e eeeenn 0
UnKNOWNEYDE MSOS . vttt i ettt e ettt ettt eee e 0

Other DroDS . .t it ittt et e et e e et ettt 0

show radius acct statistics

Accounting Servers:

Server INAeX. ... i ittt ittt ettt 1
Server AddresSS. ...ttt e 10.10.10.1
Msg RoOUNA Trip TimMe. .o vt vttt ettt ettt e e eeeeeenn 0 (msec)
First ReQUESES. . i ittt ittt et e e e e et e e 1

Retry ReQUESES. i i ittt ittt it ettt et e e e eeeeeeen 0
ACCOUNLING RESPONSES . « v vttt e ettt et e et e e e eeeeeenn 0
Malformed MSgS . v v vt ettt ittt ettt e e eeeennnns 0

Bad Authenticator MSgS. . ... te e enneenennenns 0
Pending ReQUESES . . i i ittt ittt e et ittt e e e 0
Timeout ReQUESES. .. i ittt ittt ittt e ee e eeeenn 0
UnKnowntype MSOS . v v v v ittt ittt et ettt et eeee e 0

Other DroDS . i ittt ittt e e e e e e e e e ettt eeeeeea 0

show radius auth statistics

RFC-3576 Servers:

Server INAeX. ...ttt 1
Server AddreSS. ...ttt ittt e e e 10.91.104.76
Disconnect-RequUestS . v vttt ittt et ettt e e 0
COA-REOUESE S . v it ittt ettt ettt et ettt et e e ee e 0
Retransmitted RequestsS. .. ...ttt nnneennnnn 0
Malformed ReqQUESES. ..ottt ittt ittt ieeieeeenn 0
Bad Authenticator RequestsS.........uiiiinneennn. 0
[@ ] o8 o =l 5 el o 7= 0
Sent Disconnect-ACK. ... ...ttt ininnnenenen. 0
Sent Disconnect-NaK.........uiuiiininnnenenen. 0
Sent COA-ACK. ¢ttt ittt i e e e e e e e 0
Sent CoA-Nak. ... ...ttt 0

1 RADIUS

clear stats radius {auth | acct} {index | all}

RADIUS

ping server_ip_address

Cisco Wirel

LAN Controller

RADIUS
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W RADIUS

Access-Accept

RADIUS

RADIUS
Lightweight

5-1 Access-Request

Access-Request

ID
1 User-Name
2 Password
3 CHAP-Password
4 NAS-IP-Address
5 NAS-Port
6 Service-Type!
12 Framed-MTU
30 Called-Station-ID  MAC
31 Calling-Station-ID MAC
32 NAS-Identifier
33 Proxy-State
60 CHAP-Challenge
61 NAS-Port-Type
79 EAP-Message
243 TPLUS-Role
1. RADIUS

RADIUS Service-Type 6
Callback NAS Prompt
Administrative ACS RADIUS 19
5-2 Access-Accept

ID
1 Cisco-LEAP-Session-Key
2 Cisco-Keywrap-Msg-Auth-Code
3 Cisco-Keywrap-NonCE
4 Cisco-Keywrap-Key
5 Cisco-URL-Redirect
6 Cisco-URL-Redirect-ACL
A Y

Auth-Algo-Type

SSID

I Cisco Wireless LAN Controller
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RADIUS
5-3 Access-Accept
ID
6 Service-Type?
8 Framed-1P-Address
25 Class
26 Vendor-Specific
27 Timeout
29 Termination-Action
40 Acct-Status-Type
64 Tunnel-Type
79 EAP-Message
81 Tunnel-Group-1D
1. RADIUS
RADIUS Service-Type 6
Callback NAS Prompt
Administrative ACS RADIUS 19
~
5-4 Access-Accept Microsoft
ID
11 MS-CHAP-Challenge
16 MS-MPPE-Send-Key
17 MS-MPPE-Receive-Key
25 MS-MSCHAP2-Response
26 MS-MSCHAP2-Success
5-5 Access-Accept Airespace
ID
1 VAP-ID
2 QoS-Level
3 DSCP
4 8021P-Type
5 VLAN-Interface-Name
6 ACL-Name
7 Data-Bandwidth-Average-Contract
8 Real-Time-Bandwidth-Average-Contract
9 Data-Bandwidth-Burst-Contract
10 Real-Time-Bandwidth-Burst-Contract
11 Guest-Role-Name

Cisco Wirel LAN Controller
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W TACACS+

TACACS+
Terminal Access Controller Access Control System Plus TACACS+
/
RADIUS
RADIUS
TACACS+ 3
TACACS+
RADIUS
RADIUS
read-only read-write lobby-admin TACACS+
TACACS+ TACACS+
Y
GUI CLlI
TACACS+
GUI 7
MONITOR WLAN CONTROLLER WIRELESS SECURITY MANAGEMENT
COMMANDS
LOBBY TACACS+
1 MONITOR
ALL ALL 7
SECURITY
Security CLI
WLAN
CLI  show TACACS+
N
GUI
CLI
Insufficient Privilege! Cannot
execute command!
TACACS+

ID

TACACS+

Cisco Wireless LAN Controller
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5
TACACS+
RADIUS  User Datagram Protocol UDP;
TACACS+ Transmission Control Protocol TCP;
1 TCP 49
AAA
3 TACACS+
TACACS+

1 TACACS+

Y
TACACS+
CiscoSecure Access Control Server ACS TACACS+
GUI CLI
ACS TACACS+
ACS TACACS+
~
TACACS+ CiscoSecure ACS 3.2
ACS 41
CiscoSecure ACS
1 ACS Network Configuration
2 AAAClients Add Entry
Add AAA Client 5-6
Cisco Wirel LAN Controller

[ oL-15301-01-J



W TACACS+

5-6 CiscoSecure ACS

Add AAA Client

Tl
P BE e et T e l
e ~ I I T - L et e ST A )
et ] b 1127 B0 I il

I Log RADITS

3 AAA Client Hostname
4 AAA Client IP Address

5 Shared Secret

Y

Metwork Configuration
e

Add aaa Client

ki Cheri Envineess |
e

- _.]

ki, Theer] D7 dddewin
|

EFared Taecrai I
AADILA Ery Wrap
Eny Erorypien Eey r
Elpsge Sutfemicebor Cocde Ly I
E&y Irpuir Foowan T RSCIT ™ i wrid
ki 5w Uipeg TACETE= {Cang 0] d
© Gonge Corvasct TaCelEs Lis Chwnd (Bacord ring n oty on Fulurs
™ Log Updedefdtaichdog Eaciaty bom e dkd Oleet

Turwssireg Packeli from he kil Chanil

oA

6 Authenticate Using
7 Submit + Apply
8 ACS

9 TACACS+ (Cisco 10S)

LAN Controller

TACACS+ (Cisco 10S)

Interface Configuration

TACACS+ (Cisco)

5-7

i Cisco Wirel
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5-7

TACACS+ ||

CiscoSecure ACS TACACS+ (Cisco)

M il Vew Peewis R e |

b = = -

R A Ll st bl A B

ki | i LT 000 0TS w| ohde )

nes imr

Intertace Configuration
I

TACACS+ (Cisco)

TACATE Bervices k4

= [E LI

r e Iy

r T3 i a1 i
F PP appds Tk
| PEP ST

(B =p L

[} Rip

-.¢
!
3

-

TLOER]

10 TACACS+ Services Shell (exec)

11 New Services ciscowlc
Protocol common

12 Advanced Configuration Options Advanced TACACS+ Features

13 Submit

14 ACS System Configuration

15 Logging

16 Logging Configuration

17 ACS Group Setup

18 Group
o ACS

Cisco Wirel

LAN Controller
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W TACACS+

19 Edit Settings Group Setup 5-8

5-8 CiscoSecure ACS Group Setup

al
i B Vew Feaebe T el l
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i
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|
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=2 Eawrle imimiin
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T e ﬂ
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ca e b= SECERITY

| =]

i

20 TACACS+ Settings ciscowlc common
21 Custom Attributes

22 Custom Attributes
MONITOR WLAN CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS ALL LOBBY 7
GUI
1 7
ALL LOBBY
rolex=ROLE
WLAN CONTROLLER SECURITY

rolel=WLAN
role2=CONTROLLER
role3=SECURITY

rolel=ALL

Cisco Wirel LAN Controller
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TACACS+ ||
o MONITOR LOBBY
Custom Attributes 2
MONITOR LOBBY
23 Submit
GUI TACACS+
GUI TACACS+

1  Security > AAA > TACACS+

2
e TACACS+ Authentication
e TACACS+ Authorization
e TACACS+ Accounting

Y

GUI
Authentication

TACACS+ Authentication Authorization Accounting  Servers
5-9

5-9 TACACS+ Authentication Servers

& LRE Bawywr [ndyw Aprerr &ddreyy Far R 4 g

1 1ol R al Fmies a

]

Cisco Wirel LAN Controller
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TACACS+

TACACS+
Remove
Ping
3

. TACACS+

TACACS+ Authentication Authorization Accounting Servers > Edit
e TACACS+ New TACACS+ Authentication

Authorization Accounting  Servers > New 5-10

5-10 TACACS+ Authentication Servers > New

[ l-l_l il | li
CISCO
Secufify TACACS+ Authentication Servers > New i maah | HApply
= NAR Sorwer inglos [Prortty ) i~
]
B EAL
- THEASE Sarrwar DA dress
Rt et
. i B aro il Socrel I afmal ASCIT
B i
[

Bharatd Spcrwl

whim .- 5 Coalys Shaaryge]
Racrud
¥ Lacal EAR oA Nusnidmr am
* Priority Grder e r B alius Eratisd W
¥ Aeowsy Contrsl Lty
Wirrlery Proleciion B e Thimoal % warcnniid E
" policiey e
4 Server Index (Priority)
TACACS+
3
2 3
5 Server IP Address TACACS+ IP
6 Shared Secret Format ASCII Hex
TACACS+ ASCII
7 Shared Secret Confirm Shared Secret

N

Cisco Wirel LAN Controller
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TACACS+
49

9 Server Status

10 Server Timeout
5

N

TACACS+ ||

Port Number
TCP 1 65535

Enabled TACACS+ Disabled
Enabled

11 Apply

12 Save Configuration

13

14

Management User
5-11

TACACS+

Security > Priority Order >
Priority Order > Management User

5-11  Priority Order > Management User

Cisco
Saeairily B PricrSy Cirder > Henagemaerd Lesr _.uﬂ-. |
& Lk ey iy Pyt 1 Bl 5] ThEAST e
15 Authentication Priority Radius TACACS+
TACACS+ TACACS+ RADIUS
RADIUS Radius

16 Apply

17 Save Configuration

[ oL-15301-01-J
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W TACACS+

CLI TACACS+
CLI TACACS+

N

CLI
TACACS+ P.5-23

GUI

1. TACACS+

e config tacacs auth add index server_ip_address port# {ascii | hex} shared_secret

e config tacacs auth delete index TACACS+
e config tacacs auth (enable | disable} index TACACS+

e config tacacs auth server-timeout index timeout TACACS+

2. TACACS+

e config tacacs athr add index server_ip_address port# {ascii | hex} shared_secret

e config tacacs athr delete index TACACS+
e config tacacs athr (enable | disable} index TACACS+

e config tacacs athr server-timeout index timeout TACACS+

3. TACACS+

e config tacacs acct add index server_ip_address port# {ascii | hex} shared_secret

e config tacacs acct delete index TACACS+

e config tacacs acct (enable | disable} index TACACS+

e config tacacs acct server-timeout index timeout TACACS+

4, TACACS+
e show tacacs summary TACACS+
e show tacacs auth stats TACACS+
e show tacacs athr stats TACACS+
¢ show tacacs acct stats TACACS+

TACACS+

TACACS+

TACACS+

I Cisco Wireless LAN Controller
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show tacacs summary

Authentication Servers

Idx Server Address Port
1 11.11.12.2 49
2 11.11.13.2 49
3 11.11.14.2 49

Authorization Servers

Idx Server Address Port
1 11.11.12.2 49
2 11.11.13.2 49
3 11.11.14.2 49

Accounting Servers

Idx Server Address Port

1 11.11.12.2 49
11.11.13.2 49

3 11.11.14.2 49

show tacacs auth stats

Server IndeX........uoueuweeeennnnn.
Server AdAresS.......c..ovvueinenn.
Msg Round Trip Time..............
First Requests.........couuiun...
Retry Requests...................
Accept Responses...........cocu...
Reject ResSpOnNSes.........eueueenn.
Error Responses........c.ueueeeene.en.
Restart Responses................
Follow RESPONSES. . vttt v v veeeeenns
GetData ResSponsSes................
Encrypt no secret Responses......
Challenge ResponsesS..............
Malformed MSOS. . v vt eeennnnnn
Bad Authenticator Msgs...........
Pending RequestS........vuuuunn..
Timeout RequestsS..........ouuv...
Unknowntype MSgS. ..o eeeeeenn.
Other DropsS. -« ceccicee e e aiiaa s

1 TACACS+

Tout

Enabled 5
Enabled 5
Enabled 5

Tout

Enabled 5
Enabled 5
Enabled 5

Enabled 5
Enabled 5
Enabled 5

................ 10.10.10.10
................ 0 (1/100 second)

clear stats tacacs [auth | athr | acct] {index | all}

show aaa auth

Radius

config aaa auth mgmt [radius | tacacs]

Management authentication server order:

Lt
2
TACACS+
ping server_ip_address
Cisco Wirel

............... local
............ tacacs

LAN Controller

TACACS+

[ oL-15301-01-J



W TACACS+

8. TACACS+
debug aaa tacacs {enable | disable}
9.
save config
TACACS+
TACACS+ TACACS+
1 ACS Reports and Activity
2 TACACS+ Administration
3 .CsvV TACACS+ Administration .csv
5-12
5-12 CiscoSecure ACS TACACS+ Administration .csv
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[ ]
o IP
5-13
5-13 CiscoSecure ACS

TACACS+

IP

snmp community ipaddr ip_address subnet_mask community_name
IP
E
IP E

TACACS+ Administration .csv
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EAP
EAP P.5-39
o RADIUS
RADIUS
RADIUS
GUI CLI
GUI
GUI
1
a. Security > AAA > General General

5-14 General

5-14

Saeairily TeErsarpl _ gl |
- A& B e Lo Do @rara g g oo of el | b1k Do wrrwe R seragm Uil
i
- &
b. Maximum Local Database Entries
512
2048 512
c. Apply

i Cisco Wirel LAN Controller
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2 Security > AAA > Local Net Users

5-15

Local Net Users

Local Net Users

5-15

By Loesl Med s |
= A&
na Swry LR ¥ ]
I'I.‘- -
b [T R Wiis Fralds ::::rlr Bale Swarwiae
il ] . k. Arg W) kM b LY ] ey &
' irim Loy WK W 1 e B
i -. A rlil] LLL et A e L g
B e TR
QoS
QoS Quality of Service P. 4-55
Remove
3
[ )
Local Net Users > Edit
o New Local Net Users > New
5-16
5-16 Local Net Users > New
ailliailu.
Baunhy Laenl M Lmia = [ C ammb | Ay
= i et N
e B
ey b, W
& i e el Ui
‘ ) w Lk i ey LA -
L .- r " . M ©mmergeiiar §
4 User Name

24

Cisco Wirel LAN Controller
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5 Password Confirm Password
24
Guest User
7 Guest User Lifetime
60

2,592,000 30 86,400

8 Guest User
QoS Guest User Role

A

QoS
WLAN QoS

9 Guest User Role
QoS Role

A

QoS Quality of Service P. 4-55

10 WLAN Profile WLAN
Any WLAN
WLAN

11 Description

12 Apply

13 Save Configuration

Cisco Wireless LAN Controller
OL-15301-01-J |



||
CLI
CLI
Y
CLlI GUI
P.5-30
1.
¢ config netuser add username password wlan wlan_id userType permanent description
description
e config netuser add username password {wlan | guestlan} {wlan_id | guest_lan_id} userType guest
lifetime seconds description description WLAN LAN
)
RADIUS Web
WLAN RADIUS
e config netuser delete username
N
2.
* show netuser detail username
e show netuser summary
show netuser detail username
User NaMe. . oo ittt ittt ettt ee et e eeeeenn abc
WLAN Td. ittt ettt et e e e e e et e e et eeeeaean Any
Lifetime. .. ... it Permanent
DesCription. ...ttt e e test user
3.
save config

[ oL-15301-01-J
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N pap
Lightweight Directory Access Protocol LDAP RADIUS
LDAP
LDAP
EAP
LDAP
EAP P.5-39
~ LDAP EAP EAP-TLS
EAP-FAST/GTC PEAPV1/GTC LEAP EAP-FAST/MSCHAPv2 PEAPVO/MSCHAPV2
LDAP
Microsoft Active Directory
LDAP LEAP
EAP-FAST/MSCHAPv2 PEAPVO/MSCHAPV2
LDAP GUI CLlI
GUI LDAP
GUI LDAP
1 Security > AAA > LDAP LDAP Servers 5-17

5-17 LDAP Servers

villien]is
CISCO

TAal - P=aded e
[ E (ER] LEE o o] Hirn
L1 kd L LLE'L }) livrn

1 R L] Peatend lisrw

LDAP

. LDAP
Remove

Ping

& LAN Rawgar [rdps ArrErr dgdre ag Fam frrapr REEip rrgrr i

23

i Cisco Wirel LAN Controller
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LDAP ||
. LDAP LDAP
Servers > Edit
e LDAP New LDAP Servers > New
5-18
5-18 LDAP Servers > New

2

Cisco Wirel

SeC LTSy LOEF Seviery > MHes L UL __.pq.h-_'
- hisl fryar Irdes (Fraemy i LI
I:l - iy A =3
i Baea I e il d dare PG i e i o
i s Sk Tiow Lt Ll
Fraay P F—— x
B sl (AP PRl Lb i T B B
B firigry Grder E
Server Index (Priority)
LDAP 17
2
4 Server IP Address LDAP IP
5 Port Number LDAP TCP
1 65535 389
6 User Base DN LDAP
Distinguished Name DN; ou=organizational unit, .ou=next
organizational unit, o=corporation.com DN
o=corporation.com dc=corporation,dc=com
7 User Attribute
8 User Object Type LDAP objectType
objectType
9 LDAP TLS
Server Mode Secure
None
10 Server Timeout 2 30

LAN Controller

[ oL-15301-01-J



W Lpap

11 Enable Server Status LDAP

12 Apply
13 Save Configuration

14 LDAP EAP

a. Security > Local EAP > Authentication Priority Priority Order > Local-Auth
5-19

5-19  Priority Order > Local-Auth

Baecurity

I IeSfly LihSEr = LoEal A0 .
b ORRE iy el Lyby
EF LIAP . &, | - | [
k £ =] = &
b. LOCAL < User Credentials
c. LDAP > User Credentials

User Credentials

A

LDAP LOCAL User Credentials LDAP
LOCAL EAP LDAP
LDAP
LOCAL EAP
LDAP

d. Apply
e. Save Configuration

15 LDAP WLAN
WLANS WLANS
b. WLAN
c. WLANSs > Edit Security > AAA Servers WLANS >
Edit Security > AAA Servers 5-20

Cisco Wirel LAN Controller
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LDAP ||

5-20 WLANSs > Edit Security > AAA Servers

WLAMNT WLANY > Efit Calenkl ] [ odpwly
| Gemeral | sewiy | QeS| ddvesosd |

= Ly
ST | hewerd | Bawerd | Lad ereers

B Rl gl

halaat AAR seandr batem e srrivils wis ol defaull piresss o thes Wi

Bmidiws Nerurid LOWF Rsiwrii
Rudbanlii aliam Srrpers &1 sl imgy e reery Sawad | | PPNl e e @
[ Ersbiad Fervar 1 | hora -
I T — o Barums 1 lgrw -
Larwie § ks -
e i W L]

lowal [ AF Salfrifs sl

Lmial FAR delm=ti gl L 4
it Protiy bgma [ ] - 5
-
d. LDAP Servers WLAN LDAP
3 LDAP

e. Apply
f. Save Configuration

CLI LDAP

CLI LDAP

¢

CLI GUI
LDAP P.5-34

1. LDAP

e config Idap add index server_ip_address port# user_dn password base_dn {secure} LDAP

e config Idap delete index LDAP
¢ config Idap {enable | disable} index LDAP

e config Idap retransmit-timeout index timeout LDAP

2. LDAP
config local-auth user-credentials Idap

Cisco Wirel LAN Controller
[ oL-15301-01-J



W Lpap

Y
config local-auth user-credentials Idap local EAP LDAP
LDAP
config local-auth user-credentials local
Idap EAP
LDAP
3. LDAP WLAN
e config wlan Idap add wlan_id index LDAP WLAN
e config wlan Idap delete wlan_id {all | index} LDAP
WLAN
4, LDAP
e show Idap summary LDAP

e show Idap detailed index LDAP
e show Ildap statistics LDAP
e show wlanwlan_id WLAN LDAP

show Idap summary

LDAP Servers
Idx Host IP addr Port Enabled

show Idap statistics

LDAP Servers
Server l........iiiiiiiiiiiiiinn. 10.10.10.10 389

ping server_ip_address

save config

7. LDAP
debug aaa Idap {enable | disable}

Cisco Wireless LAN Controller
OL-15301-01-J |



EAP ||

EAP
EAP
EAP
EAP
LDAP
EAP LEAP EAP-FAST
EAP-TLS PEAPVO/MSCHAPvV2 PEAPV1/GTC
Y
LDAP EAP EAP-TLS
EAP-FAST/GTC PEAPV1/GTC LEAP EAP-FAST/MSCHAPV2 PEAPVO/MSCHAPV2
LDAP
Microsoft Active Directory
LDAP LEAP
EAP-FAST/MSCHAPvV2 PEAPVO/MSCHAPV2
Y
RADIUS RADIUS
EAP RADIUS
RADIUS RADIUS
4 RADIUS
RADIUS 2 RADIUS
EAP 3
RADIUS 4 RADIUS EAP
5-21 EAP

Cisco Wirel LAN Controller
[ oL-15301-01-J



| EAP

5-21

RADIUS #—/\

g &

LDAP H—/\
(FFvay)

MADFT 4R
EAP GUI CLI
GUI EAP
GUI EAP
1 EAP-TLS PEAPVO/MSCHAPV2 PEAPV1/GTC
PAC
Certificate Authority CA;
EAP
PAC PAC
PAC
2
3 LDAP
LDAP
LDAP P.5-34

Cisco Aironet Lightweight
TR RS2 b

232306

EAP-FAST

EAP

P.5-30

I Cisco Wireless LAN Controller
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EAP

a. Security > Local EAP > Authentication Priority Priority Order > Local-Auth

5-22

5-22  Priority Order > Local-Auth

ailien]is
CITCo
Gacurity Pricrly Drdar = Local-Agish _ bl |
F KAR i Crmdeest Lyby
= el &P
e LIAP L = G -
(TR g Tr—— —— ™
s phpprm o Fremey I I
b. LDAP
LDAP
LDAP
C.
Down User Credential

S

08T

Up

LDAP LOCAL User Credentials LDAP
LOCAL EAP  LDAP
LDAP
LOCAL EAP
LDAP
d. Apply
EAP

a. Security > Local EAP > General General 5-23

5-23 General

Gcarity GEnErE ewty |

e derhey Tempmsd [m sz
W B Lo b ok L (L] Lasp
a5 B ' i
= Lol ik ey KAl [omaeam 1 i i
AT a1 IRt gl M B e ]
[T Emnase WOF ey bl 3
. — FYNL Y ap—— 1
b Fristiie v
- o Eppr Ha Baras o
B R Deedied Liwti
o EeEieL L Proter iy ":—"—\.-\._ T T B e iR FAT el e T D T B
TR P e el
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N EAP
b. Local Auth Active Timeout RADIUS
1 3600 100
c. ldentity Request Timeout EAP
EAP ID 1
120 1
d. Identity Request Max Retries EAP
EAP ID 1 20
20
e. Dynamic WEP Key Index Wired Equivalent Privacy WEP
0
f. Request Timeout EAP
EAP 1 120
1
dg. Request Max Retries EAP
EAP 120
20
h. Apply
6 EAP EAP
a. Security > Local EAP > Profiles Local EAP Profiles

5-24

Local EAP Profiles

5-24

LEE Frefls wame Trel FEF FEET FEF TLE Fi&F
|l AP I | [-]
T R—_— E
EAP
EAP 16 EAP
Remove
New Local EAP Profiles > New
Profile Name Apply

63

LAN Controller

i Cisco Wirel
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d. Local EAP Profiles

Local EAP Profiles > Edit 5-25

5-25 Local EAP Profiles > Edit

EAP ||

B Lirihy ol EAF i chmil | gy
yhia e e il
= Lot LWP e
B Rl Cantrel Lo L N L Y
p WirElesy Prateaties
Palsifs e i -inls -
[ETTa—T. Bk agaersd Ok ceSie gy o b
b Rdwassed demdy Condosts Tl iy - = |
e g g & Paakigd E
e. LEAP EAP-FAST EAP-TLS PEAP
EAP
EAP
EAP EAP-FAST EAP-TLS PEAPVO/MSCHAPV2
PEAPV1/GTC EAP Cisco
- PEAP PEAPVO/MSCHAPV2
PEAPV1/GTC
f. EAP-FAST Local
Certificate Required PAC
EAP-FAST
LEAP EAP-TLS PEAP
EAP-FAST
g. EAP-FAST
Client Certificate Required
PAC EAP-FAST
LEAP PEAP EAP-TLS
EAP-FAST
Cisco Wirel LAN Controller

[ oL-15301-01-J



| EAP

h. EAP-FAST EAP-TLS PEAP
Certificate Issuer Cisco Vendor
Cisco
i EAP-FAST EAP-TLS
CA Check Against CA Certificates
j- EAP-FAST EAP-TLS Common Name
CN; CA CN Verify

Certificate CN Identity

k. EAP-FAST EAP-TLS
Check Certificate
Date Validity
. Apply
7 EAP-FAST EAP-FAST
a. Security > Local EAP > EAP-FAST Parameters EAP-FAST Method
Parameters 5-26

5-26 EAP-FAST Method Parameters

SaELEmy EAF-FAST Methed Parameters _ ey |
L] Breyer Erg | hemd EEEE
T Lacd La&P
aae Contimn Barver Firg mnmn

LT . TP Fievem Bp Byw Tur Vhe PAC RE dags
® Friseity Order KuilBasely 00 Dl by FLPTL T
¥ Epbeyi Denfepd Lol
5 Wirmleny Profmidias AL By 1T [nfnrnss oes (=" N ]

Pellgiry
Wil Rl ATETETREE L P i b 1 Enahled =
B il el 'r_:

b. Server Key Confirm Server Key PAC

16
c. Time to Live for the PAC PAC 1 1000
10
d. Authority ID EAP-FAST 16
32 16
e. Authority ID Information EAP-FAST
f. Anonymous Provision
PAC PAC PAC

PAC

Cisco Wirel LAN Controller
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EAP n

EAP-FAST Anonymous
Provision

g. Apply

8 WLAN EAP

a. WLANSs WLANS

b. WLAN

c. WLANs > Edit Security > AAA Servers WLANS >

Edit Security > AAA Servers 5-27

5-27 WLANSs > Edit Security > AAA Servers

WLANT WLANY > B CaBeik | [ dewly |
SR | Gemaral ety | QS | ddveed
i [haper 3 [ LIn | Laa sareers
Galait AhA deadry Batam 18 srrivHls wid 8l d5¥anll pEredeE 88 lhes WA
[ erebied ;"""" : '“"-“" . -
Terep ] Bass - Eavwsd 1 biprem -
e ;- L =
Linial B desbmeni oo [ pugiams
il Protiy b =il - .
&
d. Local EAP Authentication WLAN EAP
e. EAP Profile Name WLAN EAP
f. LDAP Servers WLAN EAP
LDAP
g. Apply

9 Save Configuration

Cisco Wirel LAN Controller

[ oL-15301-01-J



| EAP

CLI EAP
CLI EAP

S
CLI GUI
EAP P. 5-40
1 EAP-TLS PEAPVO/MSCHAPV2 PEAPV1/GTC EAP-FAST

PAC

Certificate Authority CA

EAP EAP
PAC PAC
PAC 8
2
P.5-30
3 LDAP
LDAP
LDAP P.5-34
4 LDAP
config local-auth user-credentials {local | Idap}
Y
config local-auth user-credentials Idap local EAP LDAP
LDAP
config local-auth user-credentials local Idap
EAP
LDAP
5 EAP
e config local-auth active-timeout timeout RADIUS
EAP
1 3600 100
e config advanced eap identity-request-timeout timeout EAP
EAP ID
1 120 1
e config advanced eap identity-request-retries retries EAP
EAP ID
1 20 20

Cisco Wireless LAN Controller
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EAP u
e config advanced eap key-index index Wired Equivalent Privacy WEP
0
e config advanced eap request-timeout timeout EAP
EAP 1
120 1
e config advanced eap request-retries retries EAP
EAP 1 120
20
e config advanced eap identity-request-timeout timeout EAP
LAN EAP
1 5 1
¢ config advanced eap eapol-key-retries retries EAP
LAN EAP
0 4 2
e config advanced eap max-login-ignore-identity-response {enable | disable}
PDA IP 8
disable
EAP
config local-auth eap-profile add profile_name
Y
Y
EAP config local-auth
eap-profile delete profile_name
EAP EAP
config local-auth eap-profile method add method profile_name
leap fast tls peap
Y
peap PEAPVO/MSCHAPV2  PEAPV1/GTC
Y
EAP
EAP EAP-FAST EAP-TLS PEAPVO/MSCHAPV2
PEAPV1/GTC EAP
Cisco
Y
EAP EAP

config local-auth eap-profile method delete method profile_name

[ oL-15301-01-J
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| EAP

8 EAP-FAST EAP-FAST

config local-auth method fast ?
?
e anon-prov {enable | disable}

PAC PAC PAC

e authority-id auth_id EAP-FAST
e pac-ttldays PAC
e server-key key PAC

9
e config local-auth eap-profile method fast local-cert {enable | disable} profile_name
N
LEAP EAP-TLS PEAP
EAP-FAST
e config local-auth eap-profile method fast client-cert {enable | disable} profile_name
Y
LEAP PEAP EAP-TLS
EAP-FAST
e config local-auth eap-profile cert-issuer {cisco | vendor} profile_name
EAP-FAST EAP-TLS PEAP
e config local-auth eap-profile cert-verify ca-issuer {enable | disable} profile_name
EAP-FAST EAP-TLS
CA
e config local-auth eap-profile cert-verify cn-verify {enable | disable} profile_name
EAP-FAST EAP-TLS CN
CA CN
e config local-auth eap-profile cert-verify date-valid {enable | disable} profile_name
EAP-FAST EAP-TLS
10 EAP EAP WLAN

config wlan local-auth enable profile_name wlan_id

Cisco Wireless LAN Controller
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EAP
N
WLAN EAP config wlan
local-auth disable wlan_id
11
save config
12 EAP
¢ show local-auth config EAP
e show local-auth statistics EAP
e show local-auth certificates EAP
e show local-auth user-credentials LDAP
e show advanced eap EAP
EAP-Identity-Request Timeout (seconds)........... 1
EAP-Identity-Request Max Retries................. 20
EAP Key-Index for Dynamic WEP...........cueuen.n. 0
EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds) ........uoueueeennn.. 20
EAP-Request MaxX RetriesS.......uuiinnnnennennnn 20
EAPOL-Key Timeout (SecondsS) ......eueeuenuennennnn 1
EAPOL-Key MaxX Retries.......uiuuiinnnneennnnn 2
e show wlan wlan_id WLAN EAP

Cisco Wirel LAN Controller
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EAP

show local-auth config

User credentials database search order:
2ol 117V Y/ Local DB

Configured EAP profiles:

=11 fast-cert

Certificate issuer ...........ciiiiiiinnonn. vendor
Peer verification options:

Check against CA certificates ........... Enabled

Verify certificate CN identity .......... Disabled

Check certificate date validity ......... Enabled
EAP-FAST configuration:

Local certificate required .............. Yes

Client certificate required ............. Yes
Enabled methods .......... ... ... .. . .. fast
Configured on WLANS ...ttt eennenneennnnn 1

=11 tls

Certificate issuer ...........cciuiiiiiinonn. vendor
Peer verification options:

Check against CA certificates ........... Enabled

Verify certificate CN identity .......... Disabled

Check certificate date validity ......... Enabled
EAP-FAST configuration:

Local certificate required .............. No

Client certificate required ............. No
Enabled methods .......... .. ... .. . .. tls
Configured on WLANS ... .iii e eennnneennnnn 2

EAP Method configuration:

EAP-FAST:
SEYVEY KBV vt ittt ittt e e e e e e e <hidden>
TTL for the PAC ... ..., 10
Anonymous provision allowed ............... Yes
Accept client on auth prov ................ No
AULhOTItY ID ittt ittt ettt et e e e eee e e 436973636£0000000000000000000000
Authority Information ..................... Cisco A-ID
13 EAP

e debug aaa local-auth eap method {all | errors | events | packets | sm} {enable | disable}
EAP

e debug aaa local-auth eap framework {all | errors | events | packets | sm} {enable | disable}
EAP

A

e clear stats local-auth

EAP

I Cisco Wireless LAN Controller
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SpectraLink

GUI

NetLink

SpectraLink NetLink

SpectraLink NetLink

e GUI
e CLI

GUI

Wireless > 802.11b/g/n > Network
Short Preamble

SpectraLink NetLink

Short Preamble
Apply

A

SpectraLink

Cisco UWN Solution

P.5-51
P.5-52

LAN

NetLink

SpectraLink NetLink

802.11b/g Global Parameters

Short Preamble

CLI

GU

CLI

CLI

Commands > Reboot > Reboot >

Save and Reboot

OK

Configuration will be saved and the controller will be rebooted. Click ok to confirm.

GUI

Wireless > 802.11b/g/n > Network

Short Preamble

Cisco Wirel

LAN Controller

802.11b/g Global Parameters

SpectraLink NetLink

[ oL-15301-01-J
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N SpectraLink NetLink

CLI
CLI LAN
1 CLI
2 show 802.11b Short preamble mandatory
Short Preamble mandatory........uuueeeeeeeeeennn Enabled

SpectraLink NetLink

Short Preamble mandatory.........oiiiueeeennn. Disabled

3 config 802.11b disable network 802.11b/g

4 config 802.11b preamble long

5 config 802.11b enable network 802.11b/g

6 reset system

The system has unsaved changes. Would you like to save them now?

7 CLI show 802.11b
802.11b NetwWorK. ...ttt ittt e Enabled
Short Preamble mandatory.........oieiueeeennn. Disabled
802.11b/g

NetLink

802.11a

I Cisco Wireless LAN Controller
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SpectraLink NetLink

CLI Enhanced Distributed Channel Access

CLI 802.11 Enhanced Distributed Channel Access EDCA;
SpectraLink

config advanced edca-parameters {svp-voice | wmm-default}

svp-voice  SpectraLink Voice Priority SVP wmm-default ~ Wireless
Multimedia WMM

802.11b/g

Cisco Wirel LAN Controller
[ oL-15301-01-J



|
Cisco UWN Solution
e GUI P.5-54
e CLI P.5-54

GUI

1 Management > Mgmt Via Wireless Management Via Wireless

2 Enable Controller Management to be accessible from Wireless Clients

WLAN

3 Apply

4 Save Configuration

5 Web

IP GUI
WLAN

CLI

1 CLI show network Mgmt Via Wireless Interface  Enabled

Disabled Mgmt Via Wireless Interface  Disabled
2 3

2 config network mgmt-via-wireless enable

3

4 telnet controller-ip-address CLI WLAN

Cisco Wirel LAN Controller
OL-15301-01-J |



DHCP 82
DHCP 82 DHCP
DHCP
DHCP DHCP
82 DHCP
5-28
5-28 DHCP 82
PC F7-13 PDA AU rA—5I2&oTH TV ar 82 O
5802'11 ?547%"5 RAO—FHNERITEMENT
B IPYITHY) DHCP #—/\[z&tdh3
OQOOOO FHOER | DHCP E
RAUE | JL— I—Yxob H—Nn
802.11 WLAN : (@=ka=2) 8
IP E&E 2
DHCP
DHCP 82 DHCP
MAC MAC
SSID
~
DHCP
Y
DHCP 82 11
DHCP 82
1. DHCP 82 1
config dhcp opt-82 remote-id ap_mac
DHCP 82 MAC
config dhcp opt-82 remote-id ap_mac:ssid
DHCP 82 MAC
SSID
2. DHCP 82

config interface dhcp ap-manager opt-82 {enable | disable}

Cisco Wirel LAN Controller
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W DpHcP 82

3. DHCP 82

show interface detailed ap-manager

Interface Name. . . ...ttt ittt e eeeeeeeenn ap-manager
I 2V T ot Y = = 10.30.16.13
IP NetmasK. ..t i ittt e e e e e e e e e 255.255.248.0
TP Gl aWaAY + « v ittt e e e e e e e e e e e e e e e 10.30.16.1
2 N 1 PP untagged
Active Physical POrt.......iiuiiiinneennnnnnnn LAG (29)
Primary Physical POrt..........uuuiuiueununnnnnnn LAG (29)
Backup Physical Port.........iiiitiinnneennnnn Unconfigured
Primary DHCP SeIVeT . . i vttt ettt et ettt eeeeneeenn 10.1.0.10
Secondary DHCP SeIVeT . ..ot titm e eeeeneeeeeennns Unconfigured
DHCP Option 82...:ccceeeeecccccccssssccnsssscnnsns Enabled

72N Unconfigured
AP MaANAGET t vt vttt e et ettt et et et e e Yes

Cisco Wireless LAN Controller
OL-15301-01-J |



||
ACL
ping
ACL AP
WLAN Central
Processing Unit CPU; CPU
Web ACL ACL
2100 Cisco 28/37/38xx Series Integrated Services Router
Web WLAN
ACL
64 ACL ACL 64
1
ACL
ACL GUI CLlI
GUI
GUI ACL
1 Security > Access Control Lists > Access Control Lists Access Control Lists

5-29

5-29 Access Control Lists

-|I|I|-1|I|

CISC@
Sesuriy Accewy Control Lty _Eew. | Baply |
L L] 1 oavalidin Co s
b Lacal L&D

B Prisefiy Cuder

= Gprean Caersd | i
L L] "

Fd i |

Cisco Wirel LAN Controller
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ACL
o ACL ACL
Remove
2 ACL
Enable Counters Apply
ACL ACL
Clear Counters
- ACL 4400 Cisco WiSM
Catalyst 3750G LAN
3 ACL New Access Control Lists > New

5-30

5-30 Access Control Lists > New

| S urity Accamn Control L » MHeve _tBack | By
T irrwnn Comro Uil Sams
LN " F b

B IPEINy e

= javet [eniesl Lt

4  Access Control List Name ACL 32

5 Apply Access Control Lists ACL

6 Access Control Lists > Edit Add New Rule Access Control
Lists > Rules > New 5-31

Cisco Wirel LAN Controller
OL-15301-01-J |



5-31 Access Control Lists > Rules > New

S ETY Rooemn Coneo eiE = Huleg > M -:i.q:.'l _.l'ﬂ-l |
T ek
arr 22 = -

* Rl L= e -
B Pai iy D il
= iguwir Canival Uitk e D ut -

ACL
a. ACL 64 1 64

Sequence 1 64 ACL
1 4 29 5
7 5 6
6 7

b. Source 1 ACL

e Any

e |P Address

IP

c. Destination ACL

e Any

e |P Address IP
d. Protocol ACL IP 1D

e Any

e TCP Transmission Control Protocol

+ UDP
+ ICMP
+ ESP
* AH

Cisco Wirel

IP Encapsulating Security Payload

LAN Controller

[ oL-15301-01-J



e GRE
e IPinIP Internet Protocol IP; IP

e Eth Over IP  Ethernet-over-Internet
e OSPF Open Shortest Path First
e Other Internet Assigned Numbers Authority TANA

Y

Other Protocol
URL
http://www.iana.org/assignments/protocol-numbers

S
ACL IP
ARP
TCP UDP Source Port Destination Port 2
telnet ssh http
DSCP 1 ACL
Differentiated Service Code Point DSCP DSCP
IP
e Any DSCP
e Specific DSCP 0 63 DSCP
Direction 1 ACL
e Any
e Inbound
e Qutbound
Y
ACL CPU Any
Inbound CPU ACL CPU

CPU
Action Deny ACL

Permit ACL

Deny
Apply Access Control Lists > Edit
ACL 5-32

I Cisco Wireless LAN Controller
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http://www.iana.org/assignments/protocol-numbers

5-32

Access Control Lists > Edit

Aecagn Comtrol Lt

Gacurity

L Lararal

B sl e

A & Ecut

. whl.*ll“ RLCEE LY N ne
= Ryt Cenirel Liviy T . N

T SR A [pe— Doralimaline PYS— Desr [EPTS

- - - R driias 1P Bk (LT P Fretiu el i FEIT DaiF Desahas = e
5 Wireleys Protectiss P, TR e b ¥ N =TTE HITE Amg ey § [+
b ey LEr ] (L
b e L Fewe i A Lrre. Eer ey T i [~ ]
APIERTRE BT LA
Farres ;::: ¥ '=:;--\'.J‘-u 'r'.:! =TTFR HTTPS Eag iy ] [=]
= 2] :::..: ! ::-:: LB L ey R iy L] 'rf:
Deny Counters ACL
Number of Hits ACL
Access Control Lists ACL
Access Control
Lists > Rules > Edit
Remove
j. ACL
8 Save Configuration
9 ACL
GUI
GUI ACL

. P.5-61

o CPU P.5-63

e WLAN P.5-64

e WLAN P.5-64

GUI AP

ACL

1 Controller > Interfaces

Cisco Wirel

LAN Controller
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Interfaces > Edit
5-33

5-33 Interfaces > Edit

Cortralls

L pe al
T i mry
Tard ool i &
Eruilii ail
BEleamih Bdules
Imiervenl [ P Serwee
b Hglalfip Wgragrmersl
Perity
Ll
L=

B by aial el

3 ACL Name
None

N

erfaceg = FdE « mack | _.ﬂ_l
zeneral Inlurenalan

Idedn m bar—n vhd 1011

HAL Adidam L el

It seiace il

S UREE T R it
o Lidrwin 1004
Fark
FEEsAr

Pivguacad

Irsdyreriad b
e P T ]
Wik g Fer i
gy Feri ]
e Coymaprnar & -
P e

Ul A

el T

] O

e L

DR o oo s
by Dol @ davgs
larardiry Dolp

fowers 3 Conilenl Lind

BN, marm -
Moty L NEedEy T CRERTRS fE TR e Gl it P BoATD B B
srrmporydy Frabisd sl taw rar cerl oo o pevecoely o
e I ]
ACL Apply

4 Save Configuration

i Cisco Wirel LAN Controller

OL-15301-01-J |



CPU
GUI

CPU ACL

CPU

1 Security > Access Control Lists > CPU Access Control Lists

5-34

5-34 CPU Access Control Lists

CPU Access Control Lists

STy =PLU Acorgs Conirol Lisds i""‘l'_l
¥ Rk Pagide P AT, Ie
Bl AT S WELE
B PEiily Dviled
= Rgwwii [asivsl Livhy Ly 0L = ki W -
2 Enable CPU ACL ACL CPU
CPU ACL
CPU ACL
3 ACL Name CPU ACL
None CPU ACL CPU ACL Enable
None ACL
o CPU ACL Enable
4 CPU ACL Mode CPU
Wired

S

CPU ACL Enable

5 Apply

6 Save Configuration

Cisco Wirel

LAN Controller

[ oL-15301-01-J



[ |
WLAN
GUI ACL WLAN
1 WLANSs WLANS
2 WLAN WLANS > Edit
3 Advanced WLANS > Edit (Advanced) 5-35
5-35 WLANSs > Edit (Advanced)
WLANT WLANS * Edit Camenk |  dswly |
o W | Coneral | Serariy [ OGS | Sdisnied
b ddvimind A— [ wrsstinat e
[ F Garswr oy
) s —
ki Ty e Temanod DvecF btk hmigrenes [ woncurns
il -, O Samagrmesd § reme Prale e [S2F]
:iwu' L sl nl.rl'-lmllﬂ' ol B P
ok Erahie [ A
Cramrede rr—— - Evaemrean B
Insarfiprm &1L
FIF Btk v akiimd -
£hae i o Braghledl 0 %
4 Override Interface ACL WLAN ACL
ACL ACL
None
 WLAN 6
5 Apply
6 Save Configuration
WLAN
GUI ACL WLAN
1 WLANSs WLANS
2 WLAN WLANS > Edit

i Cisco Wirel LAN Controller
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3 Security
5-36

Layer 3

WLANS > Edit

5-36 WLANSs > Edit Security > Layer 3

Security > Layer 3

nlhih.
Cisco
WL AMT WILARE > Bt
- Wik | Gomara | Secustr | GuS | ddeemnd |
i amis [hiperd:| beverd | CAAASevers)
Lyer § e e -

[ vt iy §

T R sl

S P e
7 Comdinon s Wt S et
LAl B ¥ oo St P B [ore—
SIS S - SR T T Ty E
4 Web Policy
5 Preauthentication ACL ACL Apply
None
WLAN 6
6 Save Configuration
CLI
CLlI ACL
1 ACL
show acl summary
ACL Counter Status Enabled
ACL Name Applied
acll Yes
acl2 Yes
acl3 Yes
Cisco Wirel LAN Controller

[ oL-15301-01-J



2 ACL

show acl detailed acl_name

Source Destination Source Port Dest Port
I Dir IP Address/Netmask IP Address/Netmask Prot Range Range DSCP Action Counter
1 Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 0 Deny 0
2 In 0.0.0.0/0.0.0.0 200.200.200.0/ 6 80-80 0-65535 Any Permit 0

255.255.255.0

DenyCounter : 0

Counter ACL DenyCounter

3 ACL

config acl counter {start | stop}

N

ACL
clear acl counters acl_name

v

ACL 4400 Cisco WiSM
Catalyst 3750G LAN

4 ACL

config acl create acl_name

acl_name 32

5 ACL

config acl rule add acl_name rule_index

6 ACL

config acl rule {

action acl_name rule_index {permit | deny} |

change index acl_name old_index new_index |

destination address acl_name rule_index ip_address netmask |
destination port range acl_name rule_index start_port end_port |
direction acl_name rule_index {in | out | any} |

dscp acl_name rule_index dscp |

Cisco Wireless LAN Controller
OL-15301-01-J |




protocol acl_name rule_index protocol |
source address acl_name rule_index ip_address netmask |
source port range acl_name rule_index start_port end_port |

swap index acl_name index_1 index_2}

GUI

p. 5-57 7

save config

ACL config acl delete acl_name ACL
config acl rule delete acl_name rule_index

CLlI ACL
AP ACL
config interface acl {management | ap-manager | dynamic_interface_name} acl_name
Y
ACL show interface detailed
{management | ap-manager | dynamic_interface_name}
ACL config interface acl {management | ap-manager

| dynamic_interface_name} none

3
ACL
config acl apply acl_name
ACL CPU CPU
config acl cpu acl_name {wired | wireless | both}
N
CPU ACL show acl cpu
CPU ACL config acl cpu none
Cisco Wirel LAN Controller
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e ACL WLAN
config wlan acl wlan_id acl_name

A

WLAN ACL show wlan wlan_id
WLAN ACL config wlan acl wlan_id none
. ACL WLAN
config wlan security web-auth acl wlan_id acl_name
WLAN 6

save config

Cisco Wireless LAN Controller
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Management Frame Protection MFP;

802.11

MFP

4.0 MFP

4.1 MFP
. MFP DoS
QoS
MFP
/
MFP
Message Integrity Check Information Element MIC IE;
802.11
MFP
. MFP
LAN
MFP CCXvb
3
MFP IEEE 802.11i
QoS WMM
3 MFP
3
MFP CCXv5 MFP TKIP
AES-CCMP WPA2 EAP
PSK PMK CCKM
2 3
Y
CCXv5
3
CCXv5
3
MFP MFP
1 2
MFP MFP
MFP MFP
Cisco Wir

[ oL-15301-01-J
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MFP 3
. MIC
IE
MIC MFP
i MFP
MIC IE
MFP
MFP
BSSID MIC IE
NTP
SNMP
N
Hybrid REAP
N
MFP MFP
MFP
2 MFP
MFP WLAN
MIC
MFP WPA2 WLAN
WLAN MFP
MFP GUI CLlI
MFP
MFP
e MFP Cisco Aironet Lightweight
e Lightweight
Hybrid REAP MFP
Hybrid REAP MFP
. MFP TKIP AES-CCMP  WPA2 CCXvb
o MFP CCXv5
WLAN

I Cisco Wireless LAN Controller
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GUI

MFP
GUI MFP

Security > Wireless Protection Policies > AP Authentication/MFP AP

Authentication Policy 5-37

5-37 AP Authentication Policy

atlliat]u.
CISCO
SrcLE iy AP Ratserdiemtinn Paley
" A HE Sl pryerh Searnm A
win AR I Pt errian Typa AP Ryferfepton .
= Adarm Uriggee Byl E
1, CremE F e e B pensr eegiar ATF o gl
¥ Ladal PP
B Priy Oider
B lorevi Dendesd Limbi
o '‘Wirsde o Prefwiins
Paliies
—
MFP
Management Frame Protection
3 Apply

250

Protection Type

MFP
Network Time Protocol NTP

MFP WLAN
MFP
a. WLANs
b. WLAN WLANSs > Edit
c. Advanced WLANS > Edit (Advanced) 5-38

Cisco Wirel

LAN Controller

[ oL-15301-01-J



5-38 WLANSs > Edit (Advanced)

6

Save Configuration

WLAMNT WiLAMS + Et 4 Bask Apply |
= S by [ Comeral | Serariiy [ QeS| ddiemed
" .I.J.-u.-.l “'H'ﬂ'. 1 et =E
DSCF Garser | -
et el W b
[ T Doelh it Amigremmst [} wpgoernd
Aot IF -, PO MHamagrmesd # reme Pralebas |59 F)
" R el bpm A ] o B Bk
el Eraphie ,_I" -'l-..:
Sramrede m Dnnl.rm-n-l B
Lmarfpam &L s o
L‘::"'""" Fesakinl -
£ Frohmin 4 o pepleladl 3—:- E
d. Infrastructure MFP Protection WLAN MFP
WLAN MFP
enable MFP
e. MFP Client Protection Disabled Optional Required
Optional Required MFP
WPA2 CCXv5
MFP WPA2
f. Apply
MFP
MFP
a. Wireless > Access Points All APs
b. All APs > Details
c. General MFP Frame Validation
MFP
MFP enable MFP
d. Apply

LAN Controller

i Cisco Wirel
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GUI MFP

MFP Security > Wireless Protection
Policies > Management Frame Protection Management Frame Protection Settings
5-39

5-39 Management Frame Protection Settings

"'1"'h* Lagas Cunfgaryemy Py gk Ereesk
CISCO ™ T i ol $TEC 1 F G LR ok sl L5

Security boli gy gn it Fomres Probecoan Seiinga
- l.l.-l. ot :I:.r::lrl'::-l Framms B rasblad

= R Eumirslies Towe Geurse Falid  © ppn

) A Irfrastrssdere | liral
Ly s, WA WL e Whalun Prafe lisa FrofrsSmn
i ] (T EY | L] il
. Orfianlrm lere il eaalu Taie
Arfranivmites [EFT R T Fraleitliss L P
s LT L ] Walidalien Eadie Slaiu [ alliilbp o g ahelin

i il | AP dyeeh AFTLD Erpliind L] [ L= ] Full E

¢ Primity Oudar derrr il AP CLD Fruing [ [ Pl Pl r:
MFP
e Management Frame Protection MFP
¢ Controller Time Source Valid
NTP
True
False

¢ Infrastructure Protection MFP WLAN

¢ Client Protection MFP WLAN

¢ Infrastructure Validation MFP

CLI MFP
cLI MFP
1. MFP

config wps mfp infrastructure {enable | disable}

2. WLAN MFP
config wlan mfp infrastructure protection {enable | disable} wlan_id

N

MFP

Cisco Wirel LAN Controller
[ oL-15301-01-J



|
3. MFP
config ap mfp infrastructure validation {enable | disable} Cisco_AP
Y
MFP MFP
4, WLAN MFP
config wlan mfp client {enable | disable} wlan_id [required]
MFP required MFP
CLlI MFP
CLI MFP
1. MFP

show wps mfp summary

Global Infrastructure MFP state.... Enabled
Controller Time Source Valid....... False
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 testl Enabled Disabled Disabled
2 open Enabled Enabled Required
3 testpsk Enabled *Enabled Optional but inactive (WPA2 not
configured)
Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation
mapAP Disabled a Up Full Full
b/g Up Full Full
rootAP2 Enabled a Up Full Full
b/g Up Full Full
HReap *Enabled b/g Up Full Full
a Down Full Full
2. WLAN MFP

show wlan wlan_id

Cisco Wireless LAN Controller
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WLAN Identifier......... ... 1
Profile Name. .. ..ttt it e e testl
Network Name (SSID) .. ...iiiuiinennennennnn testl
SEatUS . o ot e e Enabled
MAC Fililtering. .. .o eee et ee et eeeeennaennn Disabled
Broadcast SSID. .. ...ttt Enabled
Local EAP Authentication.................. Enabled (Profile 'test')
Diagnostics Channel............ ..., Disabled
Security
802.11 Authentication:................. Open System
Static WEP KeYS . ittt ittt et eeeeeeeeennn Disabled
BO2 . XK. it e e e e e Enabled
j2iioYekan Vg o) i o) s K S 104-bit WEP
Wi-Fi Protected Access (WPA/WPA2)...... Disabled
CRIP ittt e et e e e e e e e e e e e e Disabled
TP SeCUTIEY . it ittt it e e et e e e Disabled
IP Security Passthru................... Disabled
Web Based Authentication............... Disabled
Web-Passthrough.......... ... ..., Disabled
Conditional Web Redirect............... Disabled
Auto Anchor......... ..., Enabled
Cranite Passthru....................... Disabled
H-REAP Local Switching................. Disabled
Infrastructure MFP protection.......... Enabled

Client MFP.....cccceeessccccessssscessss Required

MFP
show ap config general AP_name
Cisco AP Identifier......... ..., 0
CiSCO AP NAME . & i it ittt et ettt e et ettt e et eee e eeeenn ap:52:¢c5:c0
AP Regulatory DoOmain. ......uuouueinenneeeennnennn 80211bg: -N 8021lla: -N
Switch Port Number . ............ieniinienienenenenen. 1
MAC AT eSS e v v v vttt et ettt e e e et et e e e ettt 00:0b:85:52:c5:c0
IP Address Configuration.............ouiiiiiueennn. Static IP assigned
IP AdAreSS . vttt ittt ittt e et e e e e 10.67.73.33
IP NetMaskK. . vt i e e e e e e e e e 255.255.255.192
AP MOAE vttt it e e e e e e Local
Remote AP DEDUG .« vt ittt ittt e e et et e e e e e Disabled
S/W  Version ...ttt ettt e i e i e 4.0.2.0
BOOL VersSion .......iuiiiii ittt 2.1.78.0
Mini TOS VerSion . ...ttt ittt it i --
Stats Reporting Period ...........c.iuiiiiiiinnnnnnn 180
LED State. ..o e e Enabled
ILP Pre Standard Switch........... ... ... Disabled
TILP Power INJeCEOr . v i ittt et ittt et ettt et eeeeenn Disabled
Number Of Slots...... ... 2
AP MOl . vttt e e e e e e e e e e e e AP1020
AP Serial Number........ ...t iiitnienennennnn. WCN09260057
AP Certificate TyDP .« ittt ettt et et e e e e e e Manufacture Installed
Management Frame Protection Validation .......... Enabled

Cisco Wirel LAN Controller
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4. MFP
show client detail client_mac
Client MAC AdAresSS. ..ttt ettt et eia e 00:14:1c:ed:34:72
POLiCY YD v i ittt e e e et e e e e et e e e e e e e WPA2
Authentication Key Management.............ouee.n.. PSK
Encryption Cipher....... ...ttt innnenennn. CCMP (AES)
Management Frame Protection......ccceeeccecsccccs Yes
5. MFP
show wps mfp statistics
)
5
BSSID Radio Validator AP Last Source Addr Found Error Type Count Frame Types

00:0b:85:56:cl:a0 a jatwo-1000b 00:01:02:03:04:05 Infra Invalid MIC 183 Assoc Req
Probe Reqg
Beacon
Infra Out of seq 4 Assoc Req
Infra Unexpected MIC 85 Reassoc Req
Client Decrypt err 1974 Reassoc Reg
Disassoc
Client Replay err 74 Assoc Req
Probe Reqg
Beacon
Client Invalid ICV 174 Reassoc Req
Disassoc
Client Invalid headerl74 Assoc Reqg
Probe Reqg
Beacon
Client Brdcst disass 174 Reassoc Req
Disassoc
00:0b:85:56:cl:a0 b/g jatwo-1000b 00:01:02:03:04:05 Infra Out of seq 185 Reassoc Resp
Client Not encrypted 174 Assoc Resp
Probe Resp

CLI MFP
MFP
e debug wps mfp ?{enable | disable}

?

client MFP

Iwapp MFP
detail MFP

report MFP

mm MFP

I Cisco Wireless LAN Controller

OL-15301-01-J |



| |
GUI
1 Security > Wireless Protection Policies > Client Exclusion Policies Client Exclusion
Policies
2
enable
e Excessive 802.11 Association Failures 802.11 5
6
e Excessive 802.11 Authentication Failures 802.11 5
6
e Excessive 802.1X Authentication Failures 802.1X 3
4
e |P Theftor IP Reuse IP
e Excessive Web Authentication Failures Web 3
4
3 Apply

4 Save Configuration

Cisco Wirel LAN Controller
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N p
ID
e ID P.5-78
e ID RADIUS P.5-79
e  AAA Override P.5-81
ID
LAN WLAN SSID
Quality
Of Service QoS SSID
Cisco Wireless LAN Solution ID
1 SSID
QoS
ID
e Quality Of Service RADIUS Access Accept  QoS-Level_ WLAN
QoS
e ACL RADIUS Access Accept  ACL ACL-Name
ACL
e VLAN VLAN Interface-Name VLAN-Tag RADIUS Access Accept
Y
VLAN MAC 802.1X WPA
Web IPSec
Y
RADIUS QoS-Level ACL-Name Interface-Name
VLAN-Tag
MAC
MAC
RADIUS RADIUS

Security

Cisco Wireless LAN Controller
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ID
ID RADIUS
QoS-Level
Quality of Service QoS-Level
0 1 2 3
01234567890123456789012345678901
e e e e e e e R e el e D e e e e e e e e
| Type | Length | Vendor-Id
+—t—F—F—F—F—F—F—F—F—Ft—F—Ft—F—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F+—F—+—+—+—+
Vendor-Id (cont.) | Vendor type | Vendor length |
F=t=t=t =t =t—t—F =ttt =ttt =ttt —F—F =t =t =ttt ==t =t =t — ==t ==+
| QoS Level |
e e e e e e e R e el e D e e e e e e e e
e Type-26
e Length-10
e Vendor-Id - 14179
e Vendor type - 2
e Vendor length - 4
e Value-3
0 - Bronze
1 - Silver
2 - Gold
3 - Platinum
ACL-Name
ACL ACL-Name
0 1 2 3

012345678901234567890123456789°01

R S

| Type | Length | Vendor-Id

s et T ket T e O h k Tt T SN U
Vendor-Id (cont.) | Vendor type | Vendor length |

R Tt T S e e B e s o T T Tt T S S U R U R R R

| ACL Name. ..

e

e Type-26

e Length->7

e Vendor-Id - 14179
e Vendor type - 6

e Vendor length - >0

e Value - ACL

Cisco Wirel LAN Controller
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H p
Interface-Name
VLAN Interface-Name
0 1 2 3
01234567890123456789012345678901
e e e e e e e R e el e D e e e e e e e e
| Type | Length | Vendor-Id
+—t—F—F—F—F—F—F—F—F—Ft—F—Ft—F—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F+—F—+—+—+—+
Vendor-Id (cont.) | Vendor type | Vendor length |
+—t—t—F—F—F—F—F—F—F—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—F+—+—+—+—+
| Interface Name. ..
+=t—t—t—t—F—t—F—t =ttt —t+-+-
e Type-26
e Length->7
e Vendor-Id - 14179
e Vendor type - 5
e Vendor length - >0
e Value -
S
MAC
802.1X WPA
VLAN-Tag

ID Tunnel-Private-Group-1D

Access-Request
Access-Accept

Start  Stop Acct-Status-Type
Accounting-Request

Tunnel-Private-Group-1D

0 1 2 3
0123456789 01234567890123456789°01
B e i s e s s s s S S B e e e At T SN

| Type | Length | Tag | String...
B e T e e e R T e B e O e ik e T S e e e St o

e Type-81 Tunnel-Private-Group-ID

e Length->=3
e Tag-Tag 1
Tag 0x00 Ox1F
Tag Ox1F String
e String - String
ID

Cisco Wireless LAN Controller
OL-15301-01-J |



ID ||
Y
RADIUS QoS-Level ACL-Name Interface-Name VLAN-Tag
RFC2868 RADIUS RFC2867
IEEE 802.1X Authenticator
IEEE8021Q LAN VLAN
VLAN
RADIUS Access-Accept VLAN
IEEE 802.1X Authenticator Access- Request
VLAN
VLAN
e Tunnel-Type=VLAN 13
e Tunnel-Medium-Type=802
e Tunnel-Private-Group-ID=VLANID
VLANID 12 1 4094
Tunnel-Private-Group-1D RFC2868 String IEEE 802.1X
VLANID
Tag RFC2868
3.1
. Tag 1
0x01 Ox1F Tag 0x00
e Tunnel-Client-Endpoint Tunnel-Server-Endpoint Tunnel-Private-Group-ID  Tunnel-Assignment-1D
Tunnel-Client-Auth-1D Tunnel-Server-Auth-1D Tunnel-Type
Tunnel-Medium-Type Tunnel-Password Tunnel-Preference Ox1F
Tag
VLAN IEEE 802.1X Authenticator 1
VLANID
Tag 0x00
0x01  Ox1F
AAA Override
WLAN  Allow AAA Override WLAN ID
AAA RADIUS
VLAN QoS ACL
AAA Override RADIUS RADIUS

Access Control Server ACS

[ oL-15301-01-J
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GUI CLlI Allow AAA Override
RADIUS
QoS RADIUS
Steel-Belted RADIUS SBR  FreeRadius RADIUS AAA
QoS

QoS Silver
=0 Gold=1 Platinum=2 Bronze=3

Cisco Secure Access Control Server ACS

1 SBR RADIUS

2 ciscowlan.dct Radius_Install_Directory\Service

i
# CiscoWLAN.dct- Cisco Wireless Lan Controllers

#

# (See README.DCT for more details on the format of this file)

HEHH AR AR AR AR AR AR AR AR A HAHAH AR H AR A AR AR AR AR AR AR AR AR AR AR H A H S F S F S H A AR AR H SR HHH

# Dictionary - Cisco WLAN Controllers

#

# Start with the standard Radius specification attributes
#

@radius.dct

#

# Standard attributes supported by Airespace

#

# Define additional vendor specific attributes (VSAs)

#

MACRO Airespace-VSA(t,s) 26 [vid=14179 typel=%t% lenl=+2 data=%s%]

ATTRIBUTE WLAN-Id Airespace-VSA(1l, integer) cr
ATTRIBUTE Aire-QoS-Level Airespace-VSA (2, integer) r
VALUE Aire-QoS-Level Bronze 3

VALUE Aire-QoS-Level Silver 0

VALUE Aire-QoS-Level Gold 1

VALUE Aire-QoS-Level Platinum 2

ATTRIBUTE DSCP Airespace-VSA (3, integer) r
ATTRIBUTE 802.1P-Tag Airespace-VSA (4, integer) r
ATTRIBUTE Interface-Name Airespace-VSA (5, string) r
ATTRIBUTE ACL-Name Airespace-VSA (6, string) r

# This should be last.

FHFH R
# CiscoWLAN.dct - Cisco WLC dictionary
FHE# S R R R R R R

3 dictiona.dcm @ciscowlan.dct.

Cisco Wireless LAN Controller
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ID ||
4 dictiona.dcm
5 vendor.ini
vendor-product = Cisco WLAN Controller
dictionary = ciscowlan
ignore-ports = no
port-number-usage = per-port-type
help-id =
6 vendor.ini
7 SBR RADIUS
8 SBR RADIUS
9 RADIUS Make/Model
Cisco WLAN Controller
GUI AAA Override
GUI AAA Override
1 WLANSs WLANS
2 WLAN WLANSs > Edit
3 Advanced WLANS > Edit (Advanced) 5-40

5-40 WLANSs > Edit (Advanced)

Lmasteny
e Trypagr Temagund

WLANMT LNy > Bt a7 | F—
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R
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A LR [ el DCF Garvwr ] corurridn

s FF R TRTECET R i [ Tee—
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Tragrrvhs e
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b p
4 AAA Override Allow AAA Override
5 Apply
6 Save Configuration

CLI AAA Override

CLI AAA Override

config wlan aaa-override {enable | disable} wlan_id

wlan_id 1 16 ID

Cisco Wireless LAN Controller
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DoS man-in-the-middle LAN
Clear To Send CTS;

CTS

LAN

LAN

Rogue Location Discovery Protocol RLDP;

monitor
RLDP
RF
RLDP

RLDP

N

RLDP Cisco Autonomous
RLDP DHCP Discover
Dynamic Frequency Selection DFS;
RLDP

Cisco Wirel LAN Controller
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5.0
MAC BSSID 1
Friendly
Malicious Unclassified
Unclassified
Alert
Friendly Malicious Unclassified
S
1
1. MAC
Friendly
2. MAC
3. Malicious Alert Friendly Internal External
Alert
4.
5.
Unclassified
RLDP
Threat
Malicious
Contained
Alert
8.

Cisco Wireless LAN Controller
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||
5-6
5-6
Friendly e Internal WLAN
Friendly Internal
e External WLAN
Friendly External
e Alert
MAC
Alert
Malicious e Alert
MAC
Alert
e Threat WLAN
e Contained
e Contained Pending Contained
Unclassified * Pending 3 Pending
e Alert
MAC
Alert
e Contained
e Contained Pending Contained
5.0
e Known Friendly Internal
e Acknowledged Friendly External
e Contained Malicious Contained
5-7
Cisco Wirel LAN Controller
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5-88

|
5-7 /
Friendly Internal External Alert Malicious Alert
Friendly Internal External Alert Unclassified Alert
Friendly Alert Friendly Internal External
Malicious Alert Threat Friendly Internal External
Malicious Contained Contained Pending Malicious Alert
Unclassified Alert Threat Friendly Internal External
Unclassified Contained Contained Pending Unclassified Alert
Unclassified Alert Malicious  Alert
Contained
Malicious
Unclassified
WCS
WCS 5.0 WCS
WCS
. Friendly Alert
WCS Internal External
. Malicious Alert Threat
Unclassified Alert WCS
Contained Contained Pending
Internal External
RLDP
RLDP GUI CLlI
GUI RLDP
GUI RLDP
1 Security > Wireless Protection Policies > Rogue Policies > General Rogue Policies
5-41

Cisco Wireless LAN Controller
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5-41 Rogue Policie

Deturity Ragus Policiei _ Ewly |
Fiecal BiF ¥ g g Timwmed bor Bavpm BF gl B Thmsl piveyn | 7580 Leim=dy
¥ Prisrity Orider ] T e
F Brpwn © ey b [t el et B-se lestark = Paagimd
- :;-I-::- Peuleslian
, :
2 Rogue Location Discovery Protocol
e Disable RLDP
e Al APs RLDP
e Monitor Mode APs RLDP
3 Expiration Timeout for Rogue AP and Rogue Client Entries
240 3600 1200
Alert Threat
4 Validate Rogue Clients Against AAA AAA
5 Detect and Report Ad-Hoc Networks

6 Apply

7 Save Configuration

CLI RLDP
CLI RLDP

1 RLDP
e config rogue ap rldp enable alarm-only

Cisco Wirel LAN Controller

RLDP
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e config rogue ap rldp enable alarm-only monitor_ap_only
RLDP
e config rogue ap rldp initiate rogue_mac_address RLDP
e config rogue ap rldp disable RLDP
2
config rogue ap timeout seconds
240 3600 1200
N
Alert Threat
3
config rogue adhoc {enable | disable}
4 AAA
config rogue client aaa {enable | disable}
5
save config
GUI CLlI 1 64
GUI
GUI
1 Security > Wireless Protection Policies > Rogue Policies > Rogue Rules Rogue
Rules 5-42

Cisco Wireless LAN Controller
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5-42

Rogue Rules
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Remove

a. AddRule
b. Rule Name

c. Rule Type

d. Add

5-43

Add Rule

Friendly
Friendly

Rogue Rule > Edit

Rogue Rule > Edit

Malicious

Malicious

Cancel

5-43
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b. Type Friendly Malicious
Friendly Malicious
c. Match Operation
e Match All
e Match Any
d. Enable Rule
e. Add Condition
1 Add Condition
e SSID SSID
User Configured SSID SSID Add SSID
S
SSID SSID Remove
e RSSI Received Signal Strength Indicator RSSI;
RSSI Malicious
Minimum RSSI RSSI
-95  -50dBm 0dBm
e Duration
Time Duration
3600 0
e Client Count
Malicious
Minimum Number of Rogue Clients
1 10
0
¢ No Encryption WLAN
)
WCS
e Managed SSID SSID  WLAN

SSID

I Cisco Wireless LAN Controller
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5

s

SSID SSID 2

SSID
SSID Match All Match All
2
Friendly Malicious
1 6 Conditions
5-44

5-44 Rogue Rule > Edit

Secirty Hogus Rube » EOF L | Ay |
b AR Foda g Bl §
¥ Lacal B Tepm Pomndly
¥ Pty Dvier Hogrrh asprpney Bk LE U Sk g
b Aioin b i b —— C
. e Prelraiies i gl
:‘”'F' .l I e [ =]
- Tirva G ilimedh ta ali] -] b a
! e R L TR e e T ]
1 P B=iryphan [ =]
Eprages 10 =
[ G ||
e e [ mavesrs
A [T E S FT e eezeer ] a
- £
¥ el Bl R
Remove
f. Apply
4 Save Configuration
a. Back Rogue Rules
b. Change Priority Rogue Rules > Priority 5-45

Cisco Wirel LAN Controller
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5-45 Rogue Rules > Priorit

Beiwmy Rossus Ruled » Prsesy _almk | Assly |
r AN CEaregm Bubey Pricely
b Lacel FAF S —
Badaifd 1)
b Byt Tirder 2T |
b dgeean ©virsd i Buda'sl ) -
- Eiree Prwiegiian L)
Faisiry —_——
- T wien e
z
B
Change Rules Priority
C. Up
Down
d.
e. Apply
6 Friendly MAC

a. Security > Wireless Protection Policies > Rogue Policies > Friendly Rogue
Friendly Rogue > Create 5-46

5-46  Friendly Rogue > Create

T [
CISCO
Gty Frisndly Rogus » Crests srviy |
¥ Lol LA : L 3]
b Prisiy Drder Ifps ¥ iy -:
b. MAC Address MAC
c. Apply

d. Save Configuration
Friendly Rogue APs

Cisco Wirel LAN Controller
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CLI
CLI

1
config rogue rule add ap priority priority classify {friendly | malicious} rule_name
Y
config rogue rule priority priority rule_name
config rogue rule
classify {friendly | malicious} rule_name
)
config rogue rule delete {all | rule_name}
2
config rogue rule disable {all | rule_name}
N
3

config rogue rule condition ap set condition_type condition_value rule_name

condition_type

e ssid SSID
SSID condition_value

SSID SSID SSID

N

SSID SSID SSID
config rogue rule condition ap delete ssid {all | ssid} rule_name

® rssi RSSI
RSSI Malicious
condition_value RSSI
-95  -50dBm 0dBm
e duration

condition_value
0 3600 0

Cisco Wirel LAN Controller
[ oL-15301-01-J



e client-count

Malicious
condition_value
1 10
0
® no-encryption WLAN
condition_value
e managed-ssid SSID

condition_value

¢

config rogue rule condition ap delete {all
| condition_type} condition_value rule_name.

4
config rogue rule match {all | any} rule_name

5
config rogue rule enable {all | rule_name}
Y

6 MAC
config rogue ap friendly {add | delete} ap_mac_address

7
save config

8

show rogue rule summary

Priority Rule Name State Type Match Hit Count
1 Rulel Disabled Friendly Any 0

2 Rule?2 Enabled Malicious Any 339

3 Rule3 Disabled Friendly Any 0

Cisco Wireless LAN Controller
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show rogue rule detailed rule_name

= 1o s T Y 2
RUle NamMe. . ittt e ettt e e e e e e e e ettt e e e e Rule2
S o N Enabled
17 1 Malicious
Match Operation. ..........iiiiiiiniieeennnnnnn Any
Hit Count. ... e e e e e 352
Total ConditionS. .....uuiii it innennn.. 6
Condition 1
L5071 1 Client-count
Value. o e e e 10
Condition 2
L5071 1 Duration
value (SeConds) ... ..ttt 2000
Condition 3
L5071 1S Managed-ssid
Value. o e e e Enabled
Condition 4
L5071 1S No-encryption
Value. o e e e e e Enabled
Condition 5
L0072 © Rss1
value (dBm) .. ...ttt et -50
Condition 6
50175 0 Ssid
SSID COUNE . vttt ittt ettt ittt e eee e 1
SO ID Lttt ittt e e e e e e e e e e e test
GUI CLI
GUI
GUI

1 Monitor > Rogues

e Friendly APs
e Malicious APs
e Unclassified APs

5-47

Cisco Wirel LAN Controller
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5-47  Friendly Rogue APs
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v

Remove

3 MAC
Rogue AP Detail 5-48

5-48 Rogue AP Detail
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4 Class Type
e Friendly Friendly
e Malicious Malicious
Friendly Unclassified

S

Malicious
Unclassified
e Unclassified Friendly Malicious
Friendly Malicious
Class Type
Y
Contain
5 Update Status 1
e Internal Class
Type  Friendly
e External
Class Type  Friendly
e Contain
Class Type  Malicious
Unclassified
e Alert
Class Type  Malicious Unclassified
Edit Rogue Client Detail
6 Apply

7 Save Configuration

Cisco Wirel LAN Controller
[ oL-15301-01-J



8 Rogue Clients
Rogue Clients

MAC MAC
SSID

9 MAC
Rogue Client Detail 5-49

5-49 Rogue Client Detail

Mortor Azgue Cliert Dein ]| — |
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MAC
MAC SSID
IP
10 Update Status 1

e Contain

e Alert

11 Apply

12 Ping

Cisco Wirel LAN Controller
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13 Save Configuration

14

Adhoc Rogue

5-50 Adhoc Rogue

Blgnmgi
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T e Py
& BAgljuliny

L

" Magass

15
Rogue Detail

5-51

Aghaga Roguss

bkl dddrrss

e
TS,
i

B e B i
1880 i Wi g 15
Cameerd Helan

L n o

i Faallend B YN el Rl Fes

Adhoc Rogue Detail
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5-50
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16 Update Status 1

Contain

Alert

Internal

External

17 Maximum Number of APs to Contain the Rogue 1 2 3 4
1

18 Apply
19 Save Configuration

20 Rogue AP Ignore-List

Rogue AP Ignore-List 5-52

5-52 Rogue AP Ignore-List

Eaondgr Fogus AF ignore-bet Fim i il @
Lommrroaly =y GErEEE
F Rea Puwinds 0 B ol b
E wisnlhe
L e
& Fogee
b g :::
MAC
WCS WCS Autonomous
Autonomous
WCS

Cisco Wirel LAN Controller
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. WCS
WCS Autonomous

o WCS Autonomous WCS

CLI
CLI

show rogue ap summary

Rogue Location Discovery Protocol................ Enabled

Rogue AP timeOUL. .. v v iv ittt ittt et et e eeeeeeenn 1200

MAC Address Classification # APs # Clients Last Heard
00:0a:b8:7£:08:c0 Friendly 0 0 Not Heard
00:0b:85:01:30:3f Malicious 1 0 Fri Nov 30 11:30:59 2007
00:0b:85:63:70:6f Malicious 1 0 Fri Nov 30 11:20:14 2007
00:0b:85:63:cd:bf Malicious 1 0 Fri Nov 30 11:23:12 2007

show rogue ap friendly summary

Number Of APS. .. ...ttt it 1
MAC Address State # APs # Clients Last Heard
00:0a:b8:7£:08:c0 Internal 1 0 Tue Nov 27 13:52:04 2007

show rogue ap malicious summary

Number Of APS. ... ..ttt ittt 264

MAC Address State # APs # Clients Last Heard
1 0 Fri Nov 30 11:20:01 2007
1 0 Fri Nov 30 11:20:14 2007
00:0b:85:63:cd:bf Alert 1 0 Fri Nov 30 11:23:12 2007
1 0 Fri Nov 30 11:27:03 2007

o
o
o
o
[ee)
w1
[e)}
w
Q

Q
o
[0)

>
[
0]

2

o
o

1 Fri Nov 30 11:26:23 2007
00:0b:85:63:cd:df Alert 10 Fri Nov 30 11:26:50 2007

Cisco Wirel LAN Controller
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show rogue ap unclassified summary

Number of APS.........iiiinn..

MAC Address State
00:0b:85:63:cd:bd Alert
00:0b:85:63:cd:e7 Alert
00:0b:85:63:ce:05 Alert
00:0b:85:63:ce:07 Alert 1

show rogue ap detailed ap_mac_address

Rogue BSSTID. .. ittt teetteeeeennns
Is Rogue on Wired Network..........
Classification.........couuvuvnon..

First Time Rogue was Reported......
Last Time Rogue was Reported.......

Reported By
AP 1

Encryption.................
ShortPreamble..............
WPA Support................
Last reported by this AP...

show rogue ap clients ap_mac_address

MAC Address

00:bb:cd:12:ab:ffAlert 1Fri Nov 30

show rogue client summary

Validate rogue

MAC Address State
00:0a:8a:7d:f5:f5 Alert
00:18:ba:78:c4:44 Alert
00:18:ba:78:c4:dl Alert
00:18:ba:78:ca:f8 Alert 1

1 0 Fri Nov 30 11:12:52 2007
1 0 Fri Nov 30 11:29:01 2007
1 0 Fri Nov 30 11:26:23 2007
0 Fri Nov 30 11:26:23 2007
.............. 00:0b:85:63:d1:94
.............. No
.............. Unclassified
.............. Alert
.............. Fri Nov 30 11:24:56 2007
.............. Fri Nov 30 11:24:56 2007
.............. 00:12:44:bb:25:d0
.............. HReap
.............. 802.11g
.............. edu-eap
.............. 6
.............. -61 dBm
.............. -1 dB
.............. Enabled
.............. Enabled
.............. Disabled
........... Fri Nov 30 11:24:56 2007
# APs Last Heard

11:26:23 2007

1 Mon Dec 3 21:56:36 2007

1 Mon Dec 3 21:59:36 2007

1 Mon Dec 3 21:47:36 2007
Mon Dec 3 22:02:36 2007

I Cisco Wireless LAN Controller

OL-15301-01-J |



8.
show rogue client detailed client_mac_address
ROGUE BSOS ST D . ittt ittt ettt ettt et ettt eeeee e 00:0b:85:23:ea:d1l
S o I Alert
First Time Rogue was Reported..............oou... Mon Dec 3 21:50:36 2007
Last Time Rogue was Reported..............cou.... Mon Dec 3 21:50:36 2007
Rogue Client IP addresSsS . .ottt ittt eeenneennnnn Not known
Reported By
AP 1
MAC AdAr eSS e it ittt ettt ettt et ettt 00:15:¢c7:82:b6:00
NamE . o i ittt et e e e e e et e e e e e AP0016.47b2.31lea
RAAIO Ty i vttt et et ettt ettt e e 802.11a
1 -71 dBm
SN R . ot et e e e e e e e e 23 dB
Channel. ... ... 149
Last reported by this AP.............. Mon Dec 3 21:50:36 2007
9.
show rogue adhoc summary
Detect and report Ad-Hoc Networks................ Enabled
Client MAC Address Adhoc BSSID State # APs Last Heard
00:bb:cd:12:ab:ffsuperAlert 1 Fri Nov 30 11:26:23 2007
10.
show rogue adhoc detailed rogue_mac_address
Adhoc Rogue MAC addresSsS. . v vttt meeeeeeeeeeeennnnn 02:61:ce:8e:a8:8c
AdhoC ROGUE BSSTID. .ttt ittt i ttteee e eeeennnns 02:61:ce:8e:a8:8c
Stat e v e Alert
First Time Adhoc Rogue was Reported.............. Tue Dec 11 20:45:45 2007
Last Time Adhoc Rogue was Reported............... Tue Dec 11 20:45:45 2007
Reported By
AP 1
MAC AdAreSS . v v v vttt ittt teeeee et 00:14:1b:58:4a:e0
= 0 AP0014.1lced.2a60
RAAiO YD . ittt ittt e e e et e e e e e e 802.11b
20 rfdk3ap
Channel. ... ...t 3
S 1 N -56 dBm
SN R . e et e e e e e e e e e 15 dB
sl Vg o) ul Ko )'o NN Disabled
ShortPreamble. .. ... ...ttt ninnennnn. Disabled
WPA SUDPDPOTE e v vttt et e ettt et e ettt e eneeenn Disabled
Last reported by this AP............... Tue Dec 11 20:45:45 2007
11.

show rogue ignore_list

MAC Address

10:bb:17:cc:01:ef

Cisco Wirel LAN Controller
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GUI
P. 5-97 20

12. Friendly
config rogue ap classify friendly state {internal | external} ap_mac_address

¢ internal

e external

N

Contain
Friendly

13. Malicious
config rogue ap classify malicious state {alert | contain} ap_mac_address

* contain
e alert
)
Contain
Malicious
14. Unclassified
config rogue ap classify unclassified state {alert | contain} ap_mac_address
N
Contain
Unclassified

15.
e config rogue client alert client_mac_address

e config rogue client contain client_mac_address

Cisco Wireless LAN Controller
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16.
e config rogue adhoc alert rogue_mac_address
e config rogue adhoc contain rogue_mac_address
¢ config rogue adhoc external rogue_mac_address
17.
save config

Cisco Wirel LAN Controller
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W ps

IDS

Cisco Intrusion Detection System/Intrusion Prevention System CIDS/IPS; /
3 7
/
IDS 2
e IDS
e IDS P.5-113
IDS
IP IDS
IDS IDS
IDS
GUI CLlI
GUI IDS
GUI IDS
1 Security > Advanced > CIDs > Sensors CIDS Sensors List
5-53

5-53 CIDS Sensors List

sifliaifus
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o Wl e ahe R H
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v

Remove

2 IDS New CIDS Sensors Add
5-54
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5-54

CIDS Sensors Add

IDS ||

Secunity CIDE Senssr Add ek | | Apely |
L 11
¥ Lscal G&P - "
b Frigarify Codar Serewr
B EooEad Casteel | g ey it i
o Wirsleis Preiviiss Pon ad
Prllibrs
F ek Lall Linmrmiaams
v il el
L Paawrnnd
- Caautiren
& Panwrerenl
;Jr:_::l:_“ a3 sErols
LI
F innga rariiv B
:::.I.I:: 10t chary with svery @ cher yepardsd by oskon [
3 5 IPS Index
1 5 IPS
1 IPS
4  Server Address IDS IP
5 Port IDS HTTPS
443 443
443
1 65535
6 Username IDS
IDS
7 Password Confirm Password IDS
8 Query Interval IDS IDS
60
10 3600

Cisco Wirel LAN Controller
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W ps
9 State IDS
10 Fingerprint 40 16
A Y
2 :
AA:BB:CC:DD AABBCCDD
11 Apply CIDS Sensors List IDS
12 Save Configuration
CLI IDS

CLI IDS

1 IDS

config wps cids-sensor add index ids_ip_address username password

index IPS
5 IPS 1 5
1 IPS

¢

IDS

2 IDS HTTPS

config wps cids-sensor port index port_number

port-number 1 65535 443
443

3 IDS IDS

config wps cids-sensor interval index interval

interval 10 3600 60

Cisco Wireless LAN Controller
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config wps cids-sensor fingerprint index shal fingerprint

show tls fingerprint

N

AA:BB:CC:DD

5 IDS

config wps cids-sensor {enable | disable} index

6
save config
7 IDS 1
e show wps cids-sensor summary
e show wps cids-sensor detail index
2 1
8 IDS
debug wps cids enable
N

config wps cids-sensor disable index
config wps cids-sensor delete
index

IDS

11

GUI CLI IDS

Cisco Wirel LAN Controller
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W ps
GUI
GUI IDS
1 Security > Advanced > CIDS > Shunned Clients CIDS Shun List
5-55
5-55 CIDS Shun List
atlvan]ns
CISCO
Security CI05 Shwun List
= RAK B -ighic
EnErgl
s "'.'. :“ ) P Address Iasd MKl Eddrews Fagire Semnor IF f Indew
F T :- : 1 FI 160 100 o - E8E 80 M L 0 60 ) 15,200 739 80 F 1
"'TI"':IP'"" 192148 1100 e a1 00 10 D0 4] 18200, 250 80 7 | s
; il Rialf r E
IP MAC IDS
IDS IP
2 Re-sync
CLl
CLI IDS

show wps shun-list

config wps shun-list re-sync

Cisco Wirel LAN Controller
OL-15301-01-J |



IDS

IDS

Standard Signatures

5-56

CISCD

5-56

Standard Signatures

802.11

IDS ||
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W ps

e NULL probe response signatures NULL

NULL
NULL
NULL
NULL probe resp 1 2
NULL probe resp 2 3
e Management frame flood signatures
802.11
WCS
Assoc flood 4
Auth flood 5
Reassoc flood 6
Broadcast probe flood 7
Disassoc flood 8
Deauth flood 9
Reserved mgmt 7 10
Reserved mgmt F 11
7 F
e Wellenreiter signature Wellenreiter LAN
Wellenreiter 17
e EAPOL flood signature EAPOL 802.1X
EAPOL 802.1X
EAPOL
12
EAPOL
e NetStumbler signatures NetStumbler LAN
RSSI
SSID WEP GPS NetStumbler
NetStumbler
NetStumbler
3.2.0 Flurble gronk bloopit, bnip Frundletrune
323 All your 802.11b are belong to us
3.3.0

I Cisco Wireless LAN Controller
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NetStumbler

NetStumbler

NetStumbler 3.2.0 13
NetStumbler 3.2.3 14
NetStumbler 3.3.0 15
NetStumbler generic 16
GUI CLlI
GUI IDS
GUI
e |IDS P.5-115
e IDS P.5-117
e |IDS P.5-119
GUI IDS
GUI IDS
1
2 Trivial File Transfer Protocol TFTP TFTP
TFTP
TFTP
. TFTP WCS TFTP
TFTP Cisco WCS
3 *.sig TFTP
4 Commands Download File to Controller 5-57
Cisco Wirel LAN Controller

IDS
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W ps

5-57 Download File to Controller

9

10

TFTP

idsl_custom.sig

_:_h_n_—:r.-l_ _ soardamd Ale L Conbs _E'-_I _.__.,—_:u_
liweyrdusad @ i iy Typs =Lk
lipla-ed i ds
e —— Fi TP mmiees
Eperl s T acimey Def el [P Bddepys i IUE 1 L
Poa mgma LB - §_
. Download File to
Controller File Type Signature File
* Upload File from
Controller Upload File File Type
Signature File
IP Address TFTP
Maximum Retries
1 254
10
Timeout
1 254
6
File Path
/
File Name
_std.sig
_custom.sig
TFTP idsl
idsl std.sig  idsl_custom.sig TFTP

Revision = custom

LAN Controller

i Cisco Wirel
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GUI

11 Download

IDS

1

IDS

Upload

GUI

IDS

Security > Wireless Protection Policies > Standard Signatures
Standard Signatures

5-58

5-58

Standard Signatures

Custom Signatures

Custom Signatures
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IDS

2
. Enabled
Standard Signatures Custom Signatures
Enable Check for All Standard and Custom Signatures
802.11
Enable Check for All Standard and Custom Signatures
Enabled
3 Apply
4
Standard Signature Custom Signature > Detail 5-59

5-59 Standard Signature > Detail

Bt iy Simsidaed ignatose = Dela
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Standard Signatures Custom Signatures

Per Signature

Per MAC
MAC

Per Signature and MAC
/ MAC /

Cisco Wirel LAN Controller
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IDS u
5 Measurement Interval
1 3600
6 Signature Frequency
1 1 1
32,000
7 Signature MAC Frequency
1 1
1 32,000
8 Quiet Time
60
32,000
9 State
10 Apply Standard Signatures Custom Signatures
11 Save Configuration
GUI IDS
GUI
1 Security > Wireless Protection Policies > Signature Events Summary Signature
Events Summary 5-60

5-60 Signature Events Summary

" R napupeany §EEs s g [T T [EE= =
- Bl 1
i b el
(] B el I
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il i e !
1 bmmas Saan

[ et

|re
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W ps

Signature Events Detail 5-61

5-61 Signature Events Detail
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5-62 Signature Events Track Detail
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IDS u
CLI IDS
CLI IDS
1
2 TFTP GUI IDS
P.5-115 2 TFTP
3 *.sig TFTP
4 transfer {download | upload} mode
tftp
5 transfer {download |
upload} datatype signature
6 TFTP IP transfer {download | upload} serverip
tftp-server-ip-address
Y
TFTP TFTP IP /
7 transfer {download | upload} path
absolute-tftp-server-path-to-file
8 transfer {download | upload}
filename filename.sig
Y
_std.sig
_custom.sig
TFTP ids1
idsl std.sig  idsl_custom.sig TFTP
TFTP idsl_custom.sig Revision = custom
9 transfer {download | upload} start y

10

config wps signature interval signature_id interval

signature_id
1 3600

Cisco Wirel LAN Controller
[ oL-15301-01-J




W ps

11 1

config wps signature frequency signature_id frequency

1 1 32,000
12 1

config wps signature mac-frequency signature_id mac_frequency

1 1 32,000
13

config wps signature quiet-time signature_id quiet_time

60 32,000
14
config wps signature {standard | custom} state signature_id {enable | disable}
15

save config

16

config wps signature reset {signature_id | all}

A

CLI

Cisco Wireless LAN Controller
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CLI IDS
CLI
1.
show wps signature summary
SI1gNALUTE =T . t ittt et e et e e e e e e e 1
PreCedeNCe. « vttt ettt e e e e e e e e e e e e 1
Signature NaMe. . oottt ittt e ettt e et ettt e e Bcast deauth
YD e e e e e e ettt et e e e e e e e e e e e e e e e e standard
Framelype. .« oottt i e e e e e e e e e e e e management
State. o e enabled
2o o s report
=T e o o per Signature and Mac
Signature FrequUenCy . ..ottt ittt ettt e e eeeenn 50 pkts/interval
Signature MaC FreQUeNCY . .« v vttt e eeteeeeeennennn 30 pkts/interval
Interval. ... e e e e e 1 sec
QUIEE oM. v ittt it e e et e et e et e e e e e e e e 300 sec
D ISTST ok o} ol ¥ o's Broadcast Deauthentication Frame
Patterns:
0 (Header) : 0x00c0:0x00f £
4 (Header) : 0x01:0x01
2.
show wps signature events summary
Precedence Signature Name Type # Events
1 Bcast deauth Standard 2
2 NULL probe resp 1 Standard 1
3.
show wps signature events {standard | custom} precedence# summary
PreCedeNCe . & vttt ettt e e e e e e e e e e e e e 1
SIignature Name. . . v v vttt ettt ettt ettt et e e Bcast deauth
YD e e e e e e ettt e e e e e e e e e e e e e e e e Standard
Number of active events....................... 2
Source MAC Addr Track Method Frequency No. APs Last Heard
00:01:02:03:04:01 Per Signature 4 3 Tue Dec 6 00:17:44 2005
00:01:02:03:04:01 Per Mac 6 2 Tue Dec 6 00:30:04 2005
4, /
show wps signature events {standard | custom} precedence# detailed per-signature source_mac
5. MAC

show wps signature events {standard | custom} precedence# detailed per-mac source_mac

Cisco Wirel LAN Controller
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W ps

SOULCE MAC . & ittt e e e ettt ettt et ettt e 00:01:02:03:04:01
PreCedenNCe. & vttt ettt e e e e e e e e e e e e 1
Signature NamMe. . .ottt ittt ettt e e ettt e e e Bcast deauth
YD e e e e e e et ettt et e e e e e e e e e e e e e e e Standard
= T Per Mac
=T LU0 o Lo 6
Reported By
AP 1
MAC AddreSS. vttt iitiiieiieienenns 00:0b:85:01:4d:80
N F= 11T Test_AP_1
Radio TYDC. i ittt ittt e e et e e et e 802.11bg
Channel. ... ...ttt 4
Last reported by this AP................. Tue Dec 6 00:17:49 2005
AP 2
MAC AT eSS . v v v it ittt ee ettt eee e eeaeeenn 00:0b:85:26:91:52
N F= 11T Test_AP_2
Radio YD . ittt ittt e e e et e e et e 802.11bg
Channel. ... ...ttt 6
Last reported by this AP................. Tue Dec 6 00:30:04 2005

Cisco Wireless LAN Controller
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GUI CLI
Web
GUI
GUI
1 Security > AAA > General General 5-63
5-63 General
aiE Lty GEnera _’ﬂ_
= kLA Hurore= Leosl [ prsbaer pesnpy | po mei robasri] e Ol rrwed Bgsrsgee m LI
2 Maximum Local Database Entries
512 2048 MAC
2048
3 Apply
4 Save Configuration
CLI

CLI

config database size max_entries

Cisco Wirel LAN Controller
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CHAPTER
Cisco UWN Solution 16 WLAN
e WLAN P.6-1
e WLAN P.6-2
Cisco UWN Solution Lightweight 16 WLAN
WLAN WLANID 1 16 WLAN SSID WLAN
Lightweight Cisco UWN WLAN SSID
WLAN
Y
VLAN WLAN
VLAN
Cisco Wirel LAN Controller
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6 WLAN |

N wLaAN
WLAN
* WLAN P. 6-2
e DHCP P. 6-6
e WLAN MAC P.6-13
. WLAN P. 6-14
e DTIM P. 6-14
. P. 6-17
o 2 P.6-19
. 3 p. 6-27
e WLAN QoS P. 6-29
e QoS Enhanced BSS P.6-31
* |Pv6 P. 6-35
¢ Cisco Client Extensions P. 6-37
* WLAN P. 6-40
. P. 6-41
e 802.1X Web P. 6-46
e WLAN P. 6-50
WLAN
GUI CLI 16 WLAN
Service Set Identifier SSID; ID SSID  WLAN
SSID
SSID WLAN LAN 2
SSID WLAN WLAN
SSID WLAN
WLAN 2
2

. WLAN
U WEP 802.1X

Y

WEP 802.1X
SSID WLAN WEP  802.1X

e CKIP
e WPA/WPA2

Cisco Wireless LAN Controller
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6 WLAN
WLAN ||
o SSID WLAN WPA WPA2
SSID 2 WLAN PSK WPA/TKIP  802.1X
WPA/TKIP 802.1X WPA/TKIP 802.1X
WPA/AES
GUI WLAN
GUI WLAN
1  Wireless > WLANS WLANS 6-1

WLANs

6-1

WL AMNT WL AR |
= WA Rl
Rk Fralfy e i I Wilah BRID elwtnan Srcwrny Feluies
& Rdwesced wif ] ki Beikied s [+ ]
=il ey Fruadbrd | e S o =]
E
* e’ A0 -dob el raor S peend’ B EE 0w e fiee onaced defy ::,
WLAN 6-1
SSID WLAN user 2
SSID userl  user2
WLAN WLAN
Remove
2 WLAN New WLANS > New
6-2
6-2 WLANS > New

WLANE WLANE = New o hais | L
= s Type i -
L T o0 i ] Tl B e e
W AR REIT
Cisco Wirel LAN Controller

[ oL-15301-01-J
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6 WLAN |

N wLaAN

Type WLAN WLAN
3 LAN Guest LAN

P.9-26
Profile Name WLAN 32
WLAN SSID WLAN SSID 32
Apply WLANS > Edit 6-3
& WLAN WLAN WLANSs > Edit

6-3 WLANSs > Edit

CIsCD

10

WLAMT
= L

B Rl g ol

General

General

Apply

Save Configuration

Security
WLAN

WiILANS * Bl

Leneral | Bemmiy | Gai | Adwewed |

Frofiy hera
Taps
L
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Eprriy Bl

B amen Fasoy
fripripn

QoS

Status
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1AM
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F
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b
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Advanced

WLAN

PR

WLAN

WLAN

LAN Controller

i Cisco Wirel
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config wlan disable wlan_id

| 6 WLAN
WLAN
CLI WLAN
CLI WLAN
1. WLAN
show wlan summary
2. WLAN
config wlan create wlan_id profile_name ssid
N
ssid profile_name SSID
Y
WLAN 1
config wlan create
WLAN
Y
LAN
P. 9-26
3. WLAN WLAN

Y
AP
VLAN
WLAN
AP VLAN
WLAN

4. WLAN WLAN

config wlan enable wlan_id
5. WLAN

config wlan delete wlan_id

Cisco Wirel LAN Controller

[ oL-15301-01-J
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H wLAN
DHCP

WLAN Dynamic Host Configuration Protocol (DHCP) DHCP

DHCP DHCP DHCP
DHCP 2
DHCP
DHCP DHCP
IP
10
DHCP DHCP
Lightweight DHCP
IP DHCP IP
DHCP 43
DNS
IP
Y
7 URL
Controller Deployment Guide
http://www.cisco.com/en/US/products/ps6366/prod_technical_reference_list.html
DHCP
DHCP DHCP
DHCP
DHCP DHCP
DHCP
IP DHCP
DHCP IP
IP

DHCP

DHCP WLAN

DHCP
DHCP AP
DHCP
DHCP
Y
3

Cisco Wireless LAN Controller
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| 6 WLAN

WLAN u
WLAN
WLAN  DHCP WLAN
DHCP
DHCP IP
WLAN  DHCP Addr.
Assignment Required IP
DHCP Addr. Assignment Required DHCP IP
IP
DHCP DHCP
Y
WLAN DHCP
IP
P.5-54
DHCP Addr. Assignment Required
WLAN IP
DHCP IP
DHCP Addr. Assignment Required DHCP IP 0.0.0.0
WLAN WLAN DHCP
IP WLAN
Y
DHCP 4
DHCP GUI CLI
GUI DHCP
GUI DHCP
1 WLAN AP
DHCP GUI AP
P.3-11 GUI
P.3-17
Y
DHCP IP
DHCP IP
Cisco Wirel
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WLAN |

N wLaAN

2 WLANSs

(General)
4 General Status
5 WLAN

6 General Interface

7 Advanced
8 WLAN WLAN

DHCP
IP Addr

A

WLANS

WLAN

Apply

WLANSs > Edit (Advanced)

DHCP Server Override

DHCP

IP

WLAN

DHCP

WLANS > Edit

WLAN

DHCP

DHCP Server

DHCP

DHCP
DHCP

Assignment Required
IP

10 Apply

11 General Status

12 Save Configuration

CLI DHCP
CLI DHCP

1 WLAN

2 WLAN

DHCP

DHCP

config wlan disable wlan_id

Apply

AP

P.3-19

CLI

WLAN

P.3-13

DHCP Addr.

AP
CLI

I Cisco Wireless LAN Controller
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| 6 WLAN

WLAN u
3 WLAN DHCP
config wlan interface wlan_id interface_name
4 WLAN WLAN DHCP
DHCP
config wlan dhcp_server wlan_id dhcp_server_ip_address
o DHCP DHCP
DHCP
show wlan DHCP WLAN
5 WLAN
config wlan enable wlan_id
DHCP
DHCP
DHCP IP
DHCP
1 IP DHCP
DHCP DHCP DHCP
AP
DHCP IP
GUI CLI 16 DHCP
GUI DHCP
GUI DHCP
1 Controller > Internal DHCP Server DHCP Scopes 6-4

6-4 DHCP Scopes

Comirelis: BHCP Seesid | ww |
Lrerverrndl Yirpe Sares Eddrrrs Feal Awaar Tiame Hlafan
liwp bty Timka | [ FT-EBY F8.T- jd Sevabiedl [0 i
Iy Locin & BEEE- BLAE 1 resibind [ +

Cisco Wirel LAN Controller
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N wLaAN

¢

DHCP
Remove
2 DHCP New DHCP Scope > New
3 Scope Name DHCP
4 Apply DHCP Scopes
DHCP Scope > Edit 6-5

6-5 DHCP Scope > Edit

aifiai]na
CIsCo
Cardralle OHCP Sceps * Edt cleh | hpphy |
Enmasal Girgw B B
By dgal Gl dddorin TIT]
Tl il o
P B ddirmin 3064
it ani
St e, Pl & hetmuay TIT]
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sk = E
T T T T T T ] [T
P LT
" hfvamced DR fares TTT] i 6l i [(TTY
hmitaan lyEra ey TIT FIT] RELE
Elafay ST E:
5 Pool Start Address IP
DHCP
IP
6 Pool End Address IP
DHCP
IP
7 Network DHCP
Interfaces

IP

Cisco Wirel LAN Controller
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| 6 WLAN

WLAN ||
8 Netmask
9 Lease Time IP 0 65536
10 Default Routers IP
DHCP
11 DNS Domain Name 1 DNS DHCP
Domian Name System  DNS
12 DNS Servers DNS IP DNS
DHCP IP DNS

13 Netbios Name Servers
Microsoft NetBIOS

14 Status
Disabled

15 Apply

16 Save Configuration

CLI DHCP
CLI DHCP
1 DHCP

config dhcp create-scope scope

S

Enabled

Windows Internet Naming Service WINS

DHCP

DHCP

config dhcp delete-scope scope.

config dhcp address-pool scope start end

S

DHCP

Cisco Wirel

LAN Controller
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N wLaAN

3 DHCP

config dhcp network scope network netmask

4 IP 0 65536

config dhcp lease scope lease_duration

config dhcp default-router scope router_1 [router_2] [router_3]

DHCP

6 1 DNS DHCP Domian Name System
DNS

config dhcp domain scope domain

7 DNS IP

config dhcp dns-servers scope dnsl [dns2] [dns3]

DNS DHCP IP
DNS
8 Windows Internet Naming Service WINS Microsoft NetBIOS
IP

config dhcp netbios-name-server scope winsl [wins2] [wins3]

9 DHCP

config dhcp {enable | disable} scope

10

save config

11 DHCP

show dhcp summary

Scope Name Enabled Address Range
Scope 1 No 0.0.0.0 -> 0.0.0.0
Scope 2 No 0.0.0.0 -> 0.0.0.0

Cisco Wireless LAN Controller
OL-15301-01-J |
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12

WLAN

MAC

MAC

MAC

DHCP

show dhcp scope

Enabled......... ... ... . ...,
Lease Time. ... ...
Pool Start..................
Pool End......... ...
NetworkK.......ooiiiiiia.
Netmask.......oooiiii..
Default Routers.............
DNS DOMaIn. . vvueeenuennenn.

WLAN MAC

o
coooo
coooo
coooo

o
o
o

MAC
WLAN MAC
WLAN  MAC

e config wlan mac-filtering enable wlan_id MAC

¢ show wlan

MAC

MAC

WLAN MAC

e show macfilter

WLAN MAC

WLAN MAC

MAC WLAN

WLAN

¢ config macfilter add mac_addr wlan_id MAC

¢ show macfilter

Cisco Wirel

WLAN

LAN Controller

WLAN

0.0.0.0 0.0.0.0

0 0.0.0.0 0.0.0.0

WLAN

WLAN

RADIUS

MAC

WLAN MAC

MAC

[ oL-15301-01-J
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3
. config wlan blacklist wlan_id timeout
1 65535 0
J show wlan
WLAN
WLAN
. WLAN
config wlan interface {wlan_id | foreignAp} interface_id
WLAN interface_id
foreignAp
. show wlan summary
DTIM
802.11a/n 802.11b/g/n Lightweight
Delivery Traffic Indication Map DTIM
DTIM
DTIM 1
2 1 802.11a/n
802.11b/g/n 100ms DTIM 1
10 100ms DTIM 2
5
VolP
802.11a/n 802.11b/g/n
DTIM 255
255 1 DTIM
100ms  DTIM
100
10

I Cisco Wireless LAN Controller
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802.11a/n 802.11b/g/n DTIM
5.0 WLAN 802.11a/n 802.11b/g/n
DTIM DTIM
WLAN
WLAN DTIM WLAN WLAN
DTIM
5.0
DTIM WLAN
GUI DTIM
GUI WLAN DTIM
1 WLANs WLANS
2 DTIM WLAN
3 Status WLAN
4 Apply
5 Advanced WLANS > Edit (Advanced) 6-6

6-6 WLANSs > Edit (Advanced)

WLAMs WLANE * Edil [l | oty ]
- WL (el ) o) COeE)]  Lbesaced
LT ] ;‘I':'_:-:‘ N e BHLF
B Ll L Dl G | S——
Jeurrerp P + Wranblasdl
usdin S e Trensd DRCF kil Spvgerand [ mwgerwd
R . P Flasagrimsed B P imte line | T 0
L= wgracqui - .
[ emrral - Evplemd L-hﬁ-::.—-m ¥
iFrn Erakis
e o =
Tmsbprfncs &TL e =
CANL R CEE NI ST PR R
:_.::._ Cod plemd -
o I ._:El.“' il BRI ZEeW LD - SN L :':'\'
Tt ini ) RLAEAAR 1 - PERD L =
U
6 DTIM Period 802.11a/n 802.11b/g/n 1 255
1
Cisco Wirel LAN Controller
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7 Apply
8 General WLANS > Edit (General)
9 Status WLAN
10 Save Configuration
CLI DTIM
CLI WLAN DTIM
1 WLAN
config wlan disable wlan_id
2 WLAN 802.11a/n 802.11b/g/n DTIM

config wlan dtim {802.11a | 802.11b} dtim wlan_id

dtim 1 255

3 WLAN

config wlan enable wlan_id

save config

5 DTIM

show wlan wlan_id

WLAN Identifier........ ... ...
Profile Name. ...ttt ittt e eeenenn
Network Name (SSID) & v vt ti i it eeeeeeeeeannns
Status. . i e

DTIM period for 802.1la radiO....eceeeeeesasccs
DTIM period for 802.11b radiO....ceeeeeecccces
Local EAP Authentication......................

employeel
employee
Enabled

I Cisco Wireless LAN Controller
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WLAN ||
4.2
WLAN VLAN 2
VLAN
4.2 WLAN
WLAN
4.2
VLAN
6-7
6-7

232321

WLAN 1 WLAN 1 WLAN 2 WLAN 2

Disable : Drop : Forward Up :
E7Y—E7 FavFoin Ny bklFaritn—3 Ny bET YT
‘IS, bST400h [CRYBESNET, A RY—L R vFIZ
T)yoEnFEY, BESNFET,

e 42

ARP
4.2 ARP
. Hybrid REAP WLAN Hybrid
REAP
Cisco Wirel

[ oL-15301-01-J
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4.2 WLAN
VLAN
GUI
GUI WLAN

1 WLANs WLANS

2 WLAN

3 Advanced WLANS > Edit (Advanced) 6-8

6-8  WLANSs > Edit (Advanced)

| WiLAMNS

= OWILRSG
s, L.

F Wiy el

4 P2P Blocking

¢ Disabled

N

e Drop

WLANS * EdR B _ Eeply |
[(Cmeered | Seowly | Owh| Aframied

::'::-l O = -1

F B Leiad e DniF Gereer [

j=rmag ¥ — Amshizd

i ST, R T EURP TR ST gy [ ——

e i Samagmmsrnd Fromen Braden lisn s @)

Cpgrenafin -

Chaanal oo Bl ::i'l.rml'ill =]

P [ raiin

irf [ham

Emmrree Frmgcuan 0 CHSEE W

trinincn ACL -

'l:' ity Cotaliet -

e e it ] paabind B0 i‘

Fotmstindl & bt | ot | E
VLAN
VLAN

e Forward-UpStream

5 Apply

6 Save Configuration

LAN Controller

i Cisco Wirel

OL-15301-01-J |



| 6 WLAN

WLAN
CLI
CLlI WLAN
1 WLAN
config wlan peer-blocking {disable | drop | forward-upstream} wlan_id
~
GUI
2
save config
3 WLAN
show wlan wlan_id
WLAN Identifier...... ... ..iuininiiiniiieinnnnnnn 1
Profile Name. . ..ottt ittt et e e e e e e e e e e test
Network Name (SSID) .. vt i ittt ieeeeeeeneennn test
StatUS . vt e e e e Enabled
ééér—to—Peer Blocking Action........uuiiueennnn. Disabled
Radio POliCy . ittt ittt e e e e e e e e e e All
Local EAP Authentication...................... Disabled
2
WLAN 2
~
Microsoft Wireless Configuration Manager ~ 802.1X 40
104 WLAN 128
WEP
WEP WLAN WEP
e 802.1X
config wlan security 802.1X disable wlan_id
e 40/64 104/128 128/152 WEP

Cisco Wirel LAN Controller
[ oL-15301-01-J
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config wlan security static-wep-key encryption wlan_id {40 | 104 | 128} {hex | ascii} key key_index
40/64 104/128 128/152 40 104
128 104/128
WEP hex ascii
40 /64 WEP 10 16 0 9 a f A F
5 ASCII 104 /128 26
16 13 ASCII 128 /152 32 16
16  ASCII
1 4
802.1X
Extensible Authentication Protocol EAP;
802.1X WEP WLAN  802.1X
Y
Lightweight LEAP CiscoSecure Access
Control Server ACS RADIUS Cisco-Aironet
. WLAN show wlan wlan_id WLAN
802.1X 2
802.1X WLAN
e 802.1X
config wlan security 802.1X {enable | disable} wlan_id
802.1X EAP
EAP
e WLAN 802.1X
config wlan security 802.1X encryption wlan_id [40 | 104 | 128]
40/64 40
104/128 104
128/128 128
WEP WEP WLAN
WEP WLAN 4 WEP
WLAN WEP WEP WEP WLAN
. WEP WEP
. WEP WEP 2
Web
WEP WEP 2 Web

I Cisco Wireless LAN Controller
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WLAN u
WPA1 WPA2
Wi-Fi WPA WPA1 WPA2 LAN
Wi-Fi Alliance
WPA1 IEEE 802.11i
WPA2 IEEE 802.11i Wi-Fi Alliance

WPAL Temporal Key Integrity Protocol TKIP Message
Integrity Check MIC WPA2 Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol Advanced Encryption Standard

AES-CCMP WPA1 WPA2 802.1X

PSK CCKM 802.1X+CCKM
e 802.1X IEEE LAN 802.1X for 802.11
802.1X 802.1X
RADIUS
802.1X 802.1X
e PSK PSK WPA WPA
Pairwise Master Key PMK;
e CCKM Cisco Centralized Key Management CCKM
150 ms

CCKM
CCKM
VoIP Enterprise Resource Planning ERP  Citrix
CCKM CCXv4 CCKM CCKM
~
4.2 CCX 1 5
CCcX WLAN
CCX
CCKM CCXv4 V5
CCX Cisco Client Extensions P. 6-37
e 802.1X+CCKM 802.1X
RADIUS 802.1X
802.1X CCKM
WLAN CCKM RADIUS
CCKM CCKM
802.1X+CCKM CCKM
WLAN WPA1 WPA2 802.1X/PSK/CCKM/802.1X+CCKM
WLAN WPAL WPA2
802.1X/PSK/CCKM/802.1X+CCKM
WPA1L WPA2
1 2
Cisco Wirel LAN Controller

[ oL-15301-01-J
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N wLaN
WPA1 WPA2 AES TKIP
TKIP  WPA1 AES WPA2
WPA1  WPA2 GUI CLI
GUI WPA1 WPA2
GUI WLAN  WPA1
1 WLANs WLANS
2 WLAN WLANS > Edit
3 Security Layer 2 WLANS > Edit Security > Layer 2

6-9

6-9 WLANS > Edit Security > Layer 2

CISCO
WLAMNT WLANE > Edit ik | Al |
- WSS [ Cmerd | Seowhr |Gl | Adsenond |
AT Lawer 3 | bawerd | AAM Seevers
B il g il
LEper § Geogdy SRLaWPA] =
T Tl
mih e apuEn Dars El s
L] Fliry (o
WL B s ke Ll vuge
[ ] i -
FEa Pormph RETIE -
=
R
4 Layer 2 Security WPA+WPA2
5 WPA+WPA2 Parameters WPA Policy WPAL
WPAZ2 Policy WPA2
WPA1 WPA2
WPAL1 WPA2 WPA1 WPA2
7
6 WPA1 WPA2 AES AES
TKIP TKIP
WPAL1 WPA2 TKIP AES

LAN Controller

i Cisco Wirel
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10

Auth Key Mgmt
CCKM PSK 802.1X+CCKM.

7 PSK PSK Format

WPA
ASCII 64 16

Apply

Save Configuration

CLI WPA1 WPA2

CLI WLAN  WPAl1 WPA2

WLAN
config wlan disable wlan_id
WLAN WPA
config wlan security wpa {enable | disable} wlan_id
WLAN WPA1
config wlan security wpa wpal {enable | disable} wlan_id
WLAN WPA2

config wlan security wpa wpa2 {enable | disable} wlan_id

WPAL1 WPA2 AES TKIP

e config wlan security wpa wpal ciphers {aes | tkip} {enable | disable} wlan_id
e config wlan security wpa wpa2 ciphers {aes | tkip} {enable | disable} wlan_id

WPAL WPA2 TKIP AES

802.1X PSK CCKM
config wlan security wpa akm {802.1X | psk | cckm} {enable | disable} wlan_id
802.1X
6 PSK

config wlan security wpa akm psk set-key {ascii | hex} psk-key wlan_id

WPA 8 63 ASCII 64

Cisco Wirel LAN Controller

WLAN ||

802.1X

ASCII HEX

16
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8 6 CCKM PMK
AAA
WLAN
show pmk-cache all
PMK-CCKM Cache
Entry
Type Station Lifetime VLAN Override IP Override
CCKM 00:07:0e:b9:3a:1b 150 0.0.0.0
9 WLAN
config wlan enable wlan_id
10
save config
CKIP
Cisco Key Integrity Protocol CKIP IEEE 802.11
CKIP IEEE 802.11
MIC
4.0 CKIP
WLAN Aironet IE
Lightweight Aironet IE
CKIP [
MMH MIC ] CKIP
v
MMH MIC
WLAN CKIP
WLAN CKIP MMH MIC
WLAN
CKIP
CKIP 5 13 16
16
Lightweight
CKIP
CKIP GUI CLI

Cisco Wireless LAN Controller
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GUI CKIP
GUI WLAN  CKIP
1 WLANSs WLANS
2 WLAN WLANSs > Edit
3 Advanced
4 Aironet IE WLAN Aironet IE Apply
5 General
6 Status WLAN
Apply
7 Security Layer 2 WLANS > Edit  Security > Layer 2
6-10

6-10 WLANSs > Edit Security > Layer 2

CIsCD

WL AMNT WILARE + Ed¥t """'lJ hpes
» WLt N Yo [
Wk

L T T |

Loyer § Seoardy P -
L Pl iy
AUAR Fspmsrinns d
RS 1T (e e g L= Pl D ity CoF wws [Py Indeas 00
e

HE L] il =

Fiy Bl i —r— 'E"'
8 Layer 2 Security CKIP
9 CKIP Parameters Key Size CKIP

Not Set 40 bits 104 bits
Not Set

10 Key Index 4

Cisco Wirel LAN Controller
[ oL-15301-01-J
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11 Key Format ASCII HEX Encryption Key
40 5 ASCII 10 16
104 13 ASCII 26
16
12 WLAN MMH MIC MMH Mode
13 CKIP Key Permutation
14 Apply
15 General
16 Status WLAN
17 Apply
18 Save Configuration
CLI CKIP
CLl WLAN  CKIP

1 WLAN

config wlan disable wlan_id
2 WLAN Aironet IE

config wlan ccx aironet-ie enable wlan_id
3 WLAN CKIP

config wlan security ckip {enable | disable} wlan_id
4 WLAN CKIP

config wlan security ckip akm psk set-key wlan_id {40 | 104} {hex | ascii} key key_index
5 WLAN CKIP  MMH MIC

config wlan security ckip mmh-mic {enable | disable} wlan_id
6 WLAN CKIP

config wlan security ckip kp {enable | disable} wlan_id

I Cisco Wireless LAN Controller
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WLAN u
7 WLAN
config wlan enable wlan_id
8
save config
3
WLAN 3
Layer 2 Tunneling Protocol L2TP; 2 IPSec
4.0
VPN
GUI VPN
GUI WLAN VPN
1 WLANs WLANS
2 VPN WLAN WLANSs > Edit
3 Security Layer 3 WLANS > Edit Security > Layer 3
6-11

6-11 WLANSs > Edit Security > Layer 3

WLANMT WiILAME = Bl -_.'.‘_l m |
AT | Gamarel  ecwite | GaS | Advesind
AT LLavew R | Lawerd | ARAServers. |

¥ R i

iwjar 1 iemamy | Pl Bani- Tioaagh =

wwk Fobcy 0
FPS Faric Thiasgl
EFN @ emay R A AE a_
g
4 Layer 3 Security VPN Pass-Through

Cisco Wirel LAN Controller
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5 VPN Gateway Address VPN
IP
6 Apply
7 Save Configuration
CLI VPN
CLI WLAN VPN
e config wlan security passthru {enable | disable} wlan_id gateway
gateway VPN IP
. show wlan
Web
IPSec VPM WLAN Web
Web SSL WLAN
Y
Web 2 +WEP WPA-PSK
802.1X
Y
Web HTTP HTTPS Web
HTTPS
HTTP
Y
WLAN Web
DNS
DNS VLAN
Intrusion Detection System IDS;
GUI Web
GUI WLAN  Web
1 WLANSs WLANS
2 Web WLAN WLANS > Edit

Cisco Wireless LAN Controller
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3 Security Layer 3 WLANS > Edit Security > Layer 3
4 Web Policy
5 Authentication
6 Apply
7 Save Configuration
CLI Web
CLI WLAN  Web
e config wlan security web {enable | disable} wlan_id
e Web show wlan
WLAN QoS
Cisco UWN Solution ~ WLAN 4 QoS Platinum Gold
Silver Bronze Silver
WLAN  Platinum QoS WLAN  Bronze QoS
QoS
WLAN QoS 802.11e User Priority UP
UpP WMM
WMM 6-1
QoS UP LAN IP DSCP
6-1 QoS
AVVID 802.1p UP
AVVID IP DSCP |AVVID 802.1p UP |IEEE 802.11e UP
- 7 —
LWAPP 48 6 7
802.11
46 EF 5 6
34 AF41 4 5
26 AF31 3 4
Gold 18 AF21 2 2
Gold 20 AF22 2 2
Gold 22 AF23 2 2
Silver 10 AF11 1 1
Silver 12 AF12 1 1
Silver 14 AF13 1 1
0 BE 0 0,3
Cisco Wirel LAN Controller
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6-1 QoS
AVVID 802.1p UP
AVVID IP DSCP |AVVID 802.1p UP |IEEE 802.11e UP
2 0 1
4 0 1
6 0 1
GUI CLI WLAN QoS
GUI WLAN QoS
GUI WLAN QoS
1 GUI QoS P. 4-51
1 QoS
2 WLANs WLANS
3 QoS WLAN
4 WLANSs > Edit QoS
5 Quality of Service QoS
e Platinum
e Gold
e Silver
e Bronze
e Silver
6 Apply
7 Save Configuration
CLI WLAN QoS
CLI WLAN QoS
1 CLI QoS P. 4-53
1 QoS
2 QoS WLAN

config wlan gos wlan_id {bronze | silver | gold | platinum}

Silver

I Cisco Wireless LAN Controller
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save config
QoS  WLAN
show wlan wlan_id
WLAN Identifier. ... ...ttt 1
Profile Name. ...ttt it et e e e e e e e e e eee e test
Network Name (SSID) .. vttt ii ittt eeeeeeeeneenn test
SEaLUS . ottt e Enabled
MAC Filterinmg. @ oo ittt ettt e e et et e e e e eeeeea Disabled
Broadcast SSID. . ...ttt ettt e Enabled
AAA Policy OVerride. ... im ettt et Disabled
Number of Active Clients............ouiiiiuenn.n. 0
Exclusionlist. ... e Disabled
Session TimeOUL . ... v vttt ittt ittt e e 0
Interface. . i e e e e e management
WLAN ACL . & ittt ettt et e ettt et ettt e et ettt e unconfigured
DHCP SeIVeL . it ittt ittt ittt ettt ettt et i iieee e 1.100.163.24
DHCP Address Assignment Required................. Disabled
Quality Of ServicCe...ccceeeeeeecccssoscscccccccnnas Silver (best effort)
MM . oot e e e e e e e e e e e e e e e e e e e e e e e e e e e Disabled
QoS Enhanced BSS
QoS Enhansed Basis Service Set QBSS IE
7921 7920 QBSS
2 QBSS
e 802.11E QBSS Cisco 7921 IP Phone Wi-Fi
Multimedia WMM
e 802.11b/g Cisco 7920 IP Phone 7920
7920 2
Call Admission Controll CAC;
7920
7920
CAC
7920 7920
CAC
CAC Information Element IE; QBSS IE
GUI Cul QBSS QBSS

Cisco Wirel LAN Controller
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QBSS
WLAN  QBSS
e 7920 CAC WMM
7920
7921 WMM Traffic Specifications TSPEC
7921 CAC
CAC
7921 WMM 7920
7921 7920
CAC 7920 AP CAC WMM
Policy  Allowed 7921 7920
Y
CAC 4
7921 7920 Wireless IP Phone
Cisco 7921 7920 Wireless IP Phone
e Dynamic Transmit Power Control DTPC IE config 802.11b dtpc enable
DTPC IE
7921 7920
e 7921 7920 Cisco Centralized Key Management CCKM
e WEP 7921 7920
7921 7920 128 WEP 104
. 7921 CAC WLAN WMM
Policy  Required
GUI QBSS
GUI QBSS
1 WLANSs WLANS
2 WMM WLAN
3  WLANSs > Edit QoS WLANSs > Edit  Qos

6-12

I Cisco Wireless LAN Controller
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6-12 WLANSs > Edit QoS

WLAMT WLAMY > Efil [ Emak | Ay |
=t [ Comeral | Spmwly | Ges [ ldeemod
b I..l.:urd Oualfy o Toeme ((ul)  Liver [beok ool w
PRI :‘;-'. .'-'“:-‘a-u-:
TG el Dk T i
#
4 7291 WMM WMM
WMM Policy
e Disabled WLAN WMM
e Allowed WLAN WMM
e Required WMM WMM
WLAN
o WLAN  WMM 2 LWAPP
WMM QoS VLAN ID
0 802.1q PRI
3 LWAPP LWAPP IP DSCP
VLAN
IDO VLAN
IDO WMM
2 LWAPP
2
WMM
WMM
3 LWAPP
5 CAC 7920
7920 AP CAC
6 CAC 7920
7920 Client CAC
o WLAN WMM CAC
7 Apply

Cisco Wirel LAN Controller
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8 Save Configuration
CLI QBSS
CLI QBSS
1 OBSS WLAN ID

show wlan summary

2 WLAN

config wlan disable wlan_id

3 7921 WMM WMM

config wlan wmm {disabled | allowed | required} wlan_id

¢ disabled WLAN WMM
e allowed WLAN WMM
* required WMM WMM
WLAN
Y
WLAN WMM 2 LWAPP
WMM QoS VLAN ID
0 802.1q PRI
3 LWAPP LWAPP IP DSCP
VLAN
IDO VLAN
IDO WMM
2 LWAPP
2
WMM
WMM
3 LWAPP
4 CAC 7920
config wlan 7920-support client-cac-limit {enable | disable} wlan_id
Y
WLAN WMM CAC

Cisco Wireless LAN Controller
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CAC 7920
config wlan 7920-support ap-cac-limit {enable | disable} wlan_id
WLAN
config wlan enable wlan_id
save config
WLAN Dot11-Phone Mode (7920)
show wlan wlan_id
IPv6
6 IPv6 TCP/IP
4 IPv4
IP
IPv6
128 32 IPv4
GUI CLlI
WLAN  IPv6
IPv6
IPv6
* |Pv6 4400
Cisco WiSM Catalyst 3750G LAN
* |Pv6 3 None
. Hybrid REAP  IPv6
Hybrid REAP
. IPv6
IPv4 IPv6
. 4.2 WLAN IPv6 IPv4 Web
WLAN IPv6
IPv4 Web IPv4
Web IPv6
IPv6 Web WLAN
2 3 6-13
IPv6 IPv4 Web WLAN
Cisco Wirel LAN Controller
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N wLaAN
6-13 IPv6 IPv4 Web
Cisco Unified
Cisco Unified Unity #—/\
CallManager Ay Wes
SE
ATS5yva R=T
E7F WLAN 2
) IPv4 ¥ 54 7> bk - Web £83 S
T—% WLAN \ o
IPV6 95 A 7 b- b330 9N TYyOENhET,
Y
GUI  CLI Security Policy Completed Web
No for IPv4 (bridging allowed for IPv6)
GUI  Clients > Detail show client detail CLI
GUI IPv6
GUI WLAN  IPv6
1 WLANs WLANS
2 WLAN WLANS > Edit
3 Advanced WLANSs > Edit Advanced tab 6-14

I Cisco Wireless LAN Controller
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6-14 WLANSs > Edit Advanced
WLANMT WL AMY > Bt o Eank appiy |
= Sl by [ Comeral | Sy [ QS| Adised
¥ Bipasied eetrogl s P —
DSHCF Garver [m -
otearatior el ST =
trskle Daims Tormd =, Dk Rt hmvigreses [ wpacerd
Y pepren Teepnd Epcnl MHamagrmmesd # rame Frode Gean |55 F]
Erwrad 1T bl i
!'L;—'N:“ [ itretied ol L] |
[LES ) BT RS |l | ::—:;'l [orsny -
rre gl LMeme
:‘HMH [ ] -
Thaeed B phgpe 4 = as
e . Trramad i shaw (e %
4 WLAN IPv6 IPv6 Enable
5 Apply
6 Save Configuration
CLI IPv6
CLI WLAN  IPv6
config wlan IPv6support {enable | disable} wlan_id
Cisco Client Extensions
Cisco Client Extensions CCX
CCX
4.2 CCX 1 5
CCX
CCX
WLAN WLAN
CCX Aironet IE

Cisco Wirel

LAN Controller
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Aironet IE Aironet IE 0x85
WLAN
Aironet IE 0x85 Aironet IEs 0x85 0x95
IP IP
GUI CLI CCX Aironet IE WLAN
CCX
Y
CCX AP1030
GUI CCX Aironet IE
GUI WLAN  CCX Aironet IE
1 WLANSs WLANS
2 WLAN WLANS > Edit
3 Advanced WLANSs > Edit Advanced tab 6-14
4 WLAN  Aironet IE Aironet IE
5 Apply
6 Save Configuration
GUI CCX
CCX
CCX
CCX
2 CCX 4
GUI
CCX
1 Monitor > Clients Clients
2 MAC Clients > Detail

6-15

I Cisco Wireless LAN Controller
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LAN Controller
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N wLaN
CLI CCX Aironet IE
WLAN  Aironet IE
config wlan ccx aironet-ie {enable | disable} wlan_id
enable
CLI CCX
CcX
show client detail client_mac
WLAN
WLAN
WLAN WLAN
WLAN WLAN
WLAN
WLAN
GUI WLAN
WLAN
1 Wireless > Access Points > Radios > 802.11a/n 802.11b/g 802.11a/n
802.11b/g Radios
2 Configure
802.11a/n 802.11b/g Cisco APs > Configure 6-16
6-16 802.11a/n Cisco APs > Configure
WILAN Uvammide
wlLAN Cwerride enahle
ID WLAN S50 el
1 secure-i [+]
? o test | g
3 WLAN Override Enable WLAN
Disable
4 3 WLAN
WLAN

Cisco Wireless LAN Controller
OL-15301-01-J |
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WLAN
5 Apply
6 Save Configuration
CLI WLAN
CLlI WLAN
1. WLAN
config ap wlan {enable | disable} {802.11a | 802.11b} Cisco_AP
2. WLAN
config ap wlan add {802.11a | 802.11b} wlan_id Cisco_AP
WLAN 1
WLAN
VLAN
VLAN
WLAN 6-17
VLAN
Y
VLAN
ACL
Y
VLAN
IGMP
Cisco Wirel LAN Controller

[ oL-15301-01-J



6 WLAN

N wLaAN

6-17

= S5ID S HaF
Al Serala

e it
| &P =7 | =
| VLAN &2

. P

=
F
,

’-F

=

#
E
VAN 151 VLAN 82 WLAM B
6-17 3 3 VLAN VLANG61 VLAN
62 VLAN 63 3
VLAN SSID
SSID VLAN
IP VLAN
61
IP
6-17 3
WLAN IP

Cisco Wirel LAN Controller
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WLAN u
1. VLAN
6-17 VLAN 61 62
63
3
2, P.6-43
3.
P. 6-45
1 WLAN WLAN
GUI
GUI
1  WLANSs > Advanced > AP Groups VLAN AP Groups VLAN
6-18

6-18 AP Groups VLAN

WA AP Groups VILAM _pply |
= WL
AP Gronges YLAN Fesiure [nakis O
= Rdlwasced
P G, FLEN AF Liwag "saie AF Liaug D siglian
L] n
Tl L B a
B s i el iy a
‘: - o
= =]
i g FamdRily a
e a
AF errup Samn
A e
i i gl b e
Crmade wew &P Vi

2 AP Groups VLAN Feature Enable

3 AP Group Name

4 AP Group Description

Cisco Wirel LAN Controller
[ oL-15301-01-J



6 WLAN

N wLaAN

5 Create New AP-Group

Y

Remove

AP Groups VLAN

6-19

AP Groups VLAN

6-19

WL AN AP Groupd YLAN & B J paly |
iy
LAl AR PTG YAl ot
T Riwakiad
PR Bl AF Croug Duscripgiion  &ibes Feeds m Sepgp LB
E A
I L AR Tskarrfar S
i FTE AT T <]
Bl Iebrrfan e Sappieg |
WLAN BRI inplinas] =
— )
N gt o ™ e g - 4
=
7 WLAN WLAN SSID

9 Add Interface-Mapping

N

Interface Name

WLAN

Remove

10
11 Apply
12

13 Save Configuration

LAN Controller

i Cisco Wirel
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WLAN ||

CLI
CLI
config ap group-name group_name
GUI CLlI
GUI
GUI
1 Wireless > Access Points > All APs All APs
2 All APs > Details
3 Advanced All APs > Details Advanced 6-20
6-20 All APs > Details (Advanced)
WIreleEnE AH APg * Dwimia Tar WJ-1130C -1 B5A3E chei | hpply |
A | Gewrel | newstery | WOREAR | ddvesird
. ‘ I LEEFT SR et 2 B g - Famrr flars [ Irraes Sellicge
haad Copariry Conlu Y (Lmainaf Dhydgn = Pans lmaaliard Slute
HEE AP Gresas i i _l g DPaiTod TR a
Con el g =e e |
F i lals Bl id ot .
¥ 07N Ekfgra W Freva Pabdeman (3] skual FIW [
C snire A Crpgn Namme -
Torerr Habon Terar L o
LE-T01 E
4 AP Group Name
5 Apply
6 Save Configuration
CLI

CLI

config ap group-name group_name ap_name

Cisco Wirel

LAN Controller

[ oL-15301-01-J



6 WLAN

N wLaN
802.1X Web
802.1X Web WLAN
Web
Web
Web 802.1X
Web RADIUS
RADIUS Cisco AV-pair "url-redirect”
URL Cisco AV-pair "url-redirect-acl"
ACL ACL
ACL
URL
RADIUS "url-redirect"”
~
Web 802.1X WPA+WPA2 2
WLAN
RADIUS GUI CLI
Web
Web
Web 802.1X
Web
RADIUS RADIUS
Cisco AV-pair "url-redirect” URL
RADIUS "url-redirect"
)
Web 802.1X WPA+WPA2 2
WLAN
RADIUS GUI CLI
Web

I Cisco Wireless LAN Controller
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WLAN
RADIUS
RADIUS
o CiscoSecure ACS RADIUS

1 CiscoSecure ACS Group Setup

2 Edit Settings

3 Jump To RADIUS (Cisco 10S/PIX 6.0) 6-21

6-21 ACS

o} Liscobecure ALY - Mecrosolt Intermiet Leplorer

Fin Bt Yew  Favete  Took e

aback + = - Q) 3] | DiSeach Sifevortes @eeds | 4 O

Buldress h] bt ffUET 0D 04T20

buse Sunes  Group Setup
L

Jtuuﬁ I

Clerno 108 /PIX G.x RADILUS sttrihutes

 [ooswooz] ciceo=awr=pair
ur l= :J
redireec=heep: /192 068, 141,15
faefault. htm UL l-credicect-

m=l=aa

=

I [00%,101] cisee-hI23-credit-amount

I [00%4102] cisco=-hI2A=cradhl=lms

I [oosh102] cicco=hE23=rotwn=code

T [ooss104] cizea-RE 1-pramgt-id

M [a6e,105) cisco-h333-day-and-tima

TR

4 [009\001] cisco-av-pair

LAN Controller

[ oL-15301-01-J



6 WLAN
N wLaN
5 [009\001] cisco-av-pair Cisco AV
URL Web
url-redirect=http://url
url-redirect-acl=acl_name
GUI Web
GUI Web Web
1 WLANSs WLANS
2 WLAN WLANSs > Edit
3 Security Layer 2 WLANS > Edit  Security > Layer 2
4 Layer 2 Security 802.1X WPA+WPA2
5 802.1X WPA+WPA
6 Layer3 WLANS > Edit Security > Layer 3 6-22
6-22 WLANSs > Edit Security > Layer 3
WL AN WLAHE > Ed¥l [l | oty ]
- W e R L L
| Rapar? | Laweed | AASeven
F oEfresaea]
Leper §F Baqardy | berw -
FFl s iy
T krariophen
Pl P gl
Lpiack Fage woh Busflrasd
Fragutrnom- 201 Byprg ot -]
Gupreraly Ginkedl Costy [ raile A-\.
7 Layer 3 Security None
8 Web Policy
Cisco Wirel LAN Controller
6-48
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| 6 WLAN

WLAN
9 Web Web
Conditional Web Redirect Splash Page Web Redirect
10 Preauthentication ACL
RADIUS ACL
11 Apply
12 Save Configuration
CLI Web
CLI Web Web
1 Web

config wlan security cond-web-redir {enable | disable} wlan_id

2 Web

config wlan security splash-page-web-redir {enable | disable} wlan_id

save config

4 WLAN  Web

show wlan wlan_id

WLAN Identifier..... ... ... 1
Profile NamMe. .o u vttt ettt e et ettt ettt eeeeenenn test
Network Name (SSID) ... vvitiiti i iiteinnnennnnn test

Web Based Authentication...............eeeuenen... Disabled
Web-Passthrough. .. ... ittt et e e e e e Disabled
Conditional Web Redirect......ccceeeeeeeecccccnns Disabled
Splash-Page Web Redirect.....ccceeeeeeccccccccncns Enabled

Cisco Wirel LAN Controller
[ oL-15301-01-J



N wLaAN

6 WLAN
WLAN
WLAN
WLAN RADIUS
RADIUS
1 WLANs WLANS
2 WLAN WLANSs > Edit
3 Security AAA Servers WLANS > Edit Security > AAA Servers
6-23
6-23

WLANS > Edit Security > AAA Servers

I|1ll|||-

WLANS WiLANS = Edit < mack | Asply |
- WLANT | Gemersl | Sequrtly | QeS| Advanced
ELANN = a5
| Layer? | Layer3 | Ak Servers
B Adwanced
Brlect ARA wrrwerd brles 1o overisde sue ol defoel semeery dolm Bhis W) AN
Badius Serrwrey LBAP Seirvers
Amthrmiic #®ion Servers Accaunbing Seeeeems Sarvar | Aot L
El prasied B L [ =
Sarvir 1 | i Pk 5 Eerear ) | More
Server 2 | Noew = L
Sarvar 3 | e P W
paral FAF &infe ninn b -
Local AP Aysestication g nasbied E

ra
s

4 Accounting Servers  Enabled

5 Apply

6 Save Configuration

i Cisco Wirel LAN Controller
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. P.7-2

. P.7-4

e Cisco Aironet p.7-8

e Autonomous Lightweight P.7-9

e Cisco P.7-22

. P.7-29

. p.7-32

. -J -U P.7-38

. P.7-41

. Location Optimized Monitor Mode LOMM P.7-42
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. P. 7-48

e Power over Ethernet P.7-51
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Cisco Wirel LAN Controller
[ oL-15301-01-J



7 Lightweight |

Cisco Lightweight Lightweight LWAPP
Lightweight
LWAPP LWAPP
LWAPP
LWAPP
)
1100 1300
4.0.155.0 1120 1310
4.0.155.0
N
Cisco CLI
Y
Lightweight
Lightweight

e Layer 3 LWAPP
2 MAC IP UDP

e Layer 2 LWAPP

MAC
2 LWAPP 3
e Qver-the-air provisioning OTAP Cisco 4400
LWAPP
IP
i IP
IP
IP
e DHCP DHCP 43
IP
DHCP DHCP 43 DHCP
43 P.7-14

Cisco Wireless LAN Controller
OL-15301-01-J |



| 7 Lightweight

| |
e DNS Domain Name Server DNS;
CISCO-LWAPP-CONTROLLER.localdomain IP
DNS localdomain
DHCP IP DNS DNS
CISCO-LWAPP-CONTROLLER.localdomain DNS
IP
GUI
1
a. Controller > Advanced > Master Controller Mode Master Controller
Configuration
b. Master Controller Mode
c. Apply
d. Save Configuration
2 ARP MAC
3
4
Master Controller Configuration Master
Controller Mode
CLI
1
config network master-base enable
2 ARP MAC
3

Cisco Wirel LAN Controller
[ oL-15301-01-J



7 Lightweight |
|
4
config network master-base disable
Cisco 10S Cisco
show debug
5.0
5.0
5.0
Y
5.0 1100 Lightweight
VxWorks
N

I Cisco Wireless LAN Controller
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GUI

GUlI

GUI

GUI

7-1 AP Configuration > AP Credentials

Wrelsn AP Configuretion = &F orederdialy
= Rrrens P T s FIRETL
& .-. i Fgywa=ary TerTT
= Froshin Fagamerd  womman
[ —tw
Username
Password

Enable Password

Apply to All AP

Save Configuration

a. Access Points > All APs

b.
7-2

Cisco Wirel

7-1

Wireless > Access Points > AP Configuration > AP Credentials
> AP Credentials

All APs

LAN Controller

Ll L.

. d

AP Configuration

All APs > Details

[ oL-15301-01-J
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7-2

All APs > Details

CISED
Wlrelene

= RidwEa s Pl

sk

VT AP vy
[ESEETI
LUERELTET
[
Thmery

" Gak

c. AP Credentials

N

Username Password

&E APy = Cipbpiiy

Lraw=al
AP larem e
Lt el it S b
P ML Ladiwnt B A 4l e
Bk § g2 Mgl LE:&8 bn 5 om
e L
e ot el -
e o Tlakaa {12
Pt el
Frimgep Cprirpies By drorit ddis

e LT

drorih adia

Terhmrp Tpsirain fgra

L
e 28 S T

[t ]

Fipimird

Frmiin B pmmed

L]

Override Global Credentials

Enable Password

Lsmeh | [ ey |
-
Werniman
TaePtm e e 1
Bt Bt
197 wermam IR EBh ST
Py [0 B LEAR
1¥ Canbig
IF Bisdrmia I BN
Tk B ||
Thend §lalalh @
uF Fams TH IS TN
gyl Lynespny Tew LR ¥
Cnrels s Lt 04 50 b B s 0
-
w
=
&

e. Apply

f. Save Configuration

N

Override Global Credentials

LAN Controller

i Cisco Wirel
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||
CLlI
1
config ap mgmtuser add username user password password enablesecret enable_password all
2
config ap mgmtuser add username user password password enablesecret enable_password Cisco_AP
S
config ap mgmtuser delete Cisco_AP
AP reverted to global username configuration
3
save config
4
show ap summary
Number of APS. ... ..ttt e 1
Global AP User NaAME...ccceceecccsssssccccccsssssss globalap
AP Name Slots AP Model Ethernet MAC Location Port Country
HReap 2 ATIR-AP1131AG-N-K9 00:13:80:60:48:3e default location 1 us
N
Global AP User Name Not
Configured
5

show ap config general Cisco_AP

Cisco Wirel LAN Controller
[ oL-15301-01-J
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W Cisco Aironet

¢

Cisco AP Identifier........ .o iiiiiiinnnnnn. 0
CISCO AP Nae. ¢ ¢ vt et e iete et tiieeteeeeeeennnens HReap
AP USer MOAE@....cceeeeeeeenccccccncosccsocosccnsns AUTOMATIC
AP UseYr NaAmMe...occeeeecccccssssososcsccccssssssnssss globalap
)
AP User Mode
Automatic
Customized

Cisco Aironet

URL

5.0 Cisco Aironet

http://www.cisco.com/en/US/products/ps6548/tsd_products_support_series_home.html

I Cisco Wireless LAN Controller

OL-15301-01-J |
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| 7 Lightweight

Autonomous Lightweight ||
Autonomous Lightweight
Cisco Aironet 1100 1130AG 1200 1240AG 1300
Autonomous Lightweight
Lightweight
Lightweight Upgrading Autonomous
Cisco Aironet Access Points to Lightweight Mode

URL

http://www.cisco.com/en/US/products/hw/wireless/ps430/prod_technical_reference09186a00804fc3dc.html

Lightweight
Lightweight
. 2006 4400 WiSM
Autonomous Lightweight
Cisco 2006 4400 Cisco WiSM
e Lightweight Wireless Domain Service WDS;
Cisco LAN
WDS
WDS
. 4.2 Cisco Lightweight
16 BSSID 16 LAN
8 BSSID 8
LAN
1 16 ID LAN
e Lightweight 2 LWAPP
Lightweight DHCP DNS IP
IP
. Lightweight
e 1130AG 1240AG hybrid REAP
12
J SSC Cisco
WisM 1
SSC Cisco WiSM
SSC GUI AP Policies
Security > AAA > AP Policies AP Authorization List ~SHA1 Key Hash SSC
7-3 1 GUI
Add AP to Authorization List  SHAL Key Hash
Cisco WiSM WCS SSC

Cisco Wirel LAN Controller
[ oL-15301-01-J
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W Autonomous Lightweight
Lightweight Autonomous
Autonomous Lightweight
Autonomous Cisco 10S Cisco 10S 12.3(7)JA
Lightweight Autonomous
Cisco 10S
TFTP Cisco 10S
Cisco 10S TFTP
LAN Lightweight
1 CLlI
2

config ap tftp-downgrade tftp-server-ip-address filename access-point-name

3 CLI GUI
MODE TFTP
MODE Reset TFTP Cisco 10S
Lightweight Autonomous
1 TFTP PC 10.0.0.2  10.0.0.30 IP
2 PC TFTP 1200
¢1200-k9w7-tar.123-7.JA.tar TFTP
3 1200 TFTP

¢1200-k9w7-tar.default

4 5 CAT5 PC

6 MODE

Cisco Wireless LAN Controller
OL-15301-01-J |
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Autonomous Lightweight ||
)
MODE
MODE Lightweight
Reset P. 7-20
7 MODE LED 20 30 MODE
8 LED LED
9 GUI CLI
MIC
SSC RADIUS
SSC
Lightweight LWAPP
X.509
LWAPP X.509
2005 7 18 Cisco Aironet MIC
Lightweight
SSC
SSC RADIUS
MIC
RADIUS MIC
RADIUS MAC
MAC
000b85229a70
000b85229a70
Y
MAC
RADIUS MIC
MIC

Cisco Wirel

LAN Controller

[ oL-15301-01-J
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W Autonomous Lightweight

S

MAC RADIUS AAA
AAA
GUI
GUI
1 Security > AAA > AP Policies AP Policies 7-3

7-3 AP Policies

SaELEmy AP Fobsiea sgwir J il |
ey
f Prsicy Canfigarstien
- B AF) agmesd LLE [T
B e Legaaid £ aews e = prabled

ol P ey L L LT
b Locad &P oS
¥ Prissiity Cnler f et wle
ki Al e LI 1 Gl Bwp Haak
T 3 [ o RN LTS B Lo bl D I Tl B8 T g T ol Tl 1 1mad Wip I i Be =2 ;{':
5 AR Praleitias ry
Dsthiies "
2 AAA RADIUS Authorize APs Against
AAA
3 SSC Authorize Self Signed Certificate (SSC)
4 Apply
5
a. Add Add AP to Authorization List
b. MAC Address MAC
c. Certificate Type MiIC SSC
d. Add
Remove

Cisco Wirel LAN Controller
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Autonomous Lightweight

A

Search by MAC
MAC Search

CLI
CLI

1

config auth-list ap-policy {authorize-ap {enable | disable} | ssc {enable | disable}}
2

config auth-list add {mic | ssc} ap_mac [ap_key]

ap_key 20 40

A Y

config auth-list delete ap_mac

3

show auth-list

Authorize APs against ARAA .. ...ttt eeennneenn enabled

Allow APs with Self-Signed Certificate (SSC) .... enabled

Mac Addr Cert Type Key Hash

00:0b:85:57:c9:f0 MIC

00:13:80:60:48:3e SScC ecefbb0622ef76c997ac7d73e413eed99e24769%e

Cisco Wirel LAN Controller
[ oL-15301-01-J
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W Autonomous Lightweight
DHCP 43
Cisco Aironet DHCP 43 Type-Length-Value TLV
DHCP DHCP Vendor Class ldentifier VCI;
ID DHCP
60 7-1 Lightweight Cisco VCI
7-1 Lightweight VCI
VCI

Cisco Aironet 1130 Cisco AP ¢1130

Cisco Aironet 1200 Cisco AP ¢c1200

Cisco Aironet 1240 Cisco AP c1240
TLV

* Type 0xf1 241

e Length IP *4

e Value IP
DHCP 43 DHCP

Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode DHCP
43
RADIUS
4.2
LWAPP
LWAPP
LWAPP
4.2 LWAPP syslog
LWAPP syslog
LWAPP
LWAPP
LWAPP
LWAPP

I Cisco Wireless LAN Controller
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Cisco Wirel

LAN Controller

Autonomous Lightweight ||
4400 Cisco WiSM Catalyst 3750G Integrated Wireless LAN
Controller Switch 300
2100 Cisco 28/37/38xx Series Integrated
Services Routers Controller Network Module
3
1
syslog IP 255.255.255.255
4.2
4.2 4.2
4.2
DHCP syslog IP
syslog
IP
CLI
syslog IP Iwapp ap
log-server syslog_server_IP_address
syslog
IP 255.255.255.255
IP
syslog IP
syslog IP config ap syslog host global syslog_server_IP_address
IP
syslog IP
config ap syslog host specific Cisco_AP syslog_server_IP_address
syslog IP
syslog IP
lwapp ap log-server syslog_server_IP_address CLI
syslog IP
syslog IP syslog IP
syslog IP syslog IP
syslog CLI

[ oL-15301-01-J
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W Autonomous Lightweight

Syslog
CLI syslog

o syslog
config ap syslog host global syslog_server_IP_address

A

syslog IP
255.255.255.255 syslog
syslog

syslog

. syslog
config ap syslog host specific Cisco_AP syslog_server_IP_address

)
syslog IP 0.0.0.0
syslog IP

2

save config
3 syslog

show ap config global

AP global system logging host.................... 255.255.255.255
4 syslog

show ap config general Cisco_AP

Cisco Wireless LAN Controller
OL-15301-01-J |
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Autonomous Lightweight
LWAPP 1
CLI
MAC
show ap join stats summary all
NUmMber Of AP S . . ittt e e e e e e e e e 3
00:0Db:85:1b:7C:b0. ¢ ittt e e e e e e e e e Joined
00:12:44:00:25:A0. ¢t vttt ittt e e e e e e e e e e e Joined
00:13:19:31:9C:2 0. ¢ it ittt ettt e et e e e e e Not joined
show ap join stats summary ap_mac
ap_mac 802.11 MAC
S
802.11 MAC
CLI show interfaces Dot11Radio O
Is the AP currently connected to controller................ No
Time at which the AP joined this controller last time...... Aug 21 12:50:36.061
Type of error that occurred last............iiiiiiiiennnnn. Lwapp join request
rejected
Reason for error that occurred last.................. ..., RADIUS authorization
is pending for the AP
Time at which the last join error occurred.............. Aug 21 12:50:34.374

[ oL-15301-01-J
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W Autonomous Lightweight

show ap join stats detailed ap_mac

Discovery phase statistics

- Discovery requests received. . ... ...ttt 2

- Successful discovery responses sent............oeeeinenin.. 2

- Unsuccessful discovery request processing................ 0

- Reason for last unsuccessful discovery attempt........... Not applicable

- Time at last successful discovery attempt................ Aug 21 12:50:23.335
- Time at last unsuccessful discovery attempt.............. Not applicable

Join phase statistics

- Join requests received. . ...ttt e e e 1

- Successful join responsSes SeNt.........uouiiuenneneennnnnn 1

- Unsuccessful join request ProCesSSINg.........eueeeeneenn. 1

- Reason for last unsuccessful join attempt................ RADIUS authorization
is pending for the AP

- Time at last successful join attempt..................... Aug 21 12:50:34.481

- Time at last unsuccessful join attempt................... Aug 21 12:50:34.374

Configuration phase statistics

- Configuration requests received....... ... iiiineennnn. 1

- Successful configuration responses sent.................. 1

- Unsuccessful configuration request processing............ 0

- Reason for last unsuccessful configuration attempt....... Not applicable

- Time at last successful configuration attempt............ Aug 21 12:50:34.374
- Time at last unsuccessful configuration attempt.......... Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............... Not applicable

Last AP disconnect details
- Reason for last AP connection failure.................... Not applicable

Last join error summary

- Type of error that occurred last........... ... Lwapp join request
rejected
- Reason for error that occurred last...................... RADIUS authorization
is pending for the AP
- Time at which the last join error occurred............... Aug 21 12:50:34.374
Lightweight
Lightweight

debug ap {enable | disable | command cmd} Cisco_AP

Cisco 10S Lightweight Cisco Aironet

LWAPP

Cisco Wireless LAN Controller
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Autonomous

CLI

config ap crash-file get-radio-core-dump slot Cisco_AP

slot

show ap crash-file

Local Core Files:
lrad_AP1130.rdump0 (156)

TFTP

transfer upload datatype radio-core-dump
transfer upload filename filename
transfer upload serverip tftp_server_ip

transfer upload start

Lightweight

Lightweight

TFTP

config ap core-dump enable tftp-server-ip-address filename {compress | uncompress} {ap-name | all}

e tftp-server-ip-address

¢ filename

Cisco Wirel

TFTP

LAN Controller

TFTP

IP

[ oL-15301-01-J
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W Autonomous Lightweight
J compress
uncompressed
* ap-name Lightweight
all
MAC
MAC GUI
. AP Summary MAC
* AP Detail BSS MAC MAC
e Radio Summary MAC
Lightweight Reset
Lightweight Reset Reset
MODE
1 Reset
config ap reset-button {enable | disable} {ap-name | all}
Reset
Lightweight IP
Lightweight
IP
config ap static-ip enable ap-name ip-address mask gateway
Y
DHCP
IP DHCP
DHCP
IP show ap config general ap-name CLI
GUI IP DHCP

DHCP

Cisco Wireless LAN Controller
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s

Autonomous Lightweight
5.0
8MB 1100 1200
1310 8MB
2007 8
TFTP
TFTP
1 Cisco.com ¢1100-rcvk9w8-mx ¢1200-rcvk9w8-mx
¢1310-rcvk9w8-mx TFTP
2 TFTP
TFTP
3 TFTP

[ oL-15301-01-J

Cisco Wirel LAN Controller |



7 Lightweight |

W Cisco
Cisco
WGB Autonomous 10S
WGB Lightweight
MAC Internet Access Point Protocol IAPP
Lightweight WGB
WGB Lightweight
Lightweight WGB
7-4
i i i i RAIF
=g &=l @U
WGB TOtER RAUk /
Bl s
! :|>I~I:I—5m
DHCP/ACS 5
/TETB/FTP Q
S
Lightweight WGB
wWGB
WGB
4 Cisco 10S 124 3g JA 32 MB
Cisco 10S 123 8 JEB 16 MB
WGB
AP1120 AP1121 AP1130 AP1231 AP1240 AP1310
124 3g JA 123 8 JEB Cisco 10S
~
2 1
Lightweight

Cisco Wireless LAN Controller
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N

workgroup-bridge

Cisco ||
Y
Cisco WGB Linksys OEM WGB
Cisco Wireless Unified Solution Linksys
WET54G WET11B
Wireless Unified Solution
1. WET54G WET11B 1
2. WET54G WET11B MAC
3. WET54G WET11B
JetDirect
DHCP
Cisco Wireless Unified Solution
WGB
WGB GUI Settings > Network Interfaces
Workgroup Bridge
WGB CLlI station-role

WGB

P.7-25 WGB

WGB  Lightweight

WGB
WGB WGB
WGB GUI Reliable Multicast to WGB Disabled
WGB CLI no infrastructure client
VLAN WGB
WGB P.7-25 WGB
WGB
Guest N+1 redundancy
Local EAP
WGB

Cisco Centralized Key Management CCKM

Hybrid REAP

[ oL-15301-01-J
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W cisco

Idle timeout

Web
Y

WGB  Web WLAN
WGB

WGB

WGB
WGB

3 WGB
WGB

WGB

10S WGB

configure terminal

bridge bridge-group-number aging-time seconds
exit

end

bridge-group-number 1 255 seconds 10 1,000,000
WGB WGB

WGB WGB QoS
WGB
MAC filtering
Link tests
Idle timeout

WGB  Lightweight

SSID  WGB

WGB

WGB

seconds

AAA Override

WLAN

I Cisco Wireless LAN Controller
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wGB

GUI

1

40 WEP WEP

ap#configure terminal

Cisco

WGB

Enter configuration commands, one per line. End with CNTL/Z.

ap (config) #dotll ssid WGB_with_static_WEP

ap (config-ssid) #authentication open

ap (config-ssid) #guest-mode

ap (config-ssid) #exit

ap (config) #interface dotllRadio 0

ap (config) #station-role workgroup-bridge

ap (config-if) #encry mode wep 40
ap(config-if)#encry key 1 size 40 0 1234567890
ap (config-if) #WGB_with_static_WEP

ap (config-if) #end

WGB

show dotl11 association

ap#show dotll associations
802.11 Client Stations on DotllRadioO:
SSID [FCVTESTING]

WGB

MAC Address IP address Device Name Parent State
000b.8581.6aee 10.11.12.1 WGB-client mapl - Assoc
ap#

GUI WGB
Monitor > Clients Clients 7-5

7-5 Clients

Bl o Chiarga Pl |
T ITE Y F @ o Lo Pt )il fibue ]
& e aip
b Arce Pedeiy
P P Bleml AL Al AP G wLAs Frehila Frarad sl LT iy
b Cpi S 18 JaiT Ay L i B B Lk gy s 1k Frodiaig LT
e ST P [ L] B 1k Frofiany L]
SRR S dwsri Ak o [Tl L LEET Frakeng L5
I L BB E i e [ 0E; Tk L i
Huhiiaal (ELHNSTST TR PEPSE e pee TR Brobeny .
LE PP Pi-pl Hams-1R2 ] BEE A1k Fraeany L
L oi  UEaEEh BE N PEa e BEE 114 L ] s
1 A FLLE  dwewsh KT N [ L RN Fr-Bamy ™
1 i dr=ah T B gy L ERETY Eyalemg las
“R T T Lt by CLLRETT L P L
AL el 20 5 Fawie 1y ey BT 11k Broda=g [
LRl AL il dwwwsholE B (et B AE Frog=ny L]
Cisco Wirel LAN Controller
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W cisco

WGB

2 MAC Clients > Detail
7-6

7-6 Clients > Detail

wil Jia]us
CISCO
Mgl Clleris > Detail o maih | mpby | sk Tewt | memses |
&Ly

¥ Accwws Puish Cliset Fmpariios AP Brmpeer e

b oabsilvike
[T Ta = PR LB ERS I H S8 el B B ELE R EEE -

[
(LR R ML B AT L PR PR Y i girde

b B

; Chaprd Trpn L] & Tron [ FEEE]
imis
. Baribed o Aeed Ceeimin B wLAN Frofis EEF:TLE

S T Tasein o e Ed
Fem mamm k2 dyrzoares |0 i
1=ty el e o B0 1] ASwrispber  Cram Lpriem
WLAN B m Euwpen Doy []
LEE Wwramh ] Titoni o ibn B
[ 4= BT T Dafofun Tl CF Pallphls Fil Sl s e a1
whoreiry Bk [T-) CF Foll B g Pt Tt Tk ]
Halskr) Foar [F dddram L] Tt Prpamikia Trgderarrnad
Fphcs Hywage: Shriw L BRI Rt Jrghpraried
Boryar Bode [T Choirwrad Lgiddy Bl Trpiprareed §
i gy Pegemin
,___::!"":"' LS [ Prs— ] E

Client Properties Client Type

WGB Number of Wired Client(s) WGB
3 WGB
a. Clients > Detail Back Clients
b. WGB Show Wired Clients
WGB Wired Clients 7-7

7-7 WGB Wired Clients

Monitar WEE Wired Clismix o Mk
; WGE ML ke CElhelose ki le

B Sl

L e il Sddy P masn s Faradie Tepe e i, i

LT i pE Rk T EAE ad-TLd LU Eerawed LT wm B

Cisco Wirel LAN Controller
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CLI

Cisco ||

s

Remove Disable

c. MAC
Clients > Detail 7-8

7-8 Clients > Detail

| hsnites Ellenity > Detni < ek |
iy T Clisia P respes s AP Bropar s
| ¥ Mivews Paisty
L e = ) YT A i A P Lideen LB, B RN NIk -]
b Riwtiaky
(L ¥ o KW ET [T TP ey gl S0a F ol awia
| kD
it Ty i LA e | BF Tqfs [L-LELT
| b fsguasy
| I [ B TR K M EN=E N L g Pl BEARCE TR
Cliens b
bl i W Elaban Sppsnatei
Farl Ssrber s i i gien 51 ]
frdmetman a2 BE7 PD el wl g Traleee
WLy (5 -] B dals ]
CEE b it [ R Ui O B
2l wariabn A fcp T LT Falar-s BT T T
Hgge=j daH (1] T Bl © g b Erplemeened
Mghdsy P IF Bddirrs Lo ks hipgrbin Drrpipaermd
Pl Hprgome Tzphe L L Yzt Drplemapnngd
e
Haree Bzdn [Corabin =] TR gt Lgiey Nl Dpbirted
tH
Hysagarert dinTs 5 i
Frctmomos - s " -
Client Properties Client Type WGB Client
CLI WGB
1 WGB

show wgb summary

Number Of WGBS. ...ttt ittt it ittt eieenenn 1
MAC Address IP Address AP Name Status WLAN Auth Protocol Clients
00:0d:ed:dd:25:82 10.24.8.73 al Assoc 3 Yes 802.11b 1

[ oL-15301-01-J
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W cisco
2 WGB
show wgb detail wgb_mac_address
Number of wired client(s): 1
MAC Address IP Address AP Name Mobility WLAN Auth
00:0d4:60:fc:d5:0b 10.24.8.75 al Local 3 Yes
WGB
1. IAPP

e debug iapp all enable 1APP
e debug iapp error enable 1APP
e debug iapp packet enable 1APP

debug mobility handoff enable
3. IP DHCP
e debug dhcp message enable
e debug dhcp packet enable
4, IP IP
e debug dotll mobile enable
e debug dotl1 state enable

I Cisco Wireless LAN Controller
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CLI

4.2

5.0

hybrid-REAP

CLI

CLI

CLI

config ap primary-base controller_name Cisco_AP [controller_ip_address]

Cisco Wirel LAN Controller

[ oL-15301-01-J
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¢

controller_ip_address 2

IP
controller_name controller_ip_address

2

config ap secondary-base controller_name Cisco_AP [controller_ip_address]
3

config ap tertiary-base controller_name Cisco_AP [controller_ip_address]
4

config advanced backup-controller primary backup_controller_name backup_controller_ip_address
5

config advanced backup-controller secondary backup_controller_name backup_controller_ip_address

Y

IP 0.0.0.0

6 hybrid-REAP

config advanced timers ap-fast-heartbeat {local | hreap | all} {enable | disable} interval

all hybrid-REAP interval
1 10
disable

7

config advanced timers ap-primary-discovery-timeout interval

interval 30 3600 120
8

save config

Cisco Wireless LAN Controller
OL-15301-01-J |
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e show ap config general Cisco_AP
e show advanced backup-controller

¢ show advanced timers

show ap config general Cisco_AP

Cisco AP Identifier......... ... iiiiiininnennn.. 1

C1SCO AP NaIME . t vttt ittt et ettt e et e e e eeeeeeennn APS

CoOUNEYY COQE. ittt ittt et e e et et ettt eeeeeeeenn US - United States
Regulatory Domain allowed by Country............. 802.11bg:-AB 802.11a:-AB
AP COUNEYY COA@. . vttt ittt ettt e e et e ettt e e eea US - United States

AP Regulatory DOmMain. .. ...t eiineeeeennnnnnn 802.11bg:-A 802.11a:-N
Switch Port Number ..........c...ioiiienenenenenen. 1

MAC AdAEESS . v vttt ettt ettt e et et e e 00:13:80:60:48:3e

IP Address Configuration............ouuiiiiennennn DHCP

N o ot Y = 1.100.163.133

Primary Cisco Switch Name......c.ceceeeoecccccnans 1-4404

Primary Cisco Switch IP AdAresSS....cccececececsccsss Not Configured

Secondary Cisco Switch Name.....cccceeeeecececescs. 2-4404

Secondary Cisco Switch IP AdAresS...ccceecceccscss Not Configured

Tertiary Cisco Switch Name......eceeeeeceeccscess 1-4404

Tertiary Cisco Switch IP AddresS................. Not Configured

show advanced backup-controller

AP primary Backup Controller ...............o..... controller 10.10.10.10
AP secondary Backup Controller ............... 0.0.0.0

show advanced timers

Authentication Response Timeout (seconds)........ 50
Rogue Entry Timeout (secondsS) ..........oeeueeenenn. 1300
AP Heart Beat Timeout (seconds).................. 30
AP Discovery Timeout (seconds) ...........oueeu.o.. 10
AP Local mode Fast Heartbeat (seconds)........... 3 (enable)
AP Hreap mode Fast Heartbeat (seconds)........... 3 (enable)
AP Primary Discovery Timeout (seconds)........... 120
Cisco Wirel LAN Controller

[ oL-15301-01-J
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E

FR ES
1
4.1 20
1
Y
1
-A Cisco 1231 802.11b/g
-E 802.11a
1

www.ciscofax.com

http://www.cisco.com/application/pdf/en/us/guest/products/ps5861/c1650/cdccont_0900aecd80537b6a.pdf

i RF
. Radio Resource Management RRM RF
RF
Y
. 802.11a
802.11a
GUI CLI

802.11a

I Cisco Wireless LAN Controller
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GUI

GUI

1 802.11a 802.11b/g

a. Wireless > 802.11a/n > Network

c

Apply

- ® 2 0

Apply

802.11a Network Status

2 Wireless > Country

7-9 Country

Wireless > 802.11b/g/n > Network
802.11b/g Network Status

Country

7-9

Winelegx

Ceauniry _ by |
B ol s Palda & i
Sk il
Tl &7 Cormaaps Corflapered Courd ry 5
[ PR T i L
Fomr ik iels
Farpirlal vry Pniinin wat pin il
LY Ly RE
WAL
Bt Rl | eaentwy | wids s
i [EES TR
aa e i
't sl
il Y
L LTE
L] Erald
re [ ST
B B 4
Ci Camids "'.":
Cid Conada (BCR #oriudes Uni-1) x
3
4 3 RRM
OK
Cancel
5 Apply
6 3
Cisco Wirel LAN Controller

[ oL-15301-01-J



7 Lightweight |

¢

802.11a
802.11a

802.11b/g

802.11b/g
Wireless >

Access Points > All APs

Admin Status
b. Wireless > Access Points > All APs

C.

e

Advanced

All APs > Details

Disable
All APs

Apply

Advanced All APs > Details

7-10

7-10 All APs > Details Advanced

wiliai] s
CI5CO
Wlrsleny A8 APg * Dwinka Tar TP el | dppbr |
F Mo Padein I w l m | ot
. . LEEST S r 2 By -
Cpariry Codw S Pomibnef Thetwu )l =
el
Hirrer Hade [ i

HEFLF | Fewys -
b EOE§lale Y
LI T R HEE Py v bt [r]

T pisl P BF G M -

[ =g Grasen Tevet 1 K
» Qe o

e. Country Code

1

f. Apply

g.

h. a

7 6 802.11a 802.11b/g

8 Save Configuration

LAN Controller

i Cisco Wirel

OL-15301-01-J |
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Lightweight

CLI

CLI

show country supported

802.11a 802.11b/g

config 802.11a disable network

config 802.11b disable network

config country codel[,code2,codes,...]

config country US,CA,MX

Changing country code could reset channel configuration.

If running in RFM One-Time mode, reassign channels after this command.
Check customized APs for valid channel values after this command.

Are you sure you want to continue? (y/n) y

Y
Configured CoOUNELIYY . ..ttt ittt ittt e e Multiple Countries:US,CA,MX
Auto-RF for this country combination is limited to common channels and power.
KEY: * = Channel is legal in this country and may be configured manually.

A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
(-) = Regulatory Domains allowed by this country.
———————————— +—-+-+-+-+-+-+-+-+-+-+-+-+-+-

802.11BG
Channels : 11111
123456789 01234

———————————— th—t -ttt -ttt -ttt —F—+-—

Us (—AB) s A K X kK X Ak Kk Kk Kk A

CA (—AB) A K Kk kA Kk Kk Kk Kk A

MX (-NA) SR K kK k k A x x x Kk A

Auto-RF : CxxxxCxxxxC

———————————— th—t ettt -ttt -ttt -ttt -ttt —F—t—F—F—t—t—F—F—+—
802.11A : l1111111111111111
Channels : 333 4444455660001 122233445586F¢6

--More-- or (g)uit
468024682604048260482609371°5
———————————— F e e e A e e et st st S e e S e

US (-AB) : . A .A.A.AAAARA*FFFx AN AAAT*
CA (-ABN) A . A A AAAAA*X * * x * % *x *ANAAAT
MX (-N) A . A A AAAAA . .. . ... ... .AAAA*

Auto-RF c . cC C ccccc. ... ... ... .CcCccCccx

[ oL-15301-01-J
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5
show country
6
show country channels
Configured CoOUNELrY . ..ttt ittt ittt e e Multiple Countries:US,CA,MX
Auto-RF for this country combination is limited to common channels and power.
KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
(-) = Regulatory Domains allowed by this country.
———————————— +—-+-+-+-+-+-+-+-+-+-+-+-+-+-
802.11BG :
Channels : 11111
123456789012314
———————————— +—-+-+-+-+-+-+-+-+-+-+-+-+-+-
US (-AB) DA K Kk ok Ak x k k A
CA(—AB) A K xSk X A X ok ok kA
MX (-NA) SR K kK k k A x x x Kk A
Auto-RF : CxxxxCxxxxC
———————————— +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—-+-
802.11A : 1111111111111 111
Channels : 33344444556600011222334455%6F¢6
468024682604048260482609371°5
———————————— F e e e s e e e s S B e
US (-AB) : . A .A.A.AAAAA**Fx Kk _ _ F**ANANAATF
CA (-ABN) : . A .A.A.AAAAA* X * X X K F*NANANANRAF
MX (-N) : .A.A.A.AAAAA. . . .« e e o ... AAAAT*
Auto-RF : . C .C . C.CCCCC. .. .. .. ... .CcCcCcCcx
———————————— +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—-+-
7
save config
8

show ap summary

Number of APS. ... ..ttt e e 2

AP Name Slots AP Model Ethernet MAC Location Port Country
apl 2 AP1030 00:0b:85:5b:8e:c0 default location 1 Us

ap2 2 ATR-AP1242AG-A-K9 00:14:1c:ed:27:fe default location 1 us

Cisco Wireless LAN Controller
OL-15301-01-J |
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||

9 3
a.

802.11a 802.11b/g

802.11a 802.11b/g

config 802.11a enable network
config 802.11b enable network

config ap disable ap_name

b.
config ap country code {ap_name | all}
1
N
config ap country code
all
config ap country mx all
To change country code: first disable target AP(s) (or disable all networks).
Changing the country may reset any customized channel assignments.
Changing the country will reboot disabled target AP(s).
Are you sure you want to continue? (y/n) y
AP Name Country Status
ap2 US enabled (Disable AP before configuring country)
apl MX changed (New country configured, AP rebooting)
C. a.
config ap enable ap_name
10 802.11a 802.11b/g 9

config 802.11a enable network

config 802.11b enable network

11

save config

Cisco Wirel LAN Controller
[ oL-15301-01-J
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N -J U

5 GHz 802.11a

5-GHz 3

e J52=34 5170MHz 38 5190MHz 42 5210 MHz 46 5230 MHz

e W52=36 5180MHz 40 5200 MHz 44 5220 MHz 48 5240 MHz

e W53=52 5260MHz 56 5280 MHz 60 5300 MHz 64 5320 MHz

o« = J52

e P = W52 + W53

e U = W52

-E
802.11a 802.11b/g
N
AIR-AP1030-A-K9
-J -U
-P
- -J
-P 1 - -U

e JP -J
o 2 P
e J3 -U -U -P

A

J3
4.1
2 13 -P
33

Channels and Maximum Power Settings for Cisco Aironet Lightweight Access Points

I Cisco Wireless LAN Controller
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-J U [ |
-U
o -J Airespace AS1200 Cisco
Aironet 1130 1200 1240 Lightweight
. 4.1
3.2.193.0
)
4.0
3.2.193.0 4.0
4.1
3.2
. 1 JP J2
J3
o J 1
. -U -]
Y
4.0
4.0 802.11a
-U
CLI -J -U
GUI
1
show ap migrate
These 1 APs are eligible for migration:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9%apl240 “J”Reg. Domain
No APs have already been migrated.
2 802.11a 802.11b/g

config 802.11a disable network

config 802.11b disable network

Cisco Wirel LAN Controller
[ oL-15301-01-J
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config country J3

4
5 -J -U
config ap migrate j52w52 {all | ap_name}
Migrate APs with 802.11A Radios in the “J” Regulatory Domain to the “U” Regulatory
Domain.
The “J” domain allows J52 frequencies, the “U” domain allows W52 frequencies.
WARNING: This migration is permanent and is not reversible, as required by law.
WARNING: Once migrated the 802.11A radios will not operate with previous 0OS versions.
WARNING: All attached “J” radios will be migrated.
WARNING: All migrated APs will reboot.
WARNING: All migrated APs must be promptly reported to the manufacturer.
Send the AP list and your company name to: migrateapj52w52@cisco.com
This AP is eligible for migration:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9%apl240
Begin to migrate Access Points from “J” (J52) to “U” (W52). Are you sure? (y/n)
6 Y
7
15 AP1130 AP1200
AP1240 2 1
8
show ap migrate
No APs are eligible for migration.
These 1 APs have already been migrated:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9%apl240 “U”Reg. Domain
9 802.11a 802.11b/g
config 802.11a enable network
config 802.11b enable network
10 E

migrateapj52w52@cisco.com 8  show ap migrate

Cisco Wireless LAN Controller
OL-15301-01-J |
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Cisco UWN Solution Dynamic
Frequency Selection DFS;
5GHz Lightweight 7-2 15
DFS
DFS 5GHz
60
30
Y
DFS 30
Y
Rogue Location Detection Protocol RLDP; 7-2
Y
5GHz
5GHz
7-2 DFS 5GHz
52 5260MHz 104 5520MHz 124 5620MHz
56 5280MHz 108 5540MHz 128 5640MHz
60 5300MHz 112 5560MHz 132 5660MHz
64 5320MHz 116 5580MHz 136 5680MHz
100 5500MHz 120 5600MHz 140 5700MHz
DFS
. 30
30
. 7-2
60
30

Cisco Wirel LAN Controller
[ oL-15301-01-J
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N Location Optimized Monitor Mode LOMM

Location Optimized Monitor Mode LOMM

RFID 802.11b/g
2.4GHz 4 Location Optimized Monitor Mode LOMM
1 6 11
GUI CLI
LOMM
GUI Location Optimized Monitor Mode LOMM
GUI LOMM
1 Wireless > Access Points > All APs All APs
2 All APs > Details
3 AP Mode Monitor
4  Apply
5 OK

6 Save Configuration

7 Wireless > Access Points > Radios > 802.11b/g/n 802.11b/g/n Radios

8 Configure
802.11b/g/n Cisco APs > Configure 7-11

Cisco Wireless LAN Controller
OL-15301-01-J |
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Lightweight

7-11

802.11b/g/n Cisco APs > Configure

Location Optimized Monitor Mode LOMM

Wirelent

= Ridery b Fadali
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Admin Status

Apply

10

11 4

S

LOMM

Channel

LOMM Enable

Enable

RFID

Disable

kAL

12 Apply

13 Save Configuration

14

Apply

Cisco Wirel

LAN Controller

Admin Status

[ oL-15301-01-J
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N Location Optimized Monitor Mode LOMM

15 Save Configuration

CLI Location Optimized Monitor Mode
LOMM

CLI LOMM

config ap mode monitor Cisco_AP

save config

config 802.11b disable Cisco_AP

5 LOMM RFID 4

config location 802.11b monitor enable Cisco_AP channell channel2 channel3 channel4

A

channel 1 11

A

LOMM config location 802.11b monitor disable
Cisco_AP.

config 802.11b enable Cisco_AP

save config

Cisco Wireless LAN Controller
OL-15301-01-J |
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Location Optimized Monitor Mode LOMM

8 LOMM

show location monitor summary

Summary of Location Optimized Monitor Mode (LOMM) AP

AP Name Ethernet MAC Status LOMM Channels
AP1131:46f2.98ac 00:16:46:£2:98:ac Enabled 1, 6, NA, NA
Cisco Wirel LAN Controller
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uDl
uDlI GUI

GUI
GUI

ID UDI

ID PID
VID
SN

ID

uDlI 5

Lightweight EEPROM

CLI

uDl

1 Controller > Inventory

7-12  Inventory

ailliaili.

Inventory 7-12

ciico
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4 All APs > Details Inventory All APs > Details Advanced
7-13

7-13  All APs > Details Inventory

sifiai]is
Wilrelene AN APy > Dwtais Tor CJAPT ” | 4]
= Wiuw s Pakely I--H—‘I Buirmatnry LM-'
Py e [T uF L)
= s [0 Wl
Hpsk
Tl i = R | TR
[ELT TLR A=
[E LY = e
* BOF L Lafw
s Hreap Caaoranon o magiyd ) By Fuew
bl o o Cwrd g T Wit il
[
BEAF Ml wopgetied L’
Thrmaan g
P Gt g
CLI uDI
e show inventory uDlI
NAME: "Chassis" , DESCR: "Cisco Wireless Controller"

PID: WS-C3750G-24PS-W24, VID: V01, SN: FLS0952H00F

e show inventory ap ap_id uDI

Cisco Wirel LAN Controller
[ oL-15301-01-J
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2
2
2 ping CCX
ping
ping RF
CCX
RF Received Signal Strength Indicator RSSI;
Signal-to-Noise Ratio SNR;
CCX v4 v5
CCX v4 v5
CCX
e RSSI
¢ SNR
. /
CCX 1 5 CCX
WLAN
CcX
CCX v4
v5 ping
CCXv4 v5
CCX CcX
ping CCX Cisco
Client Extensions P. 6-37

N

CCX AP1030

Cisco Wireless LAN Controller
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GUI CLI

GUI
GUI

1 Monitor > Clients Clients 7-14

7-14 Clients

CISED
Manior Chartn [ T R ]
[T v Lo Pt )il fibue ]
5 by
& Apcen Pedsby
b Eimmycs Elemt AL Gdds  GF S WLk Feshila Fratadsl laras hulh Fart WGE
¥ tom [CERETEPEC T P EE ] CEEETY P LOI | tia
K BULLLSLAD Mk Ml L RN Fi=hony -1 s
'_'--" Eifoas §E0L U dwsewhllE b Lmingary TR Evaing -1 -
2 [ ETET TR TR g e T TP [ e L
Muti et CETHIT T Ta TR PV FIE ] Lra e L ERTTY Famhony -1 b
BLLETY S M0py  MansiNN2 [EETy EETTY Frapany = 1 W
Bk PR la e sy  ieesshoil i ] TR Frolles L 1 ™Y
BOLE TR BTLIEE s e ] TR FrBamy -1 L]
EElE T ok G dwswsh hE BE L LR Eraizeng -1 W
SRR T ] LR LB ] L I L
ERCETITECE i P ErE ] Lra s TR Frmbamy -1 LT
[ gl b L bR e CEETTY Franeny w1 [ ﬂ
2 LinkTest
7-15
MAC Clients > Detail

Link Test

7-15 Link Test

Cisco Wirel LAN Controller
I 0oL-15301-01-J .m



88:c5:8a:dl.

CCX Link Test to 00:0d:
Link Test Packets
Link Test Packets
Link Test Packets Lost
Link Test Packets round trip time
RSSI at AP (min/max/average)

-60dBm/-50dBm/-55dBm
RSSI at Client

-50dBm/-40dBm/-45dBm
SNR at AP (min/max/average)
SNR at Client (min/max/average)
Transmit Retries at AP (Total/Maximum)
Transmit Retries at Client (Total/Maximum)

(Total/AP to Client/Client to AP)....
(min/max/average) .........
(MIN/MAX/AVETXaATE) v v v vttt e ettt et ettt e eeeenen

Transmit rate: 1M 2M 5.5M 6M 9M 11M 12M 18M 24M
108M
Packet Count: 0 0 0 0 0 0 0 0 0
0
Transmit rate: 1M 2M 5.5M 6M 9M 11M 12M 18M 24M
108M
Packet Count: 0 0 0 0 0 0 0 0 0
0
CCX v4
Ping Link Test to 00:0d4:88:c5:8a:dl.
Link Test Packets Sent.............oiuiiuiueenennn 20
Link Test Packets Received...................... 20
Local Signal Strength............ ... ... -49dBm
Local Signal to Noise Ratio...........uoiiuunun.n. 39dB

CCX ping
config
config > linktest frame-size size_of_link-test_frames

config > linktest num-of-frame number_of_link-test_request_frames_per_test

7 Lightweight |
|
CCX
Y
CCX v4
ping
3 OK Link Test

CLlI

CLI

1.

linktest ap_mac
CCX v4

20
10
10/5/5
5ms/20ms/15ms
40dB/30dB/35dB
40dB/30dB/35dB
5/3
4/2
36M 48M 54M
2 0 18
36M 48M 54M
2 0 8

I Cisco Wireless LAN Controller
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Power over Ethernet

LWAPP AP1131 AP1242
pre-IPM
Power over Ethernet PoE

GUI Power over Ethernet
GUI PoE

Power over Ethernet ||

Cisco pre-Intelligent Power Management

PoE GUI

CLI

1  Wireless > Access Points > All APs

2 All APs > Details Advanced
7-16

7-16  All APs > Details Advanced

atfi st

CISED

All APs > Details Advanced

Walrelens Al &P » Oataili for FRpa

= fenn Py I H I “‘ | !-.'.- | e s

" San gy D
- & i

oy Coie i fureindf Tisore| =
Bl le

e Comialin

(LT TR e
Cobio Brimasiordd i

F BOF I Lafm Praingyd
B OEOE e LT L P ST

L EsiFi g el Tl MR-

Tipmeer i Temar 181
L= 5]

3
°
State

Intelligent Power Management IPM

WS-C3550 WS-C3560 WS-C3750
C1880
2600, 2610, 2611, 2621, 2650, 2651,

2610XM  2611XM 2621XM 2650XM 2651XM

2811, 2821, 2851,
3620 3631-telco 3640 3660
3725, 3745,

3825 3845

Pre-Standard State

Cisco Wirel LAN Controller

Fumer Oyer [ iereed Sellsgs

Fror D2psded Thets
Frme: T=pefer hetn

Pl 1
Tarw e

vege =

Pormates Sl ML 0 B B T ]

L A L]

6 W

2691

IR

Pre-Standard
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W Power over Ethernet

4 IPM Power
Injector State IPM
5 Power Injector State Power Injector Selection
e Installed MAC
6 W
)
MAC
MAC
MAC
e Override MAC
12w
6W
6W
e Foreign Injector Switch MAC Address Injector
Switch MAC Address MAC
MAC Installed
6 Apply

7 Save Configuration

CLlI Power over Ethernet
CLl PoE
1. config ap power injector enable ap installed

12w
6w

Cisco Wireless LAN Controller
OL-15301-01-J |
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LED

Y
CDP
CDP
2. config ap power injector enable ap override
12 W
6W
4.0 LED
I0S Lightweight
LED Privileged Exec
Y
TELNET/SSH CLI
1. CLI
debug ap enable Cisco_AP
2. LED
debug ap command “led flash seconds” Cisco_AP
seconds 1 3600
3. LED
debug ap command “led flash disable” Cisco_AP
LED
60 seconds 20 LED
LED
Cisco Wirel LAN Controller

[ oL-15301-01-J
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Lightweight

GUI

GUI

CLI

1 Monitor > Clients

717

Clients

Clients

7-17

Manfar

L T ]
B Rorma Padeln
B NlaShlica
LR

s

A

ClsretE Emiries | - Bl §
Firrep s F flae e [itairam Fap ) [ibas &)
Alarmd &l Eddsr AP o W A% Fradie P me mdl Adalun Bk Fard WLHE
TR ERCRCIE I Lk b ok Lk e R kEkk PFrekirg Lt w B
r Harep 1243 Link rages W WLk Profng L] TV - |
g Y Hame-ik2 Lrdraeer i EER Frabag e wm B
i gl ln Ol dwwesh Rf s e o5 BTk Frabirng s s B
4l Gpopd  wLF] ke LR PFrsing s s B
Bl LELUE TR ] Lk P [ ETT Frakarsg = w B
Loip f e b ond PR I | LRI Frabeg L= wi B i
8 L i e BT NEE L | L] w B 5
MAC
WLAN
802.11a 802.11b 802.11g 802.11n
802.11n 802.11n 802.11a
802.11n(5) 802.11n
802.11n 802.11b/g
802.11n(2.4)
WGB
WGB Cisco p.7-22

LAN Controller

i Cisco Wirel
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A

Remove

Link Test

Disable

MAC

a. Change Filter Search Clients

7-18 Search Clients

Roearch Glionls

MAL address
AP Mama
WLAN Profile
Shakus

Radia Typs

DOO000n0

wWGhR

Apply

e MAC Address

S

MAC

7-18

iz

MAC Address

MAC Address

e AP Name
* WLAN Profile WLAN

e Status Associated Authenticated Excluded

e Radio Type 802.11a 802.11b 802.11g 802.11n

e WGB

c. Apply

v

Clients

Idle Probing

Mobile
WGB

Current Filter

Show All

Cisco Wirel

LAN Controller

[ oL-15301-01-J
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3 MAC
Clients > Detail 7-19

7-19  Clients > Detail
Mamin Clants = Dakadl ...‘E..E"_J Apply | Lisk Tesd f M
Y Chimrrl Progerd i AL P g biry
B Accw Py AL kibeemyd T N R EEL] AP kT e EHETE
b Sisdiic
W to8 b dddrwia idEE dar by S B b B
e Chwrd Topw Hegier LF Tapa A0k
R r] L M L i A
R Foars lbmr L s L =T
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Wikl 1D H BT L] Sl @i S e
S0 i e L el Espinr Do-as |
B e Lo R T ] i Crifn [ ]
Bk s ey [SLE i LR T T ]
e s D B 'k CF Fodl Bpppard Byt [rpag el
Fody Farager Dire bal i el Pemadiin Fusd v darmmrdrd
e e B ey (=S Fisl T A o
N - (S P B Lorp i
Tevewa a
Bty Felforrmad o i P il
Eepursty Fobos Cerodpbed A
Fabiy Ty L]
Erarsphas Do L)
BEF T 'k
paaliy of Seralie Propieri s
o frere Dap ez
2ol Lawwl Do
ol s Dt B [VRCF)E il
il 1p Fag BT ]
Enprggm Doy 0w drpgind
Hemtige Bral fove Bite i
Bare Dies baen dnsied
B Busad - Nowon B i Al
Clisrst Siadbuliscy
Beier Bpomepi 1
Watri e a
Pkl Bacs—sr §
Fasiwly fed 1
Frade ¢ FiVEE ]
L3-54] e gl piin
=] s i s
Lamgis Temg wd o 4 LFdhal HED
#irmnare Bidsers 1
EEET 1
Sarrcng Dguurd L]
Finl Gl 1 o
Ti Femwd i 5
ry
°
°
o QoS

LAN Controller
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Lightweight

CLI

CLI

show client ap {802.11a | 802.11b} Cisco_AP

MAC Address AP Id Status WLAN Id Authenticated
00:13:ce:cc:8e:b8 1 Associated 1 No
show client summary
Number of ClientsS.........iuiuiuiieeenenennnn 6
MAC Address AP Name Status WLAN Auth Protocol Port Wired
00:13:ce:cc:8e:b8 Maria-1242 Probing N/A No 802.11la 1 No
00:40:96:a9:a0:a9 CJ-AP1 Probing N/A No 802.11a 1 No
00:40:96:ac:44:13 CJ-AP1 Probing N/A No 802.11la 1 No
00:40:96:bl:fe:06 CJ-AP1 Probing N/A No 802.11la 1 No
00:40:96:bl:fe:09 CJ-APL Probing N/A No 802.11a 1 No
show client detail client_mac
Client MAC AdAreSS. ... ettt enenenenenenn. 00:40:96:b2:a3:44
Client USername . . ... ...t tmuenenneenennenns N/A
AP MAC AdAr eSS . .t vttt ittt ettt e et e e 00:18:74:c7:c0:90
Client State. ... ...ttt ittt Associated
Wireless LAN Td. ...ttt ettt ettt e eeeaenn 1
27 20 05 00:18:74:c7:c0:9f
Channel. .. ... e e e e 56
¥ T ot =Y = = 192.168.10.28
Association ITd. ...ttt it 1
Authentication Algorithm............... ... ..... Open System
Reason COQe. ..ttt i ittt et e e e e e e e e e 0
Status Code. ..ot e e 0
Session TimMeOoUL . . ... i ittt it ittt i 0
Client CCX VerSIon. ...ttt et e ieeeie e 5
Client E2E VEerSIOM. « i vttt ettt eeeeeeeenennn No E2E support
Diagnostics Capability. ..., Supported
S69 Capability . ittt e e e e e e Supported
T ks ' Y Disabled
Q0SS LeVel . i ittt e e e e e e e e e e Silver
Cisco Wirel LAN Controller
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Cisco Wireless LAN Controller
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CHAPTER

o pP.8-2
. P. 8-9
. P. 8-19
o P. 8-20
. P. 8-20
. P. 8-20
Cisco Wirel LAN Controller
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LED 10
30 4.0.206.0
5.0
TFTP TFTP
5.0 32MB TFTP
32MB
TFTP tftpd32 WCS TFTP
5.0 TFTP
TFTP failure while storing in flash
TFTP
TFTP
TFTP WCS TFTP
TFTP Cisco WCS
. 3.2.195.10 3.2
4.0.206.0 4.0 4.1.171.0 4.1
4.2.61.0 4.2 )
5.0 3.2
4.0
5.0 8-1 5.0
Y
Monitor GUI Controller Summary

Software Version

CLI  show sysinfo

I Cisco Wireless LAN Controller

OL-15301-01-J |



| |
8-1 5.0
5.0
3.2.78.0 5.0 4.0.206.0 4.0
3.2.116.21
3.2.150.10
3.2.171.6
3.2.1935
3.2.195.10 3.2 5.0
4.0.155.5 5.0 4.0.206.0 4.0
4.0.179.11
4.0.206.0 4.0 5.0
41.171.0 41 5.0
4.2.61.0 4.2 5.0
Y
5.0
. Cisco Unified Wireless Network Controller Boot Software 5.0 ER.aes
ER.aes
Y
2106
Y
ER.aes
ER.aes
5.0 ER.aes
ER.aes
Cisco Wirel LAN Controller

[ oL-15301-01-J



GUI

GUI
Y
802.11a 802.11b/g
WLAN
Software Center on Cisco.com 5.0 Cisco Unified Wireless

Network Controller Boot Software 5.0 ER.aes

a. URL Software Center
http://www.cisco.com/kobayashi/sw-center/sw-wireless.shtml
b. Wireless Software
c. Wireless LAN Controllers
d. Standalone Controllers Wireless Integrated Routers Wireless Integrated Switches
e.
f. Wireless LAN Controller Software
g.
h. filename.aes
i. Download
J- Agree
k.
. a.  k 5.0 Cisco Unified
Wireless Network Controller Boot Software 5.0 ER.aes
filename.aes Cisco Unified Wireless Network Controller
Boot Software 5.0 ER.aes TFTP

Commands > Download File
8-1

Download File to Controller

I Cisco Wireless LAN Controller

OL-15301-01-J |


http://www.cisco.com/kobayashi/sw-center/sw-wireless.shtml

8-1 Download File to Controller

- DM Dawrdsad s 1o Carmirailad i [e—r—
I wil | iy I'dn Typ= L -

B e d He

Erboml TP arwei

Frerl to | anbary [led gui] Y T e T

Tl Ty Ly AT T L

Tt | desadiadi | i

Py Py

b ]

Py prns

7 File Type Code
8 IP Address TFTP 1P
9 Maximum Retries 10 Timeout 6
TFTP Maximum Retries
Timeout
10 File Path
11 File Name filename.aes
12 Download
13 6 12 5.0 Cisco
Unified Wireless Network Controller Boot Software 5.0 ER.aes
14 Reboot
15 Save and Reboot
16 OK
17 WLAN
18 802.11a 802.11b/g
19

20 5.0
GUI  Monitor Controller Summary Software Version

Cisco Wirel LAN Controller
[ oL-15301-01-J
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21 Cisco Unified Wireless Network Controller Boot Software 5.0 ER.aes
CLI  show sysinfo
Bootloader Version
Y
2106
2106
CLI
CLI
1
~
2 802.11a 802.11b/g
3 WLAN config wlan disable wlan_id
4 Software Center on Cisco.com 5.0 Cisco Unified Wireless

Network Controller Boot Software 5.0 ER.aes

a. URL Software Center
http://www.cisco.com/kobayashi/sw-center/sw-wireless.shtml
b. Wireless Software

c. Wireless LAN Controllers

d. Standalone Controllers Wireless Integrated Routers Wireless Integrated Switches

e.

f. Wireless LAN Controller Software

g-

h. filename.aes

i. Download

J- Agree

k.

1. a.  k 5.0 Cisco Unified

Wireless Network Controller Boot Software 5.0 ER.aes

Cisco Wireless LAN Controller
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| |
5 filename.aes Cisco Unified Wireless Network Controller
Boot Software 5.0 ER.aes TFTP
6 CLI
7 ping server-ip-address TFTP
8 transfer download start n
1 Y TFTP
10 o= T K ¥ o T Code
TFTP Server TP . ... .ttt et et e ettt eeeenn XXX . XXX . XXX . XXX
TFTP Path. ..ottt e e e e et e e e eieea <directory path>
TFTP Filename. . o v v vttt et ettt e e ettt e e eeeeeean XXX .aes

Are you sure you want to start? (y/n) n
Transfer Canceled

9

transfer download mode tftp

transfer download datatype code

transfer download serverip tftp-server-ip-address

transfer download filename filename

transfer download path tftp-server-path-to-file

S

TFTP
Solarwinds TFTP "M

10 transfer download start y

1 Yo L TFTP

B0 ot T K ¥ o T Code

TFTP Server IP. . ...ttt ettt et eeeeeennn XXX . XXX . XXX . XXX

TFTP Path. ...ttt it e e e et e e et e e <directory path>

TFTP Fillename. ... v vttt ittt et eeeeeeeeenaeenn XXX .aes

Are you sure you want to start? (y/n) ¥y
TFTP Code transfer starting.
TFTP receive complete... extracting components.
Writing new bootloader to flash.
Making backup copy of RTOS.
Writing new RTOS to flash.
Making backup copy of Code.
Writing new Code to flash.
TFTP File transfer operation completed successfully.
Please restart the switch (reset system) for update to complete.

Cisco Wirel LAN Controller
[ oL-15301-01-J
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11

12

13

14

15

16

17

8 11 5.0 Cisco
Unified Wireless Network Controller Boot Software 5.0 ER.aes

reset system NVRAM

config wlan enable wlan_id WLAN

802.11a 802.11b/g

5.0 show
sysinfo Product Version

Cisco Unified Wireless Network Controller Boot Software 5.0 ER.aes
show sysinfo Bootloader Version

A

2106
2106

Cisco Wireless LAN Controller
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GUI CLI
. P.8-9
e CA P.8-11
e PAC P.8-13
. P.8-16
Cisco
EAP
EAP-FAST PAC EAP-TLS PEAP-GTC PEAP-MSCHAPV2
~
EAP EAP P.5-39
GUI CLI
TFTP
TFTP
TFTP
TFTP
. TFTP WCS TFTP
TFTP Cisco WCS
Y
PEM
GUI
GUI
1 TFTP

2 Commands > Download File
8-2

Download File to Controller

[ oL-15301-01-J
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[ |
8-2 Download File to Controller
L ommmars3i Cowrigad s o Comigiler “.u._- __ Dsmeesai
Dasvibiaid | ils [ e eraier [lnory Ferabo e w
iipd sl d dar
B bt et Bl 1y s s rrrry
Erurl {n T sbory Ded gl s
St Wina TF 1 Aerrar
B ddaan Ll BELil &
b P | PR =
WEs g Pl G AT =
L TR driwTl pe= E
3 File Type Vendor Device Certificate
4 Certificate Password
5 IP Address TFTP IP
6 Maximum Retries 10 Timeout 6
TFTP Maximum Retries
Timeout
7 File Path
8 File Name
9 Download
10 Commands > Reboot > Reboot
11 Save and Reboot
12 OK
CLI
CLI
1 CLI
2 transfer download datatype eapdevcert
3 transfer download certpassword password

LAN Controller

i Cisco Wirel

OL-15301-01-J |



||
transfer upload serverip tftp-server-ip-address
transfer download filename filename.pem
transfer download start
y
MO . vttt e e e e e TFTP
[0 o= T i ¥ o Vendor Dev Cert
TEFTP Server IP. ...ttt ittt ettt 10.10.10.4
TFTP Packet Timeout............ciiniuiininennn.. 6
TFTP Max Retries...... ...t 10
TFTP Path. ...ttt e e e e e et e /tftpboot/username/
TFTP Filename. ... ...ttt tenenenennnn filename.pem
This may take some time.
Are you sure you want to start? (y/N) y
TFTP EAP Dev cert transfer starting.
Certificate installed.
Reboot the switch to use the new certificate.
reset system
show certificates local-auth
CA
Certificate
Authority CA; Cisco
CA EAP
EAP-FAST PAC EAP-TLS PEAP-GTC PEAP-MSCHAPV2
CA
EAP EAP P.5-39
GUI CLI CA
TFTP
TFTP
L]
TFTP
L]
TFTP
Cisco Wirel LAN Controller

[ oL-15301-01-J
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o TFTP WCS TFTP
TFTP Cisco WCS
PEM
GUI CA
GUI CA
1 CA TFTP
2 Commands > Download File Download File to Controller
8-3

8-3 Download File to Controller

il e ] i
CISCo

i Pide |y Gerader TR Cwriske ata -
liple-ad i dar
¥ rliveal TFTE fsrvar

Erwrl 1w b ael Dl y) [Pl aiall B i

haalll TIp——
Tamazat speandy] ..1
3 File Type Vendor CA Certificate
4 |P Address TFTP IP
5 Maximum Retries 10 Timeout 6
TFTP Maximum Retries
Timeout
6 File Path
7 File Name
8 Download CA
9 Commands > Reboot > Reboot
10 Save and Reboot

Fa- Pl

i Cisco Wirel LAN Controller
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11 OK

CLI CA
CLI CA
1 CLI
2 transfer download datatype eapcacert
3 transfer download serverip tftp-server-ip-address
4 transfer download filename filename.pem

5 transfer download start

y
MO . v it e e e e TFTP
Data Ty i ittt ittt e e e e e e e et e et e Vendor CA Cert
TEFTP Server IP. ...ttt ettt ettt 10.10.10.4
TFTP Packet Timeout............ciiuiuiinenenon.. 6
TFTP Max Retries...... ...t 10
TFTP Path. ..ottt it e e e e e e e e e /tftpboot/username/
TFTP Filename. ... ... ouiittttnenenenennenn filename.pem

This may take some time.
Are you sure you want to start? (y/N) y

TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use the new certificate.

6 reset system

7 show certificates local-auth

PAC
Protected Access Credential PAC
EAP-FAST EAP PAC
PAC
Y
EAP EAP P.5-39
Cisco Wirel LAN Controller
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GUI CLI PAC
PAC TFTP
TFTP
L]
TFTP
TFTP
. TFTP WCS TFTP
TFTP Cisco WCS
GUI PAC
GUI PAC
1 Commands > Upload File Upload File from Controller 8-4

8-4 Upload File from Controller

C ommansds Liplogd Bl from L oatiaiar _ Elmar | sl
Dasipdaad | jis Tie Type PR iPriteited Biskid Ciadesael| @
.;;.;: e UFET [ BaEim iy ) IR
Erard 1o b auitity el ] -
SRR Wl b g ) |
P sl nm
Einidfaraii D akasoiid EEL]
TFTE s raar
P ddfwm TSLETF
A B T E
2 File Type PAC (Protected Access Credential)
3  User PAC
4 Validity PAC 0
5 Password Confirm Password PAC
6 IP Address TFTP IP
7 FilePath PAC

Cisco Wirel LAN Controller
OL-15301-01-J |



CLI

8 File Name PAC PAC .pac
9 Upload PCA
10 PAC
PAC
CLI PAC
1 CLI

2 transfer upload datatype pac

3 transfer upload pac username validity password
4 transfer upload serverip tftp-server-ip-address
5 transfer upload filename manual.pac

6 transfer upload start

y
MO . vttt e e e e e e TFTP
TFTP SeXVer TP . .. it ittt ittt et ettt et eeeen 10.10.10.4
TFTP Path. ..ottt e e e e et e e e e i e e /tftpboot/username/
TFTP Fillename. . oo v ittt ettt et et ettt e et eeeeeeeeenn manual.pac
Data T YD . i it ittt e e e e et e e et e e e e e e e e e PAC
2 G = username
PAC Valddity e oo ittt ettt e et et e e e e et e e e e e 10 days
PAC PasSsSWOIrA. v v v vttt ettt ettt ttteeeeeeeaneenan password

Are you sure you want to start? (y/N) y
PAC transfer starting.

File transfer operation completed successfully.

7 PAC

Cisco Wirel LAN Controller
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4.2
Extensible Markup Language XML;
4.2
4.2
XML
CRC
GUI CLI
GUI
GUI
1 Commands > Upload File Upload File from Controller 8-5

8-5 Upload File from Controller

pout | i

“ONTROLLEH iy T PAITE T COMMANIFE  HDLF

Commands Wpload file from Controfier Claar | Uphoad |
Dcrmmidoaad 1 e Fille Type It-n-rﬁ-p..rllluﬂ ,_'_-_l
1Fjsaagdl 7ol
Reboat Conlgeration File Encrypticn & Enabiled Erecry pthon Key [ensns
Ms=lault

Hewr] Lo 1 aatlosry au TFIP Sonvar
Sal Thess

[LEY. TR |:I|.'..:Iﬂ.1l5.i-

Fim Fath [thpost s

Fle Marra |8 _aa33 o 8% g

2 File Type Configuration

Cisco Wirel LAN Controller
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CLI

Configuration File Encryption

TFTP
IP Address TFTP IP
File Path
File Name
Upload TFTP

CLI

CLI

transfer upload datatype config

a. transfer encrypt enable

b. transfer encrypt set-key key

transfer upload serverip tftp-server-ip-address
transfer upload path path

transfer upload filename filename

transfer upload start

y
o N TFTP
TFTP Server IP. . ...ttt ittt ittt it 10.10.10.4
TFTP Path. ...ttt it e e e et e e et e e eeeen Config/
TFTP Filename. . .ttt ettt e e e e ettt e et e eeeeeeeenn AS_4402_4_2_55_8_Config.xml
DAEA Ty e v ettt e ettt e e e e et e e e e e Config File
ENCryption. oot e e e e e e Disabled

Rk Sk Sk Sk Sk S S S S Sk S Sk R S Sk kS Sk Sk gk kg ok kg gk gk gk ok Sk ko

**%*  WARNING: Config File Encryption Disabled ***

R R Rk R Rk kR R R R S kR R Rk kg kg kg

Are you sure you want to start? (y/N) y

File transfer operation completed successfully.

Cisco Wirel LAN Controller
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GUI

8-18

GUI CLI

GUI

Commands > Download File
8-6

8-6 Download File to Controller

Download File to Controller

CISCO
Commands Diovwnload Mle to Contraller ._i‘u-'" _|h-l||l
Lscmrmizal 1 il File Nypes [Configeratan =]
Algpcead] b
e —— Configuratsen File Encryption Key |""H
Ml 1o T ooy Dol I B
Sl Thess
IF Rigpreaa TR
Hprrram =i II‘:—
Tamscor [Esoomdei |1.
g P hﬂﬂ-b-ett-‘\nl—ﬂl"‘r. E
Fila lmma [as_4433_4 55 i
2 File Type Configuration
3 Configuration File Encryption Key
4 |IP Address TFTP IP
5 Maximum Retries 10 Timeout 6
TFTP Maximum Retries
Timeout
6 File Path
7 File Name filename
8 Download
Cisco Wirel LAN Controller
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CLI
CLlI

1 CLI

2 transfer download datatype config

a. transfer encrypt enable

b. transfer encrypt set-key key

4 transfer download serverip tftp-server-ip-address
5 transfer download path path
6 transfer download filename filename

7 transfer download start

y
MO . ittt e e e TFTP
TFTP SeXVer TP . .. ittt ittt ettt ettt et eee e 10.10.10.4
B e = o Config/
TEFTP Filename. . oo v v ittt ettt e et ettt e e eeeeeeenn AS_4402_4_2_55_8_Config.xml
DAL Ty i i ittt et e et e e e e e et e e e e e e e Config File
e ooy V' ) il o ) o IS Disabled

Khkkkhkhhkhhkhhhhhkhhkhhkhkhhhhkhhkhhkhkhhkh kA hhkhkhkhkhkhkkhkkkhkkkkx

**%  WARNING: Config File Encryption Disabled ***

Rk Sk Sk Sk S S S S Sk S Sk R S R Sk kS Sk Sk gk kS ok gk gk gk ok Ik kg

Are you sure you want to start? (y/N) y

File transfer operation completed successfully.

2 RAM  NVRAM
RAM RAM

e save config
RAM NVRAM
* reset system CLI

¢ logout CLI

Cisco Wirel LAN Controller
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NVRAM
1 clear config y
2 reset system n
3 pP.4-2
1 reset system y NVRAM
2 recover-config
3 p.4-2
2 CLI
e CLI  resetsystem y NVRAM

CLI

Cisco Wirel LAN Controller
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CHAPTER 9

Web Web
o P.9-2
e Web P.9-8
e Web pP.9-11
o P.9-26

Cisco Wirel LAN Controller
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WLAN
Web
2048 512
Security > General )
MAC
GUI CLlI
GUI
GUI

1 Management > Local Management Users
9-1

9-1 Local Management Users

Local Management Users

L oEml Maragemerl Lisii

LU S e o

ey Uhrr S
B s P
Hil®
Nedeer 5540

i el

¢

LES o ]

Wart i oFan il

TRl

Remove
GUI CLI

ReadWrite

LAN Controller

i Cisco Wirel
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2 New Local Management Users
> New 9-2

9-2 Local Management Users > New

Wanpgemsr Lses Managsment e = N i Bk | Ll
fameap Lt Pegrmim

LR
e Mk kil
At w5l

Cienfarmm Hasswaind
fenrial Fmrd

IEHITY

H qree imar Aznpss Phads Py =
TRET

3 User Name

A

4 Password Confirm Password

N

5 User Access Mode LobbyAdmin

N

ReadOnly ReadWrite

6 Apply

7 Save Configuration

Cisco Wirel LAN Controller
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CLI
CLI

config mgmtuser add lobbyadmin_username lobbyadmin_pwd lobby-admin

S

lobby-admin read-only
lobby-admin  read-write

¢

CLI
GUI

Management > Guest Users List 9-3

9-3 Lobby Ambassador Guest Management > Guest Users List

sl iaifua

Lobby Ambassador Guest

CisCO
Giien Wi Sl snel Upern Lind L.
. [ = i i
lerr hame WikS 3510 Sopwasi Bemasmog Time Fraonelian
:
21
2 New Lobby Ambassador Guest Management

> Guest Users List > New 9-4

i Cisco Wirel LAN Controller
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9-4 Lobby Ambassador Guest Management > Guest Users List > New

Laui BRI A B T L

s8Rl Lipern Lt > Hew « hail | gty |

EE Al PR

Fasaveerd
il A & i I
LFal el I |dsygs B hasaz § e A
AN D -
3 User Name 24
4
. Generate Password
Password Confirm Password
. Generate Password
Password Confirm Password
24
5 Lifetime
4 0
5 30
o WLAN WLAN
WLAN 30
10
10 WLAN

[ oL-15301-01-J
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¢

6 WLAN SSID
WLAN

N

3

Web

SSID

WLAN

WLAN
RADIUS

7 Description

8 Apply

32

Guest Users List

9-5 Lobby Ambassador Guest Management > Guest Users List

s BT AP sgamieed

il

Lalwill Laada L

WLAN NAED

Sy bl L

Bt sabl Bednirm Fiere e i ARl R

TETe =Y STl e madara T

WLAN SSID

WLAN

LAN Controller

i Cisco Wirel
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GUI

CLlI
GUI
GUI Security > AAA > Local
Net Users Local Net Users 9-6
9-6 Local Net Users
Baurnhy Laenl Mad s |
= A&
" Tury L L]
R
B et [T LIEF - T Wiiw Fralds :::r‘r [ Jeargpime
Hid™ I8 o o, e [ Y g
x =1 Farde L3 L'k =ryd
-y - Ll A e g i
B ol A 2
WLAN
CLI
CLl
show netuser summary
Cisco Wirel LAN Controller
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W web

Web

7

Web 3
DHCP Web

LAN

Web 3

Web
9-7
9-7 Web
Security Alert

changed by others. Howewver, there iz a problem with the zite's

riri'l |nformation you exchange with this site cannot be viewed or
0] ged by o
; zecunty certificate.

& The zecurity certificate wags izzued by a company pou have
not chogen ko trust. View the certificate to determing whether
you want bo bzt the certifying authority,

o The zecurity certificate date iz valid.

o The zecurity certificate haz a valid name matching the name
of the page you are tiving bo view.

Do wou want to proceed?

&
; ; g
| wves || Mo || viewCeriicar= |
03100301
Yes
Web

Security Alert View Certificate
Install Certificate
Certificate Import Wizard New
Place all certificates in the following store Browse
Select Certificate Store Show Physical Stores
Trusted Root Certification Authorities Local Computer
OK

URL

9-8

I Cisco Wireless LAN Controller
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Web ||
8 Next > Finish
9  The import was successful OK
10 issuer Internet Explorer
Tools > Internet Options > Advanced Security Warn about Invalid Site
Certificates OK
11 PC Web 9-8
9-8 Web
atlian]ine
Login Cisco
Wilsgisa 1o tha Crids wiralaid natmeil
[ H ) DA W e Wb Yl 1 LA O T
b Fre et Pl ogn od 5 vour gt s i =k
== i
Cisco Cisco Web
. Web
Web P.9-11 Web
Web Submit
Web

URL 9-9

Cisco Wirel LAN Controller
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W web

9-9

Web Authentication

Login Successful |
You can now use all regular network services over the wireless netwaork.

Flease retain this small logout window in order to logoff when done. Mote
that yvou can akways use the following LIRL to retrieve this page:
hitps:i1 1.1 1 Magout bt

Logourt

142281

03100303

URL https://1.1.1.1/logout.html
IP

Cisco Wireless LAN Controller
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Web ||
Web
Web
GUI CLlI Web
. Web P.9-11
. Web P.9-15
. Web Web P.9-17
. Web P.9-19
e WLAN P.
9-23
Web
Web 9-8
GUI CLlI
GUI Web
1 Security > Web Auth > Web Login Page Web Login 9-10

9-10 Web Login
st |.l|l|
CISEa
SaELF Ty Wak Login Pags
LT Wl Sl Verrel il e Tapen Ity | o g b
L L Thap gt oy s b atbmenre e aedenk w=d -:l:“.-p.-- of Pay Lude
mlonta b WLAN  “Wek St u Rarvand e (ursdr WLAN Sty Pubows],
F Aocewi Cosfrel Linia
5 'Wirsbeuy Pretetias Cluoas | o L R
Pulliiey
= Wiwh Aail Epclirecd LML aflar
mak Leg B bargin
vagtilla e
LI T EFTSTE |
RLLEER SH
2 Web Authentication Type Internal (Default)
Cisco Wirel LAN Controller
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H web
3 Web 8
4
4 Cisco Cisco Logo Hide
Show
5 URL URL Redirect URL After
Login URL www.AcompanyBC.com 254
6 Headline
127 Welcome to
the Cisco wireless network
7 Message
2047 Cisco is pleased
to provide the Wireless LAN infrastructure for your network. Please login and put your air space to work.
8 Apply
9 Preview Web
10 Save Configuration
CLI Web
1 Web

config custom-web webauth_type internal

2 Web 7

3 Cisco /

config custom-web weblogo {enable | disable}

4 URL URL

config custom-web redirecturl url

URL 130
clear redirecturl

Cisco Wireless LAN Controller
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Web u
5
config custom-web webtitle title
130 Welcome to the Cisco
wireless network clear webtitle
6
config custom-web webmessage message
130 Cisco is pleased to provide

the Wireless LAN infrastructure for your network. Please login and put your air space to work.
clear webmessage

7 save config
8 Web

a. Trivial File Transfer Protocol TFTP

TFTP
TFTP
TFTP
TFTP WCS TFTP
TFTP Cisco WCS
b. ping ip-address TFTP
c. TFTP Jpg .gif .png
30KB 180
X 360
d. transfer download mode tftp
e. transfer download datatype image
f. TFTP IP transfer download serverip tftp-server-ip-address
Y
TFTP TFTP IP /
g- transfer download path absolute-tftp-server-path-to-file
h. transfer download filename {filename.jpg |

filename.gif | filename.png}

Cisco Wirel LAN Controller
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W web

i. transfer download start

This may take some time.

Are you sure you want to start? (y/n) y
TFTP Image transfer starting.

Image installed.

save config

2 -

TFTP

Login Image

XXX . XXX . XXX . XXX

<directory path>

.. <filename.jpg|.gif|.png>

Web clear webimage
CLI Web P.9-22
Web
9-11 Web
9-11 Web

Login

Welcome ta the AcompanyBC Wireless LAN!

Cordacd M Bykbam AdminiEiralor i & LIEa e and
Pazgword.

Lsrm Marme

Fasswil

LAN Controller

MELLIE R

i Cisco Wirel
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Web

CLlI
config custom-web weblogo disable
config custom-web webtitle Welcome to the AcompanyBC Wireless LAN!
config custom-web webmessage Contact the System Administrator for a Username and Password.

transfer download start

o TFTP

DAL Ty i i ettt et e et e e et e et e e e e e Login Image
TEFTP Server IP. .. ... ittt ittt XXX . XXX . XXX . XXX
TFTP Path. ... i e et et e e et e eieeean /

TFTP Fillename. .. uu v ittt ettt ettt ettt e eeee e Logo.gif

This may take some time.

Are you sure you want to start? (y/n) vy
TFTP Image transfer starting.

Image installed.

config custom-web redirecturl http://www.AcompanyBC.com

show custom-web

CiSCO LOGO . vt v vt eeeeeeennnn Disabled

CUSEOMLOJO . v v v v v et e e eeeeeenn 00_logo.gif

Custom Title................ Welcome to the AcompanyBC Wireless LAN!

Custom Message ............. Contact the System Administrator for a Username and
Password.

Custom Redirect URL......... http://www.AcompanyBC.com

Web Authentication Mode..... Disabled

Web Authentication URL........ Disabled

Web

Web
Web

Web

<html>

<head>

<meta http-equiv="Pragma" content="no-cache">

<meta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=i1s0-8859-1">
<title>Web Authentication</title>

<script>

function submitAction() {
var link = document.location.href;
var searchString = "redirect=";
var equallIndex = link.indexOf (searchString) ;
var redirectUrl = "";
var urlStr = "";
if (equalIndex > 0) {
equalIndex += searchString.length;
urlStr = link.substring(equalIndex) ;
if (urlStr.length > 0){
redirectUrl += urlStr;
if (redirectUrl.length > 255)
redirectUrl = redirectUrl.substring(0,255);
document. forms[0] .redirect_url.value = redirectUrl;

document. forms[0] .buttonClicked.value = 4;
document . forms[0] .submit () ;

Cisco Wirel LAN Controller
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W web

function loadAction() {
var url = window.location.href;
var args = new Object();
var query = location.search.substring(l);
var pairs = query.split("&");
for(var i1=0;i<pairs.length;i++) {

var pos =
if (pos ==

pairs[i].indexOf('=");
-1) continue;

var argname = pairs[i].substring(0,pos);

var value

pairs[i].substring(pos+1) ;

args [argname] = unescape (value) ;

}

//alert( "AP MAC Address is " + args.ap_mac);
//alert( "The Switch URL to post user credentials is " + args.switch_url);
//document.forms[0] .action = args.switch_url;

// This is the status code returned from webauth login action
// Any value of status code from 1 to 5 is error condition and user
// should be shown error as below or modify the message as it suits
// the customer
if (args.statusCode == 1) {
alert ("You are already logged in. No further action is required on your

part.");
}

else if(args.statusCode == 2){
alert ("You are not configured to authenticate against web portal. No further
action is required on your part.");

}

else if (args.statusCode == 3){
alert ("The username specified cannot be used at this time. Perhaps the
username is already logged into the system?");

}
else if(args.statusCode == 4){
alert ("The User has been excluded. Please contact the administrator.");
}
else if (args.statusCode == 5){
alert ("Invalid username and password. Please try again.");
}
}
</script>
</head>

<body topmargin="50"

marginheight="50" onload="loadAction() ;">

<form method="post" action="http://1.1.1.1/login.html">

<input TYPE="hidden"
<input TYPE="hidden"
<input TYPE="hidden"

<div align="center">

NAME="buttonClicked" SIZE="16" MAXLENGTH="15" value="0">
NAME="redirect_url" SIZE="255" MAXLENGTH="255" VALUE="">
NAME="err_flag" SIZE="16" MAXLENGTH="15" value="0">

<table border="0" cellspacing="0" cellpadding="0">
<tr> <td>&nbsp;</td></tr>

<tr align="center"> <td colspan="2"><font size="10" color="#336699">Web
Authentication</font></td></tr>

<tr align="center">

<td colspan="2"> User Name &nbsp;&nbsp;&nbsp;<input type="TEXT" name="username"
SIZE="25" MAXLENGTH="63" VALUE="">

</td>
</tr>
<tr align="center" >

<td colspan="2"> Password &nbsp;&nbsp;&nbsp; &nbsp; &nbsp;<input type="Password"

name="password" SIZE=

</td>
</tr>

"25" MAXLENGTH="24">

I Cisco Wireless LAN Controller
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Web

Web | |

<tr align="center">

<td colspan="2"><input type="button" name="Submit" value="Submit" class="button"
onclick="submitAction() ;">

</td>

</tr>

</table>

</div>

</form>
</body>
</html>

URL

* ap_mac MAC
e switch_url URL

e redirect URL

e statusCode Web

e wlan WLAN SSID

. 1 "You are already logged in. No further action is required on your part."”

. 2 "You are not configured to authenticate against web portal. No further action is
required on your part.”  Web

. 3 "The username specified cannot be used at this time. Perhaps the username is
already logged into the system?"

. 4 "You have been excluded."
o 5 "The User Name and Password combination you have entered is invalid. Please
try again.”
URL External Web Authentication with Wireless LAN Controllers Configuration
Example

http://www.cisco.com/en/US/partner/tech/tk722/tk809/technologies_configuration_example09186a008076f9
74.shtml

Web
Web Web GUI
CLI Web
Web ACL WLAN
Security Policies > Web Policy on the WLANSs > Edit WLAN ACL
ACL ACL 5

[ oL-15301-01-J
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http://www.cisco.com/en/US/partner/tech/tk722/tk809/technologies_configuration_example09186a008076f974.shtml

N web
GUI Web Web
1 Security > Web Auth > Web Login Page Web Login 9-12
9-12 Web Login
S Ly Wl Logan Page ! ﬂu-_-_l-...__! lﬂ#_J
LT el Bl el el i F iy LR TCT N TT U1 T T g j -
B sl FAE
b Prisriy Order -
B Emwwy Csevirsd Livis PR TR,
& wWerisal Frelsimes
Mal<is
= ek Awik Wl beryer | Liklini s
forubimn | Wi ok S| .
LT LS e L] gﬁ
2 Web Authentication Type External (Redirect to external server)
3 URL Web Web URL
252
4 Web Server IP Address Web IP Web
5 Add Web Server Web
6 Apply
7 Save Configuration
CLI Web Web
1 Web

config custom-web webauth_type external.

2 Web Web URL

config custom-web ext-webauth-url url

URL 252

Cisco Wirel LAN Controller
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Web ||
3 Web IP
config custom-web ext-webserver {add | delete} server_IP_address
4 save config
5 CLI Web P.9-22
Web
Web tar
webauth bundle
1MB tar TFTP
Y
webauth bundle  GNU tar
bundle Extracting error TFTP transfer failed
PicoZip GNU
webauth bundle  .tar
. login.html Web
URL webauth bundle bundle
. URL URL
. URL URL
Cisco WCS
Cisco Wireless Control System Configuration Guide, Release 5.0 Using
Templates Downloading a Customized Web Auth Page
Web GUI
CLI
GUI Web
1 TFTP CLI
Web P.9-12 8 TFTP

Cisco Wirel LAN Controller
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W web

3

tar

Commands > Download File

9-13 Download File to Controller

TFTP

Download File to Controller 9-13

10

11

12

13

14

Lol

Erandosd Ble ko

Devrviaad | ile

Pl Type
AT A
Rrupl in | fwry Dol sl i Bl
File Type
IP Address TFTP
Maximum Retries
1 254
10
Timeout
1 254
6
File Path
File Name
Download tar
Security > Web Auth > Web Login Page
Web Authentication Type
Apply
Preview

LAN Controller

[ ] l.uldu.l |
i [] B iry
m
(TR T LT a
Webauth Bundle
IP
tar
* tar
tar /
tar

Web Login

Customized (Downloaded)

Web

i Cisco Wirel
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Web
15 Save Configuration
CLI Web
1 TFTP CLI
Web P.9-12 8 TFTP
2 tar TFTP
3 transfer download mode tftp
4 transfer download datatype webauthbundle
5 TFTP IP transfer download serverip tftp-server-ip-address
Y
TFTP TFTP IP /
6 transfer download path absolute-tftp-server-path-to-file
7 transfer download filename filename.tar
8 transfer download start y
9 Web config custom-web webauth_type customized
10 save config
11 CLI Web P.9-22

Cisco Wirel LAN Controller
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N web

Web

9-14 Web

9-14 Web

Login

Welcome to the AcompanyBE Internet Access Service

Fieass call the secepsonist G a Ussrmane and Passwond

NI Msmin

e

prossng thi “SUtmE™ teinn. Yo sCnokasdnn
el a0 s ridl sl SoCepl Tha VEmms ol iee
CLI Web

show custom-web Web
[ @5 1 =Y o7 TN 57 Yo o 1P Enabled
[@IPE=Y o) 111 5T Y o P Disabled
Custom Title. ...ttt ittt i i e e Disabled
CUSEOM MES ST e « v v v vttt et e ettt et ettt e e Disabled
Custom Redirect URL........otutntntnenenenennnnn Disabled
Web Authentication Mode.............coiuiuinn.n Disabled
Web Authentication URL..........ouiuiueunnnnnnn Disabled

1RO

This example shows the information that appears when the configuration settings have been

modified:

@5 =TT I FTe Y o PSP Disabled

[@IBF=3 o) 111 7o Yo fo JF N 00_logo.gif

CUSEOM Taitle. oottt ittt ettt e e et e et e e e e eea Welcome to the AcompanyBC Wireless

LAN!

CUSEOM MESSaAgE . « v vt ittt e ettt e ettt e et e Contact the System Administrator for a
Username and Password.

Custom Redirect URL. .......iiutiutnnennennennnn http://www.AcompanyBC.com

Web Authentication Mode............uiuiuuunnnnn Internal

Web Authentication URL.........c.iuiiiiinenenenen. Disabled

LAN Controller

i Cisco Wirel

OL-15301-01-J |



Web ||
WLAN
WLAN Web
Web
Web Internal Exterenal Customized
Web Customized
GUI WLAN
GUI WLAN  Web
1 WLANSs WLANS
2 Web WLAN
3 Security > Layer 3
4 Web Policy  Authentication
5 Web Override Global Config
6 Web Auth Type
Web
e Internal Web
e Customized Web
3 3
None
Y
webauth.tar
Web
P.9-19
e External
URL URL
WLANSs > Edit  Security > AAA Servers RADIUS
LDAP

Cisco Wirel LAN Controller
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N web
7 6 Web External AAA Servers
3 RADIUS LDAP
S
RADIUS LDAP WLANSs > Edit  Security > AAA Servers
RADIUS Authentication Servers LDAP Servers
8 Web
Radius LDAP
a. Up Down Local Radius
LDAP
b. Up Down
c. <
d.
9 Apply
10 Save Configuration
CLI WLAN
CLI WLAN  Web
1 Web WLAN ID

show wlan summary

2 Web
Web
WLAN
e config wlan custom-web login-page page_name wlan_id WLAN
e config wlan custom-web loginfailure-page page_name wlan_id WLAN
N

config wlan custom-web loginfailure-page none wlan_id

Cisco Wireless LAN Controller
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Web

e config wlan custom-web logout-page page_name wlan_id WLAN

Y

config wlan custom-web logout-page none wlan_id

3 Web
URL

config wlan custom-web ext-webauth-url ext_web_url wlan_id
4 Web

config wlan security web-auth server-precedence wlan_id {local | Idap | radius} {local | Idap | radius}
{local | Idap | radius}

Web Radius LDAP
Y
RADIUS
Authentication Servers LDAP Servers
5 Web
config wlan custom-web webauth-type {internal | customized | external} wlan_id
e Internal Web
e customized 2 Web
A
5 Web
e external 3 URL
6 Web WLAN Web
config wlan custom-web global disable wlan_id
~
config wlan custom-web global enable wlan_id Web

Cisco Wirel LAN Controller
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ARLA2A—T A X,

7
save config
2
VLAN
VLAN
9-15
9-15 1
suE HR AT 1R
N
BETSARK PUER R—k
\\ 7 VLAN ID: 236,
U ) _A— /72;( f- L/\Pd N 1
. FTOER DO
1u8—%y = S
AL V8 —T AR,

guest-ds

arkA—30
oy (7 2 Hh—)
=

sidkrish-intf

232048

LAN Controller
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2
EolP
9-16
9-16 2
UE
¥ SE Y FO—5,
T R— - ped
= =] Y TR
FohA—arko—3,
qzt‘"h:w Toh—.
TIAN=h-T2h—  WRTA [ﬁl SSID : &S
7747"‘4—7)») SSID: 4R+ 3
—_ g
Y
2
DHCP Web
~
QoS
Quality of Service
P. 4-55
1. VLAN
2. LAN
3.
4,
5. LAN
6.
Cisco Wirel LAN Controller
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[ |
. 4400
Cisco WiSM Catalyst 3750G LAN
. 2
. 5 LAN
. 3 Web Web
2
GUI
GUI
1 Controller > Interfaces
Interfaces
2 New Interfaces > New
3 VLAN ID
4 Apply
5 Interfaces > Edit IP
9-17

Cisco Wireless LAN Controller
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9-17

Interfaces > Edit

Coartrallat

[ LT
Inaeaimny
Toxd ool s i
Syl il
EElramih Haules
Fosteerpenl [HH B Sorwes
h Hglal®p Hgmagreersl
Paris
L1l
B ope

By el

efacer = LB

Zenerel Inlurrnelan
Idedn m b et garnl

HAC Addrwms 0 Sl L 07D el

vl poiace Milimas

WM | dwnd g ]
F Eddrn 3.0 0a
Fark i
LT

PivgLared

Irafuzreriad b
P Wi ]
Wik g Bl i
gy Py i
Erohdm Doy &F -
el T ]

C i er e
L
= L

LHREP ol cervssd s
Ay DO @ davds

Usidrediry Dol F
Cmramy

#ooes e Corlenl Lt

BLH, W marm -

Moty gy T AR RS e e Gl P BOAN B
rrpoewvy Fabipd gl Yaw ey el = oppy o preneporedp o

=T

6 Port Number 0 25

7 Guest LAN

8 DHCP IP

9 Apply

10 LAN WLANSs

11 WLANSs New WLANS > New 9-18
9-18 WLANSs > New

CISco

WLARS

- AN

wlEky

B Rilwanesl

Wl Abiz = Pdewe < W | apsip |
Typn - -
Prolile hama ["""" !

=]
Wilad BEED

5

Cisco Wirel LAN Controller
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12 Type Guest LAN

13 Profile Name LAN

14 WLAN SSID LAN SSID

15 Apply WLANS > Edit 9-19

9-19 WLANSs > Edit

WA WLANS * Edil el | dpphy |
=y Grewval | Serwity | Quf | Advesced
¥ I.l-u-lu rd it Brvey -
BEID 1
i [ET T ]
sy dodory weh Aeath
i oy dpre g aopdy lah sl ape e e e ey Fa cheege
Irgrani |Eifain LT . 4
Egreni imetus AR E T = .'-':
16 Status Enabled
17 Web Web-Auth Web
18 19 Security
18 Ingress Interface 3 VLAN
VLAN 2
19 Egress Interface WLAN
1 Egress Interface
management
20 Web Web Security > Layer 3
WLANSs > Edit (Security > Layer 3) 9-20

Cisco Wirel LAN Controller
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9-20 WLANS > Edit Security > Layer 3

WL AR el dbin = Tan
| Gewwm | Seredty | el | Sdwesced
LMy | Lever] | A Serven

AN

wranr 1 Smoamy g ko anEoENEn W
Froasdtm-foabar B

L e

Dvnr o Shelte Tenfg L Iusiie

21 Layer 3 Security

e None 3
e Web Authentication

e Web Passthrough

22 Web Email Input

23 Web Login

24 Web Auth Type

Fahhly]

Override Global Config

Web
¢ Internal Web
e Customized Web
3 3
None
webauth.tar
e External
URL URL
WLANSs > Edit  Security > AAA Servers RADIUS
LDAP

Cisco Wirel LAN Controller
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25 24 Web External AAA Servers
3 RADIUS LDAP
)
RADIUS LDAP WLANSs > Edit  Security > AAA Servers
RADIUS Authentication Servers LDAP Servers
26 Web
Radius LDAP
a. Up Down Local Radius
LDAP
b. Up Down
c. <
d.
27 Apply
28 Save Configuration
29 2
CLI
CLlI
1 VLAN

config interface create interface_name vlan_id

config interface port interface_name primary_port {secondary_port}

3 LAN VLAN

config interface guest-lan interface_name {enable | disable}

VLAN 5 ingress

Cisco Wireless LAN Controller
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4
config guest-lan create guest_lan_id interface_name
LAN ID 1 5
Y
LAN config guest-lan delete
guest_lan_id
5 2
VLAN  ingress
config guest-lan ingress-interface guest_lan_id interface_name
6 egress
config guest-lan interface guest_lan_id interface_name
Y
4 6
1 5
config mobility group anchor add {guest-lan guest_lan_id | wlan wlan_id} IP_address
7 LAN
config guest-lan security {web-auth enable guest_lan_id | web-passthrough enable guest_lan_id}
Y
Web
8 LAN
config guest-lan {enable | disable} guest_lan_id
9 Web

Web
LAN

¢ config guest-lan custom-web login-page page_name guest_lan_id Web

e config guest-lan custom-web loginfailure-page page_name guest_lan_id Web

[ oL-15301-01-J
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config guest-lan custom-web loginfailure-page none guest_lan_id

e config guest-lan custom-web logout-page page_name guest_lan_id Web

S

config guest-lan custom-web logout-page none guest_lan_id

10 Web
URL

config guest-lan custom-web ext-webauth-url ext_web_url guest_lan_id

11 RADIUS LDAP Web

config wlan security web-auth server-precedence wlan_id {local | Idap | radius} {local | Idap | radius}
{local | Idap | radius}

Web Radius LDAP

S

RADIUS
Authentication Servers LDAP Servers

12 Web

config guest-lan custom-web webauth-type {internal | customized | external} guest_lan_id

e Internal Web
e customized 9 Web
e external 10 URL
13 Web LAN Web

config guest-lan custom-web global disable guest_lan_id

S

config guest-lan custom-web global enable guest_lan_id Web

Cisco Wireless LAN Controller
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14

save config

S

Web

show run-config show running-config

15 LAN

show custom-web {all | guest-lan guest_lan_id}

S

Web

Web Web Authentication Type
WLAN
show custom-web all
Radius Authentication Method..................... PAP
(@5 =TeTe TN e Yo o 1PN Enabled
CUSEOMLOTO0 e« v v et e e e e e e e e et e e et e et et et None
CUuStom Title. vttt ittt e e e et e e e e None
CUSEOM MESSATE . v et ettt et ettt et e et eeeeeeeeenennn None
Custom Redirect URL. .. ..ttt it None
Web Authentication Type............... External
External Web Authentication URL............ http:\\9.43.0.100\1ogin.html
External Web Server list
Index IP Address
1 9.43.0.100
2 0.0.0.0
3 0.0.0.0
4 0.0.0.0
5 0.0.0.0
20 0.0.0.0
Configuration Per Profile:
WLAN ID: 1
WLAN SEatUS . . vttt ittt it e e e et e et e Enabled
Web Security POliCyY . v iiiiii ettt iiieeeennn Web Based Authentication
Global Status........iiiiiiimniin i Disabled
WebAUL N Ty D . i ittt it e e et e et e e e e et e e e Customized
LOgIn PaAge . vttt ittt e et e et e e e e e e e loginl.html
Loginfailure page nName. . .........ououeeeenenennn. loginfailurel.html
LOgOUL PAJE NaAME . & v vttt et e e e ettt et tteeeeeeenn logoutl.html
WLAN ID: 2
WLAN SEatUS . @i ittt ittt et e e e e e ettt e eaee Enabled
Web Security POliCy . v uiiii ettt iieieeeenenn Web Based Authentication
Global Status........iiiiiititiiin s Disabled
WebAULh TyYPE. v ittt ittt et e e ettt e e et e e e Internal
Loginfailure page name. . ........oueeueenennennn None
LOgoUL PAJE MAME. ¢ vttt vttt et et et e e eeeennnn None
Cisco Wirel LAN Controller
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WLAN ID: 3
WLAN SEatUS . @i ittt ittt it et e e e ettt eaees Enabled
Web SecUrity POliCY . vt i ittt tie ittt eeennns Web Based Authentication
Global Status........iiiiiitmin s Disabled
WebAUL N Ty D i ittt it e e e e e e e e e e e e e e e e Customized
LOgin Page. « v ittt ettt e et e e e e e e e e login.html
Loginfailure page Name. . . ... ..o eeeennnennn LF2.html
LOgOUL PAJE NaAIME . & v vttt e et e et ettt teeeeeeenn LG2.html

show custom-web guest-lan guest_lan_id

Guest LAN ID: 1

Guest LAN StatUsS. ...ttt ieeenn. Disabled

Web Security POliCyY ... iiiiii ettt i i Web Based Authentication
Global StatuS. ... ...ttt ettt Enabled

WebAULh TyPE. v ittt ittt e e et e e e e e e e e ee e Internal

Loginfailure page name. . ........ueeueeuenenennn None

Logout page name. . ... .. ittt ittt ittt None

16

show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
ep-manager I untagged 1.100.163.25  Static Yes No
management 1 untagged 1.100.163.24 Static No No
service-port N/A N/A 172.19.35.31 Static No No
virtual N/A N/A 1.1.1.1 Static No No
wired 1 20 10.20.20.8 Dynamic No No
wired-guest 1 236 10.20.236.50 Dynamic No Yes

~

LAN wired-guest VLANID 236

Cisco Wireless LAN Controller
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17

show interface detailed interface_name

Interface Name. ... ...ttt ittt ittt et wired-guest
MAC AT eSS e v v vttt et e ettt e e e et et e e ettt 00:11:92:ff:e7:eb
I = N e Y= 10.20.236.50
IP NetmasK. ... e e e e i e i e 255.255.255.0
TP GaAlLOWaAY + v v v it e e e et ettt e e e ettt e 10.50.236.1
Y2072 PP 236
Quarantine-vVIan. .. ...ttt e e e no
Active Physical POrC.......iiiiiiiiiiieteennnnnn LAG (29)
Primary Physical PoOrt..........iiiiiiennnnnennn LAG (29)
Backup Physical POrt.. ...t nennnennenns Unconfigured
Primary DHCP SeIVeL . . i ittt ettt e et ettt e e eeeeeen 10.50.99.1
Secondary DHCP SerVeT . ... v vttt tunnnneeeeeeneeeenn Unconfigured
DHCP OpELIOn 82. it ittt it ettt et et ettt et eeeeenn Disabled
2N Unconfigured
DN S = =X = ol No
Guest Interface.......... ... Yes

18 LAN

show guest-lan guest_lan_id

Guest LAN Identifier............. ..., 1
Profile Name. . ...ttt ittt et ettt e e eeeen guestlan
Network Name (SSID) v v v vt i i ettt eeeeeeeeeeeens guestlan
SEaUS . ottt e Enabled
AAA Policy OVerride. . ...ttt e Disabled
Number of Active Clients............ouuiuiuiunnnnn 1
Exclusionlist Timeout............iuiiiiniinnenan. 60 seconds
SesSSion TimeOUL . .t i vt ittt ittt et et ettt e ee e Infinity
Interface. « oot e e wired
Ingress Interface......... ittt wired-guest
WLAN ACL . & ittt ettt et e ettt e ettt e ettt et e unconfigured
DHCP SeIVeL . it ittt ittt ittt ettt ettt et i iieee e 10.20.236.90
DHCP Address Assignment Required................. Disabled
Quality of Service...... .ttt Silver (best effort)
Security
Web Based Authentication...................... Enabled
72N Unconfigured
Web-Passthrough. ... ...t Disabled
Conditional Web Redirect.............ovuvuinn.. Disabled
AULO ANChOT . o ittt e e e e e e e e Disabled

Mobility Anchor List
GLAN ID IP Address Status

show guest-lan summary
LAN

Cisco Wirel LAN Controller
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19 LAN

show client summary guest-lan

Number of ClientS.......ouiuiieeenenenenennnn 1
MAC Address AP Name Status WLAN Auth Protocol Port Wired
00:16:36:40:ac:58 N/A Associated 1 No 802.3 1 Yes

20

show client detail client_mac

Client MAC AdAreSS. ...ttt enenenenenenn. 00:40:96:b2:a3:44
Client USername . . ... ...ttt nenneenennenn. N/A

AP MAC AdAr eSS . .t v ittt ittt ittt et et e e i e 00:18:74:c7:c0:90
Client State. ... ...ttt Associated
Wireless LAN Td. ...ttt i ittt et ettt e eeeaenn 1

220 05 00:18:74:c7:c0:9f
Channel. . ... e e e e e e 56

B Vo o Bl == = e 192.168.10.28
Association ITd. ...ttt e 1

Authentication Algorithm............. ... . ...... Open System
Reason Code. ... i ittt et ettt e e e e 0

Status Code. ..ot e e 0

Session TimMeOoUL . ... ..ttt it ittt i 0

Client CCX VerSion. .. ...ttt 5

Client E2E VerSIOM. « v v ittt ettt eeeeeeeeenns No E2E support
Diagnostics Capability. ...ttt Supported

S69 Capability . ettt e e e e e e Supported
T s ' Y Disabled

Q0SS LeVel . i ittt i et e e e e e e e e e Silver

Cisco Wireless LAN Controller
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Radio Resource Management

Radio Resource Management RRM

e Radio Resource Management P. 10-2

e RF P. 10-6

* RF P.10-8

e RF P. 10-10

e RRM P.10-12

* RRM P. 10-26

e RF P. 10-32
e CCX P. 10-36

. P.10-41

Cisco Wireless LAN Controller
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W Radio Resource Management

Radio Resource Management

Radio Resource Management RRM

RF RF

RRM Lightweight

LAN
i 802.11
. 802.11
. Received Signal Strength Indicator RSSI;

Signal-to-Noise Ratio SNR;
RRM 802.11 RF
RRM
RRM Lightweight
Lightweight
Lightweight 802.11a/b/g
60
Y
100
0.2%
LAN

Cisco Wireless LAN Controller
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Radio Resource Management

LAN
-65dBm 4
N
4 P.10-28
2
E
1
RF 1
1
1 2 802.11b/g 2
11/54Mbps
RF
RF
e 80211 LAN
802.11 Lightweight
10% 802.11
RRM
Lightweight

Cisco Wirel LAN Controller
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W Radio Resource Management

6 1
LAN 1 11
RF
L]
. LAN
RF RRM
LAN
RRM
LAN
Lightweight
RRM Received Signal Strength Indicator
Lightweight

Cisco Wireless Control System WCS
Cisco Wireless Control System Configuration Guide

I Cisco Wireless LAN Controller
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| 10

Radio Resource Management

Radio Resource Management

RRM Lightweight
RRM
LAN
Y
RRM
RRM
Lightweight
RRM
Cisco Unified Wireless Network
RRM 802.11a 802.11b/g
802.11a 802.11b/g RRM
RRM RRM
RRM RRM
RRM 600
S
100 Platinum QoS
RRM
Cisco Wirel LAN Controller
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N rF
RF RF 802.11 RRM
802.11 RF
RF RRM
Lightweight RRM
-80dBm
RF
A
RF
2
RF
RF
RF RF
RF
11
RF
RF
RF RF
RF RRM
RF
RRM
-65dBm 802.11
802.11 RRM
RF
RRM 600
RF RF
RF
S
RRM P.10-12

Cisco Wireless LAN Controller
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| 10 Radio Resource Management

RF
RF

MIC

RF

RF

20

RF

Cisco Wirel

RF
RF
RF
RF
1000
RF
802.11
RRM

LAN Controller
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Radio Resource Management |

W rF

RF

GUI

v

CLI

RF

RF

s

RF

s

Cisco Wireless Control System WCS
Cisco Wireless Control System Configuration Guide

RF

GUI RF

GUI

RF

1 Controller > General

10-1

General

General

10-1
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| 10 Radio Resource Management

RF | |

2 RF-Network Name RF 19 ASCII

3 Apply

4 Save Configuration

5 RF
CLlI RF
CLI RF
1 config network rf-network-name name RF

N

19 ASCII

2 show network RF

3 save config

4 RF

Cisco Wirel LAN Controller
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10

Radio Resource Management

W rF

RF

GUI CLI RF

S

Cisco Wireless Control System WCS RF

Cisco Wireless Control System Configuration Guide

GUI RF
GUI RF
1 Wireless > 802.11a/n 802.11b/g/n > RRM > RF Grouping 802.11a
802.11b/g RRM > RF Grouping 10-2

10-2 802.11a > RRM > RF Grouping

Weeksna BOE 115 = RAM » AF Qrecsing

T
B R Padebi WY iy Ao hun
o e B P
LU TP
v BT |_||||p. L mag Ul e |08 - EED miwi
[EESA o LAl
P LT T
— Ju Bay Cosdeulier o Grogs sl 1 Bug
by T r— ier GrEar Ll e 196 sme ggn
i 2. L =T ST T
’ 1 S kddrry bl
- :. L8 N BT R *:\-__
RF
600 RF MAC
MAC
Group Mode RF
GUI RF
P.10-12
2 802.11a 802.11b/g

i Cisco Wirel LAN Controller
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| 10 Radio Resource Management

RF
CLI RF
CLI RF
1 show advanced 802.11a group 802.11a RF RF
Radio RF Grouping
802.11a Group Mode. ... i ittt ittt e eeeeeeean AUTO
802.11a Group Update Interval.................. 600 seconds
802.11a Group Leader. ... .o it tnnneeennnnnnn 00:16:9d:ca:d9:60
802.11a Group Member. ... ...ttt 00:16:9d:ca:d9:60
802.11a Last RUN. .. v ittt ittt tteeeeieeneennn 594 seconds ago
RF RF
600 RF
MAC MAC
Y
MAC
2 show advanced 802.11b group 802.11b/g RF RF

Cisco Wirel LAN Controller
[ oL-15301-01-J



10

Radio Resource Management

B RRM
RRM
GUI CLlI RRM
Y
RF RF
Y
RRM RF
RF RRM RF
GUI RRM
GUI RRM RF
GUI RF
GUI RF
1  Wireless > 802.11a/n 802.11b/g/n > RRM > RF Grouping 802.11a
802.11b/g RRM > RF Grouping 10-2
2 Group Mode RF
RF
RMM
RF
Y
RF RRM
RF
RRM P. 10-26
3 Apply

4 Save Configuration

OL-15301-01-J |
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| 10 Radio Resource Management

RRM
GUI
GUI
1  Wireless > 802.11a/n 802.11b/g/n > RRM > TPC 802.11a
802.11b/g > RRM > Tx Power Control (TPC) 10-3

10-3 802.11a > RRM > Tx Power Control (TPC)

Wra R B2 1 = R & T Power ContreTPC]

¥R Pl i Tm Poeresd Limwel ditigiiiel Algerien

]

Faapt List hisgrrmarn Harad 1 dhurgs Famep aZil am
1IN P Commps |
oy Doyl
R
s Fond
-
grnt Thaw b i

" B e P i © el 1

- Femmr himgrrrart e W FL 4]

Lart Th Furphas Il pein agm

2 Power Level Assignment Method

e Automatic

¢ On Demand
Invoke Power Update Now

S

Invoke Power Update Now
600

¢ Fixed

s

mW  dBm

4 P.10-28

s

Automatic

P. 10-30

Cisco Wirel LAN Controller
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N RRM
e Power Threshold RRM
-65 dBm
( ) CLI
CLlI CLI RRM P. 10-20
e Power Neighbor Count
e Power Assignment Leader RF MAC
e Last TPC Iteration RRM
Apply
Save Configuration
GUI
RRM DCA

i Cisco Wirel

B oliior s b Badali

= MLLlaie

Ll PR R LT T

GUI

Wireless > 802.11a/n 802.11b/g/n > RRM > DCA
802.11b/g > RRM > Dynamic Channel Assignment (DCA)

802.11a
10-4

10-4 802.11a > RRM > Dynamic Channel Assignment (DCA)

CISCD

Cramwrresc CFwarenel A&y vigprereerd Algorfbhm
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LAN Controller

TNIET

OL-15301-01-J |



10 Radio Resource Management

RRM n
2 Channel Assignment Method
DCA
e Automatic
e On Demand
Invoke Channel Update Now
A
Invoke Channel Update Now
e OFF
Y
Automatic
P. 10-30
Interval DCA
600 Anchor Time DCA
12:00 11:00
Y
CLI CLlI
RRM P. 10-20
3 Awvoid Foreign AP Interference RRM
Lightweight
802.11
RRM
4 Avoid Cisco AP Load RRM
Cisco Lightweight
802.11 RRM
5 Avoid Non-802.11a (802.11b) Noise RRM
Lightweight 802.11
RRM
Cisco Wirel LAN Controller
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W RRMm

e Channel Assignment Leader RF MAC

e Last DCA lteration RRM

e DCA Sensitivity Level DCA
DCA

N

config advanced {802.11a | 802.11b} channel dca sensitivity {low | medium | high} CLI
DCA CLlI RRM
P. 10-20

6 DCA Channel List DCA Channels
Select

802.11a 36 40 44 48 52 56 60 64 100 104 108 112 116 132 136 140 149 153
157 161 165 190 196
802.11b/g 1 2 3 4 5 6 7 8 9 10 11

802.11a 36 40 44 48 52 56 60 64 100 104 108 112 116 132 136 140 149 153 157 161
802.11b/g 1 6 11

7 Apply

8 Save Configuration

DCA Monitor
Most Recent Traps  View All
MAC

GUI
GUI

1  Wireless > 802.11a/n 802.11b/g/n > RRM > Coverage 802.11a
802.11b/g > RRM > Coverage 10-5

Cisco Wireless LAN Controller
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RRM ||

10-5 802.11a > RRM > Coverage

Wresr B 1 1a s RAM s Coversge
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E .
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5
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2 Enable Coverage Hole Detection
3 DataRSSI
RSSI
RSSI
-60  -90dBm -80dBm
RSSI 5 90
4 Voice RSSI
RSSI
RSSI
-60  -90dBm -75dBm RSSI 5
90
5 Min Failed Client Count per AP RSSI RSSI RSSI
1 75
3

6 Coverage Exception Level per AP

0 100% 25%

Cisco Wirel LAN Controller
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N RRM
5 Failed Packet Count Failed Packet
Percentage CLI P. 10-22
90
Min Failed Client Count per AP Coverage Exception Level per AP
7 Apply
8 Save Configuration
GUI RRM

GUI RRM

1  Wireless > 802.11a/n 802.11b/g/n > RRM > General 802.11a
802.11b/g > RRM > General 10-6
10-6 802.11a > RRM > General
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Radio Resource Management

RRM
2
~
RRM
Lightweight
SNMP
a. Interference 1
802.11 0 100%
10%
b. Clients 1
1 75 12
c. Noise 1 802.11
-127  0dBm -70dBm
d. Utilization 1
0 100% 80%
3 Channel List
RRM
e All Channels RRM
e Country Channels D RRM
e DCA Channels DCA RRM
DCA
GUI
P. 10-14
4
a. Noise Measurement
60 3600 180
b. Load Measurement
DCA
60 3600 60
c. Neighbor Packet Frequency
60 3600 60
d. Channel Scan Duration
50
Channel Scan Duration
50
11 802.11b/g 180
50 16 50
180/11= 16
Channel Scan Duration
60 3600 802.11a 60 802.11b/g
180
Cisco Wirel LAN Controller
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B RRM

5 Apply

6 Save Configuration

Y
RRM
Set to Factory Default
CLI RRM
CLI RRM
1 802.11a 802.11b/g

config {802.11a | 802.11b} disable

2
J 802.11a 802.11b/g RRM
config {802.11a | 802.11b} txPower global auto
. 802.11a 802.11b/g RRM
config {802.11a | 802.11b} txPower global once
. -65dBm
config advanced {802.11a | 802.11b} tx-power-control-thresh threshold
threshold -50  -80dBm -50  -65dBm
-75dBm
-80dBm BSSID
BSSID
N
GUI P.10-13 Power Threshold
3 DCA
J 802.11a 802.11b/g RRM
config {802.11a | 802.11b} channel global auto
. 802.11a 802.11b/g

RRM

Cisco Wireless LAN Controller
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RRM
config {802.11a | 802.11b} channel global once
RRM
config {802.11a | 802.11b} channel global off
DCA
config advanced {802.11a | 802.11b} channel {add | delete} channel_number

1
DCA
config advanced {802.11a | 802.11b} channel dca anchor-time value DCA
value 12:00 11:00 0 23
config advanced {802.11a | 802.11b} channel dca interval value DCA
valu 1 2 3 4 6 8 12 24

10 600 0
config advanced {802.11a | 802.11b} channel dca sensitivity {low | medium | high} DCA

low DCA

medium DCA

high DCA

DCA 10-1
10-1 DCA
2.4GHz DCA 5GHz DCA

High 5dB 5dB
Medium 15dB 20dB
Low 30dB 35dB

config advanced {802.11a | 802.11b} channel foreign {enable | disable}
config advanced {802.11a | 802.11b} channel load {enable | disable}
config advanced {802.11a | 802.11b} channel noise {enable | disable}

config advanced {802.11a | 802.11b} channel update

config advanced {802.11a | 802.11b} coverage {enable | disable}

enable

[ oL-15301-01-J
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W RRMm

e config advanced {802.11a | 802.11b} coverage {data | voice} rssi-threshold rssi

RSSI
RSSI
-60  -90dBm
-80dBm -75dBm RSSI 5
90
¢ config advanced {802.11a | 802.11b} coverage level global clients RSSI RSSI
RSSI
1 75 3
e config advanced {802.11a | 802.11b} coverage exception global percent
0 100% 25%
e config advanced {802.11a | 802.11b} coverage {data | voice} packet-count packets
1
255 10
e config advanced {802.11a | 802.11b} coverage {data | voice} fail-rate percent
1 100%
20%
Y
5 packet-count fail-rate
90
coverage level global coverage exception global
6 802.11a 802.11b/g
config {802.11a | 802.11b} enable
Y
802.11g config 802.11b enable config
802.11b 11gSupport enable
7
save config

Cisco Wireless LAN Controller
OL-15301-01-J |
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CLI

RRM

802.11a 802.11b/g RRM

show advanced {802.11a | 802.11b} ?
?

e ccx {global | Cisco_AP} CCXRRM

802.11la Client Beacon Measurements:
disabled

e channel

Automatic Channel Assignment
Channel Assignment Mode..........ciuieuenennn.
Channel Update Interval............uuuiiuenenn..
Anchor time (Hour of the day)................
Channel Update Contribution..................
Channel Assignment Leader...............oo...

DCA Sensitivity Level:
Channel Energy Levels
Minimum. . ...ttt it e e e et et et
AVEYATE . « vt vttt ettt et e e e e
MaxXImMUIN. « oo vttt e et e et e e e e e e e e e e e e

Channel Dwell Times
Minimum. ........ it e e
DN = ot =
MaxiMUI. o ovt ettt e e e e et e e e e eeeeen

® coverage

Coverage Hole Detection
802.11la Coverage Hole Detection Mode.........
802.11la Coverage Voice Packet Count..........
802.1la Coverage Voice Packet Percentage.....
802.1la Coverage Voice RSSI Threshold........
802.11la Coverage Data Packet Count...........
802.11la Coverage Data Packet Percentage......
802.11la Coverage Data RSSI Threshold.........
802.11la Global coverage exception level......
802.11la Global client minimum exception lev.

e Jlogging RF

RF Event and Performance Logging
Channel Update LOgging. . ... v e eeeneeeennnns
Coverage Profile LOgging.......eueueueeenennnn.
Foreign Profile LOggINg. ... .ueueeuennennennnn.
Load Profile LOgging. ... ..o ieieieeeennnn.
Noise Profile Logging.......uuouuiiiieeennnn.
Performance Profile LOgging. ......ueueueueuwnn.
TxPower Update LOgging. . ... v v eeienneeenenennn.

Cisco Wirel

LAN Controller

RRM

.. AUTO
.. 600 seconds

.. SNI.
.. 00:0b:85:43:dd:c0
.. 426 seconds ago

MEDIUM (20 dB)

.. unknown
.. unknown
.. unknown

.. unknown

.. unknown

.. unknown

.. 36,40,44,48,52,56,60,64,100,
.. 104,108,112,116,132,136,140,
.. 149,153,157,161

165,190,196

.. Enabled

.. 10 packets
.. 20%

.. =75 dBm

.. 10 packets
.. 20%

.. 25%
3 clients

[ oL-15301-01-J
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W RRMm

* monitor

Default 802.l1la AP monitoring
802.11la Monitor Mode...... ...t iiiiennennnnn.
802.1la Monitor Channels..........ouuuiuneunennnn
802.11la AP Coverage Interval...................
802.11a AP Load Interval.......... ...,
802.1la AP Noise Interval.............oiuiuniunnn
802.11la AP Signal Strength Interval.........

e profile {global | Cisco_AP}

Default 802.1la AP performance profiles
802.11la Global Interference threshold..........
802.11a Global noise threshold.................
802.1la Global RF utilization threshold........
802.11la Global throughput threshold............
802.11a Global clients threshold............ 12

e receiver 802.11a 802.11b/g

802.11la Advanced Receiver Settings

RxStart Signal Threshold..............ooou...
RxStart Signal Jump Threshold................
RxStart Preamble Power Threshold.............
RxRestart: Signal Jump Status...................
RxRestart: Signal Jump Threshold................
TxStomp Low RSSI Status........... ... ...,
TxStomp Low RSSI Threshold...................
TxStomp Wrong BSSID Status...........c.oou...
TxStomp Wrong BSSID Data Only Status.........
RxAbort Raw Power Drop Status................
RxAbort Raw Power Drop Threshold.............
RxAbort Low RSSI Status.........oviuiiiinna..
RxAbort Low RSSI Threshold...................
RxAbort Wrong BSSID Status.........c.ouiiuii...
RxAbort Wrong BSSID Data Only Status.........

RxSensitivity: Min,Max,Current RxSense Thres....
CCA Threshold: Min,Max,Current Clear Channel....

Tx Pwr: Min,Max,Current Transmit Power for A....

e summary 802.11a 802.11b/g
AP Name Channel
AP1242.47b2.31f6 132%*
AP0016.47b2.31lea 132%*
AP1131:46f2.98ac 64* 1=

e txpower

Automatic Transmit Power Assignment

Transmit Power Assignment Mode.................
Update Interval.................
Threshold.......... ... ... ... ...
Neighbor Count..................
Transmit Power Update Contribution.............
Transmit Power Assignment Leader...............
Last RUN. .. ... it ettt e e

Power
Power
Power

Transmit
Transmit
Transmit

enable

Country channels
180 seconds

60 seconds

180 seconds

60 seconds

80%
1000000 bps
clients

Enabled
10
Enabled
30
Enabled
Enabled
Disabled
10
Disabled

Disabled
Disabled

TxPower Level

AUTO

600 seconds

-65 dBm

3 APs

SNI.
00:0b:85:43:dd:c0
360 seconds ago

I Cisco Wireless LAN Controller
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CLI

RRM

RRM

debug airewave-director ?
?

e all RRM
e channel RRM

e detail RRM

e error RRM

e group RRM

¢ manager RRM

* message RRM

e packet RRM

e power RRM

e profile RRM

e radar RRM

e rf-change RRMRF

Cisco Wirel

LAN Controller

RRM

[ oL-15301-01-J
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B RRM
RRM
RF
Y
RF
. P. 10-26
. P. 10-30
Y
A
Cisco Wireless Control System WCS RRM
Cisco Wireless Control System Configuration Guide
GUI CLI
A
802.11a 36 40 44
48 52 56 60 64 149 153 157 161 802.11b/g 16 11
N

Cisco Wireless LAN Controller
OL-15301-01-J |
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RRM ||

GUI
GUI

1 Wireless > Access Points > Radios > 802.11a/n 802.11b/g/n 802.11a/n
802.11b/g/n  Radios 10-7

10-7 802.11a/n Radios

aifliaifu.
CISCO
Wirelens N 11 & Hadics
= fcre Peisiy e Hper s Femrr
5B Ay LT ] Fapr Baden ikl wEEiug LI ik ¥ Lewsl
. A o0 Te bl Tl ur i i [ET N - |
” m Tl =N N LELERE T BT R " g [reTe=rgy . |
i 1 B AT ) Fuadia s W 3¥ jmems B
il T 13 N TR 000 B HE e TR Pl U M~ i (ETCT - |
TR AR Cresps ET e L T Y ke B Pealie T L g = imens B
B IO L l&fw M LoED iy ] R pE  Pesles R . F j# foir=a @
B0kl
¥ BBy
Tareer - -
b plagresE -
E Das |
fa
802.11a/n 802.11b/g/n
2
Configure 802.11a/n 802.11b/g/n  Cisco APs > Configure
10-8

Cisco Wirel LAN Controller
[ oL-15301-01-J
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W RRMm

10-8 802.11a/n Cisco APs > Configure

Wirelais L 1 1am Livca &Fe > Configons
= BipE elans  Tor—"
Kl i
= Wil BF BNaden [=F 7
A
L Bt el LE 2
'

= e

g g Teee [

mipihi
@7 P Gresss 10 1 i R
L 11 TogigeieVad Fia
b B0 Lkigle
L Eusiry fArdanna
Thresera Embperiy Tape [rapregl =
L= [T T— v
WLAR Dhy i
AN fawrrsie wrabin #®
EDx WLAM WNEDR L2 N
i eredepes (]
E ey T Cl
i e £
[ Bral o
T dwspih i
iIF g C
1% mEwdgeahk Ll
] i
RF
Method  Custom
Assignment Method ~ Custom
mw dBm
1
50% 1=

4 =12.5%

N

EF Chimewss] Ay sigouresd
i rrmed e .
i T W 1 Rk
iy
Tu Pt | eyel By slipissisrml
Catimid To Pomed Lansl -
Eale e il ] i kel
L Ciarpime
Papnnanre Fmdils

Verm arell midd FasVorcsmmam Proddy bu Woy &P
Ferlprmani v Frafile |

ety ar o P bl i e Sl L B
L B L T .
ma

TI T30

RF Channel Assignment  Assignment

Tx Power Level Assignment

2=50% 3=25%

Apply

Save Configuration

LAN Controller

i Cisco Wirel

OL-15301-01-J |
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RRM u
7
CLI

CLI
1 802.11a 802.11b/g

config {802.11a | 802.11b} disable
2

config {802.11a | 802.11b} channel Cisco_AP channel

802.11a 36 APl

config 802.11a channel AP1 36
3

config {802.11a | 802.11b} txPower Cisco_AP power_level

802.11a AP1 2
config 802.11a txPower AP1 2
mW  dBm
1
50%
1= 2 =50% 3=25% 4=125%

Y
4

save config
5 2

Cisco Wirel LAN Controller
[ oL-15301-01-J
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B RRM
6 802.11a 802.11b/g
config {802.11a | 802.11b} enable
Y
802.11g config 802.11b enable config
802.11b 11gSupport enable
7
save config
GUI CLI
GUI
GUI
1  Wireless > 802.11a/n 802.11b/g/n > RRM > Auto RF 802.11a
802.11b/g Global Parameters > Auto RF 10-2
2 RF Channel Assignment  Off
3 Tx Power Level Assignment  Fixed
Y
4 P.10-28
4 Apply
5 Save Configuration
6
7 802.11a 802.11b/g

Cisco Wireless LAN Controller
OL-15301-01-J |
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RRM
CLI
802.11a 802.11b/g RRM
1 802.11a 802.11b/g
config {802.11a | 802.11b} disable
2 802.11a 802.11b/g RRM
config {802.11a | 802.11b} channel global off
3 802.11a 802.11b/g
config {802.11a | 802.11b} enable
Y
802.11g config 802.11b enable config
802.11b 11gSupport enable
4
save config

Cisco Wirel LAN Controller

[ oL-15301-01-J
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W rF

RF

RF
/
RF IE Information Element;
BSSID
GUI RF
GUI RF
1 RF RF
IE
2  Wireless All APs 10-9

10-9 All APs

T AR APy
= d e Pkl S h by [Errmed Skl gy B |
il Ay
- i i
E et T
e aF Tammnr Iiferme] UL AF L T dreven Walme Wl alme Fadd A Rl
Aied AP Lo ey Lol sl Bl ik [ L] 1 fnd
L T Ll il e LIET L3 5= (] e
By i Bl L LLIEE L ERTEEAS TR ] Vuniiy 1] 1 1 B P B
[ ity '_
3 All APs > Details 10-10

Cisco Wirel LAN Controller
OL-15301-01-J |
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10-10 All APs > Details

RF

Wirslais Al APg = Detada for CJ-AFT L ciask | _ﬂ_l
e Wil Commral iy SR
kil i
: '_I" s T Frresss
[rre A MaiE 3 ek [ bt wd Wi iy 454
IR T T — Lemen dl gk L oo iprmam LTR
B i ials [y BT Bfdrumg W Y irisshy
b ROZ Tk Boivin i FAC o O W LT s e s i
[ wamiry ki e il 1 E
Trry . — | i Strae [ 50083080
b Bal e whe e L b [T fe ke, FuLl]
FRA I JEITT— FET-EJLE]
Pronans Coamraller Rars  ChdET
Sacrmdwy Conboke - TEmes Wparaira
L] P
Fpruiasy Conmuler Rams O] N Ty LS, L P
Carmreler Biasnatsd Fans Nl B gl '
sorirpiyr dpasoand LERTT)
B jgades fErarraipa
lrtles of §ade Ceteed godei
pdis imerdi=a Tepr sdmm wlamas O $Raipe LEF LI B E
L ERETE LEE (1] e T ]
RN Arghin [l L] Dergerind
Enidmars Biprl w#l In Faclody Defaufli
Pt g Lardmeren rered s P A9 e ierfu s me W AF el reamd F L Faa ey
Al
Eruri AF hew
. leer Camby teaept e i |
g
4 AP Mode local monitor Apply
5 Save Configuration
6 2 5

7 Security > Wireless Protection Policies > AP Authentication/MFP
Authentication Policy 10-11

AP

Cisco Wirel LAN Controller

[ oL-15301-01-J
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W rF

10-11 AP Authentication Policy

Seouaiy AP A riherticgben Padey _ daply |
L 1] AP Sl veerh Soamm @ e i O
B Lmcad T AP

H I [T
b ity Crder Profetian Types weappepit Frgrry Frodecher. &

B RooEd Casteed LIS

- Mireis iy Pretetias
Helleey

(2]
L8 4

RF

8 Protection Type AP Authentication

9 Alarm Trigger Threshold

v

1 255 1

10 Apply
11 Save Configuration

12 RF

N

RF

Cisco Wirel LAN Controller
OL-15301-01-J |
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RF
CLI RF
CLI RF
1 RF RF
Y
IE
2 config ap mode local Cisco_AP config ap mode monitor Cisco_AP
local monitor
3 save config
4 2
5 config wps ap-authentication
6 config wps ap-authentication threshold
IE
Y
1 255 1
7 save config
8 RF 5 7
)
RF
Cisco Wirel LAN Controller

[ oL-15301-01-J
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W ccx

CCX

Cisco Client Extensions CCX v2
CCX CcX
Cisco Client Extensions P. 6-37

normal monitor
hybrid-REAP hybrid-REAP

Y
CCX AP1030
Lightweight CCXv2
Lightweight
SSID
802.11
CCX 802.11
Cisco Loaction Appliance
4.1
CCXv4 V5
2
20
CLI
4.1 Location Appliance
CCXv4
CCXv4 v5
Y
CCX CCXv1 CCcX

Cisco Wireless LAN Controller
OL-15301-01-J |
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ccxX ||
CCX
CCX
CCX
CCX CCXv1l
GUI CCX
GUI CCX
1  Wireless >802.11a/n 802.11b/g/n > Network 802.11a 802.11b/g

Global Parameters

10-12 802.11a Global Parameters

10-12

CIsCo

bt ol il Aol B e B aiisile . Dile et T
aryedear it @y Berocsaied clenf St HEs dUEEeTr B DR ek

Widelegs #02 11a Global Parametsre Apply |
¥ RELES PEIREL Ciumural Dala Rates ¥
e BT 1 3a limbsors Shataa = Triabing [ R -] My pivery | W
AP Grooph
T Ml LopEaipd W
= GOZ.11afn Bepsin Fined |raliiecs ) T ™ -
Pt b 12 Fiag Higrdpizery w
B EEE Fragmariasnien The sl
B P (Bt 1348 18 P Sulpenwd W
i ) DTRE Siaspart =1 Ersbded T4 MR MgmAginey W
L =
L 5 M Soptarind W
POSCE Pt B, 1 1a Band 51atis
o i el Mg Lapparind W
ety - Lo Band Enabisd " = i i
i Wl Bl Enabied
L PR R T g
lr'lr firgh BLared Erinblud COE LAl Mibka s ussivi s
T oumlry -
Hads L Enabisd
Vv =
¥ Qo R Nary Dpew igradadon | arpiay FLU SRSl et Gh) G Ll T ST

ey fweire gt wh Bt L i st APt Faely. B T i e P 7':
gl g ot B mhie B> une e reder msarted rupparted’ i ordar io &
LERRCEL o "4

2 CCX Location Measurement Mode CCX
CCXv2
3 Mode Interval
60 32400
60
Cisco Wirel LAN Controller
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W ccx

4 Apply

5 Save Configuration

6 CLI CCX 2

Y
CCX
CLI

7 802.11a 802.11b/g

CLI CCX
CLI CCX
1 CCX

config advanced {802.11a | 802.11b} ccx location-meas global enable interval_seconds

interval_seconds 60 32400 60
802.11a 802.11b/g
CCX 2

2
e config advanced {802.11a | 802.11b} ccx customize Cisco_AP {on | off}
802.11a 802.11b/g
CCX
e config advanced {802.11a | 802.11b} ccx location-meas ap Cisco_AP enable interval_seconds
interval_seconds 60 32400 60
802.11a 802.11h/g
CCX 2
3

config client location-calibration {enable | disable} client _mac interval_seconds

S

Cisco Wireless LAN Controller
OL-15301-01-J |
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CLI

save config

CCX

CCX

802.11a 802.11b/g
ccx

show advanced {802.11a | 802.11b} ccx global
802.11a 802.11b/g

show advanced {802.11a | 802.11b} ccx ap Cisco_AP

show ap ccx rm Cisco_AP status

A Radio
Beacon Request. ...ttt ittt ettt et e Enabled
Channel Load Request . ...t iiiinennnnns Enabled
Frame ReqUeSE . ...ttt ittt et ettt e eeeeeenn Disabled
Noise Histogram Request..........uiiuueennnnnn. Disabled
Path LOSS ReQUESE . .ttt ittt ittt e e et e e e Disabled
Interval. ..ot e e e e e e 60
Tteration. .« oot e e e e 5

B Radio
BeacCon ReQUESE . vt vttt ittt et e e ettt e e Disabled
Channel Load Request...... ..o iiinnnnnnns Enabled
Frame ReqUeSE ... viii ittt ettt et e Disabled
Noise Histogram RequesSt..........oieuueeeenennn. Enabled
Path LOSS ReQUESET ..ttt ittt ittt et e eeeeeenn Disabled
Interval. ...t e e e e 60
Tteration. vt e e e e 5

show client ccx rm client_mac status

Client Mac AdAresSS. ...ttt ettt eie e 00:40:96
BEACON REQUESE . i ittt it ittt et et ettt e e e ee e Enabled
Channel Load Request......iiii ittt Disabled
Frame ReQUESE . .. u ittt ittt ettt eeeenn Disabled
Noise Histogram RequeSt . ... ... it eeennnennn Disabled
Path LOSS ReQUEStE . .. i ittt ittt ittt et e iee e Disabled
Interval. ... e e e e e 5

Tteration. « vttt e e e e e e 3

e show client ccx rm client_mac report beacon

CCX

CCX

rae:53:b4

Cisco Wirel LAN Controller

[ oL-15301-01-J
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W ccx
e show client ccx rm client_mac report chan-load
e show client ccx rm client_mac report noise-hist
e show client ccx rm client_mac report frame
6.
show client location-calibration summary
7. RSSI
show client detail client_mac
CLlI CCX
CCX
1. CCX
debug airewave-director message {enable | disable}
2.
debug ccxrm [all | error | warning | message | packet | detail {enable | disable}]
3. CCX Inter-Access Point Protocol IAPP
debug ccxrm
IAPP
debug iapp error {enable | disable}
4, RSSI

debug dot11 load-balancing

Cisco Wireless LAN Controller
OL-15301-01-J |



10 Radio Resource Management

CCA

802.11 IE

10-13

10-13

LAN

WiFi

RF

GUI CLI

Clear Channel Assessment CCA

Mormal IT Layvout

Co-Channsl Infsrfsrencs [Charnnael &)
e waarn &F1 & 4aPF3

Cisco Lightweight

Intel Wireless WiFi Link 4965AG

Cisco Wirel

LAN Controller

High-Density Netwaork

Ko Co-Channsl Inisriersmos

_,-"' T - T
( AP
-
H - II:.
| E 1__
— \
2 |
AP
""\.,\_\_ = i ___.-""rll
@ P P
s :

Channml A Chanrsl B MCE

Intel PRO/Wireless 3945ABG

[ oL-15301-01-J
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|
. 2 Intel WMM Policy  Allowed
. RRM
Power Level Assignment Method Fixed 802.11a
802.11b > RRM > Tx Power Control (TPC) Transmit Power
Power Threshold 802.11a 802.11b > RRM > Tx Power
Control (TPC) CCA Sensitivity Threshold
GUI
GUI
1 802.11a 802.11b/g
Wireless > 802.11a/n 802.11b/g/n > Network 802.11a
Network Status 802.11b/g Network Status
2 Wireless > 802.11a/n 802.11b/g/n > Pico Cell 802.11a 802.11b/g
> Pico Cell 10-14

10-14 802.11a > Pico Cell

Wireleas o 11a Pico Sl Apely

b Eawvi Peinis
iy
T Y L Pl
= BRI Aal

idn Call Saiiia P ipie

i P ]

3 Pico Cell Mode 1

¢ Disable

e V1 1 Airespace
Aiirespace
V2

4 3 V2 802.11a 802.11b/g > Pico Cell 3
Rx Sensitivity Threshold CCA Sensitivity Threshold
Transmit Power 10-15

Cisco Wirel LAN Controller
OL-15301-01-J |
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10-15 Pico Cell Mode V2

802.11a > Pico Cell

Wresn BIZ 1 1e > Paco Tl _ ey | Brurl Ga Bef ok
""": '."' e arrrsd Lo [T
= B3 ) Lals (B fufbrmi f i)
10-2
10-2 Pico Cell Mode V2
Rx Sensitivity Threshold  [802.11a 802.11b/g
dBm
Inter-Access Point Protocol 1APP
-65dBm -127dBm 127dBm
CCA Sensitivity Threshold Clear Channel Assessment CCA
802.11a 802.11b/g
IAPP
-65dBm -127dBm 127dBm
Transmit Power 802.11a 802.11b/g
10dBm -127dBm 127dBm

v

10-15

10-2

5 Apply

Cisco Wirel

LAN Controller

[ oL-15301-01-J
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|
6 802.11a 802.11b/g Wireless > 802.11a/n
802.11b/g/n > Network 802.11a Network Status 802.11b/g Network
Status
7 Save Configuration
Y
Reset
to Defaults  Apply
CLlI
Y
CLlI GUI
P. 10-42
1 802.11a 802.11b/g
config {802.11a | 802.11b} disable
2
e config {802.11a | 802.11b} picocell enable 1
config {802.11a | 802.11b} picocell-V2 enable
e config {802.11a | 802.11b} picocell-V2 enable 2
3 2 2
CCA
a.
config advanced {802.11a | 802.11b} receiver pico-cell-V2 rx_sense_threshold min max current
b. CCA
config advanced {802.11a | 802.11b} receiver pico-cell-V2 cca_sense_threshold min max current
c.
config advanced {802.11a | 802.11b} receiver pico-cell-V2 sta_tx_pwr min max current
4 2 2 IAPP

config advanced {802.11a | 802.11b} receiver pico-cell-V2 send_iapp_req client_mac

Cisco Wireless LAN Controller
OL-15301-01-J |
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CLI

5 802.11a 802.11b/g

config {802.11a | 802.11b} enable

save config

show {802.11a | 802.11b}

802.11a NetworK. ...ttt ittt i
IS o1 o) @ T 1 o
802.11a Low Band. .......couiiiieennnnnnn.
802.11a Mid Band. .......uiiuiinnenn.n.
802.11a High Band. ........oiieuuunnn..

Pico-Cell StatuUS. ... ..t
Pico-Cell-V2 StatusS.......uuiuiuinenenenennns

show advanced {802.11a | 802.11b} receiver

802.11la Advanced Receiver Settings

RxStart : Signal Threshold..................
RxStart : Signal Jump Threshold.............
RxStart : Preamble Power Threshold..........

RxRestart: Signal Jump Status................
RxRestart: Signal Jump Threshold.............

TxStomp : Low RSSI Status...................
TxStomp : Low RSSI Threshold................
TxStomp : Wrong BSSID Status................
TxStomp : Wrong BSSID Data Only Status......
RxAbort : Raw Power Drop Status.............
RxAbort : Raw Power Drop Threshold..........
RxAbort : Low RSSI Status...................
RxAbort : Low RSSI Threshold................
RxAbort : Wrong BSSID Status................
RxAbort : Wrong BSSID Data Only Status......

pico-cell-V2 parameters in dbm units:

RxSensitivity: Min,Max,Current RxSense Thres....
CCA Threshold: Min,Max,Current Clear Channel....
Tx Pwr: Min,Max,Current Transmit Power for A..

... Disabled
... Disabled
... Enabled
... Enabled
... Enabled

... Disabled

Enabled

... 30

... Enabled
... 10

... Disabled
... 30

... Disabled
... Disabled
... Disabled
... 10

... Disabled
... 30

... Disabled
... Disabled

-127,127,-65
-127,127,-65

... -127,127,10

Cisco Wirel LAN Controller
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3.
show ap auto-rf {802.11a | 802.11b} Cisco_AP
Number Of SlotsS.......iiiiiii ittt 2
AP NaAE . ¢ v v vttt et et et e e e e et et et et et AP1242.47b2.31f6
MAC AdQr eSS . v vt vttt et ettt e e et e e e 00:16:47:b2:31:£6
RAAIO Ty v vt ettt et ettt e et e et et et RADIO_TYPE_80211la
Noise Information
Noise Profile. ... ...ttt PASSED
Interference Information
Interference Profile......... ... ... ... PASSED
Load Information
Load Profile. ...ttt PASSED
Receive Utilization............o ... 0%
Transmit Utilization............. ... .. ... 0%
Channel Utilization.............c.coiuinen.on.. 0%
Attached ClientsS. .. ...ttt innnnennnn 0 clients
Coverage Information
Coverage Profile........iiiiiininnnnnnn. PASSED
Failed Clients. ...ttt i, 0 clients
Client Signal Strengths
RSST -100 dbmM. ¢ vttt e et et et et et e e e e eeee 0 clients
RSST =92 AbmM. vttt it e e e e e e e e e e e e e 0 clients
RSST -84 dbmM. .« v ittt et e e e et e e 0 clients
RSSTI =76 AbM. vt ittt it et et et et et et e e 0 clients
RSST =68 AbmM. « vttt it et e e e e e e et e e e e 0 clients
RSST  —60 dbm. .« v ittt et e e e e e e e e e 0 clients
RSSTI =52 AbM. vttt it it et et et et e e e 0 clients
Client Signal To Noise Ratios
SNR 0 AB. ittt e e e e 0 clients
SNR LT = 0 clients
SNR 10 OBttt i e e 0 clients
SNR 8 T = P 0 clients
SNR 20 OBttt e e e e 0 clients
SNR 25 B e e 0 clients
SNR 30 AB. it e e 0 clients
SNR 35 AB ottt e e 0 clients
SNR 40 OBttt e e e 0 clients
SNR A5 AB. i e e 0 clients
Nearby APs

Radar Information
RF Parameter Recommendations

Power Level
RTS/CTS Threshold......... ... ...
Fragmentation Threshold......................
Antenna Pattern............ ... .. i i i,

I Cisco Wireless LAN Controller
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. P.11-10

. P.11-18

. P.11-21

. P.11-27
. ping P.11-31
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LAN
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11-2 LAN IP
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16666 UbP IPSec
16667

1 24
1. 4404-100 100 24

4404-100 2400

24 * 100 = 2400

2. 4402-25 25 4402-50

50 12 4402-25

12 4402-50 900

12 * 25+ 12 * 50 = 300 + 600 = 900

11-5 2

—

— . EEUTs FNL—FABC
.

.

~ EEUF4 FIL—F X¥Z

FFATI+—I
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ABC
ABC
XYZ XYZ
ABC
~
24
72
5.0 2
e Mobile Announce
Mobile Announce 5.0
5.0
. Mobile Annouce

5.0

Mobile Announce
PMK Update AP List Update IDS Shun
5.0
Mobile Announce

NAT

4.2
Network Address Translation NAT;
1

Cisco Wirel LAN Controller
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IP
IP IP IP NAT
IP IP
WLAN NAT
IP
4.2 MAC
NAT
IP IP
MAC
NAT
IP NAT IP
PIX
e UDP 16666
e UDP 16667
e |P Protocol 97
e UDP161 162 SNMP
Y
NAT
11-6 NAT
NAT
11-7 2 NAT
1 NAT
1 NAT
11-6 NAT

N rO—35
(10.x.x.1)

- - - EEYTF4 TN—T
7/7:(—9 2> a5 @ (10.x.%.2)

EEYTA L=
9.X.X.2

232319
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s FO—3
@<—> (10.x.x.1)

NAT

EEUTA IL—=T
(10.x.x.2)

13.x.X.2

Foh—arvhka—3
(9.x.x.1)

232318

EEYTA TIL—=T
13.X.X.2
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GUI CLI

N

Cisco Wireless Control System WCS
Cisco Wireless Control System Configuration Guide

. LWAPP 2 3

Controller > General LWAPP LWAPP
o IP
Y
ping IP
Y
Controller > General Default Mobility Domain
Name
Y
Cisco WiSM 300
o IP
Y
IP Controller > Interfaces
3

Cisco Wireless LAN Controller
OL-15301-01-J |
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||
Y
J MAC IP
MAC
IP
)
MAC IP
GUIl  Controller > Mobility Groups
. Cisco PIX Cisco ASA
16666
16667 12222 12223 IP 50 97 UDP 500
Encapsulating Security Payload ESP
UDP 500 Internet Security Association and
Key Management Protocol ISAKMP
IP 50
16666 16667 ESP
16666 16667 ACL
ESP
Y
Port Address Translation PAT;
1 1 Network Address Translation NAT;
GUI
GUI
Y
CLlI
CLlI P.11-16

1 Controller > Mobility Management > Mobility Groups

Members

11-8

Cisco Wirel

LAN Controller

Static Mobility Group

[ oL-15301-01-J
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11-8  Static Mobility Group Members

Comiroisr Sxsbie Mobimy Croup Mambera | Radwman |
iyl Lol gu® sl Lowag [ -7
P ki ddidrvEe iF dddrras i =gsim
Ity R T el (B BISE 10 il
i by gl
LElbeh Baslii
Imfprin gl DL B Saprprr
- Y i T E
:-_- i a
Default Mobility Group
MAC IP
Remove
2
. 1 New
3
. EditAll
4
EditAll MAC

3 Mobility Group Member > New

11-9  Mobility Group Member > New

11-9

Comroder Uabilly Croup Mambet = M
Leiraid ermisni W Aaldvews  (BRJRE R
[T Y
Il [P TR T FE T - A
terlminrk Feale

LETT= FEY Wiy
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a. Member IP Address IP
o Network Address Translation NAT
IP
NAT IP

b. Member MAC Address MAC
c. Group Name
d. Apply Static Mobility Group Members

e. Save Configuration

f. a. e.
g.
MAC IP
4 The Mobility Group Members > Edit All 11-10
MAC IP
1
1

A

11-10 Mobility Group Member > Edit All

cilliei ]
CIsco
C ool WigEsldty Group Memiery » Edit &1 il | Ampip
Py pagp Py vom bo pif Bl rolsldl s reup el @ ey
Lo Wakhldy pren ravrderg wr bue] feism oo o by Sk
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e

i
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FITHH
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a.
b. MAC IP
o 1 1 2

c. a b.

d.

e. Apply Static Mobility Group Members

f. Save Configuration

g- Mobility Group Members > Edit

Apply  Save Configuration

All
11-11

5 Multicast Messaging Mobility Multicast Messaging

11-11 Mobility Multicast Messaging

sifuaifu.
cisca . T T st _
_ by |

Zmmilber ey Wun

formmrui £
[P I
Iwiprdares
mimile il

oo &t

Sadrmmih Bawfrn

AT IHH P bR

6 Mobility Multicast Messaging Enable Multicast Messaging

Mobile Announce
Mobile

Announce
7 Local Group Multicast IP Address
IP

LAN Controller
OL-15301-01-J |
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||
IP
8 Apply
9 IP
Mobility Multicast Messaging > Edit 11-12 Multicast IP
Address IP

S,

11-12 Mobility Multicast Messaging > Edit

Cprmrgfies abiity Motica Misiegnsg » Eol elmb | Awsly |
hurnrral s Gy iy T
B
levrwiery LR R T T, =
imie ac#q a5
10 Apply

11 Save Configuration

Cisco Wirel LAN Controller
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CLI
1
show mobility summary
Symmetric Mobility Tunneling (current) .......... Enabled
Symmetric Mobility Tunneling (after reboot) ..... Enabled
Mobility Protocol POrt........uiiiiieeeeennneenn 16666
Mobility Security Mode. .......ui it eeennnnnnn Disabled
Default Mobility DOMAIN. ... vvu et e eneeneenenns snmp_gui
Multicast MOde ... ..ttt Disabled
Mobility Domain ID for 802.11r...........ouuuuunn. 0x66bd
Mobility Keepalive Interval...............ovueen.. 10
Mobility Keepalive CoUNt.......u ittt eeennnennn 3
Mobility Group Members Configured................ 3
Mobility Control Message DSCP Value.............. 0
Controllers configured in the Mobility Group
MAC Address IP Address Group Name Multicast IP Status
00:0b:85:32:42:c0 1.100.163.24 snmp_gui 0.0.0.0 Up
00:cc:1l:ee:1b:10 10.100.100.1 VOWLAN 0.0.0.0 Control and Data Path
Down
11:22:11:33:11:44 1.2.3.4 test 0.0.0.0 Control and Data Path
Down
2
config mobility group domain domain_name
S
31 ASCII
3

config mobility group member add mac_address ip_address

S

Network Address Translation NAT
IP NAT

s

config mobility group member delete mac_address

Cisco Wireless LAN Controller
OL-15301-01-J |



||
4
config mobility multicast-mode {enable | disable} local_group_multicast_address
local_group_multicast_address
IP
Mobile Announce
Mobile Announce
5 IP
config mobility group multicast-address group_name IP_address
IP
6
show mobility summary
7
save config
8
MAC
IP
9

debug mobility multicast {enable | disable}

[ oL-15301-01-J
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GUI 3

e Global Mobility Statistics
e Mobility Initiator Statistics

¢ Mobility Responder Statistics

GUI

GUI CLI

GUI

1 Monitor > Statistics > Mobility Statistics

11-13

11-13 Mobility Statistics

Mobility Statistics
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11-1

Global Mobirity Statistics

Rx Errors

Tx Errors

Responses Retransmitted

UDP

Handoff Requests Received

Handoff End Requests
Received

State Transitions Disallowed

Policy Enforcement Module

PEM

Resource Unavailable

Mobility Initiator Statistics

Handoff Requests Sent

Handoff Replies Received

Handoff as Local Received

Handoff as Foreign Received

Handoff Denys Received

Anchor Request Sent

Anchor Deny Received

Anchor Grant Received

Anchor Transfer Received

Mobility Responder Statistics

Handoff Requests Ignored

Cisco Wirel LAN Controller

[ oL-15301-01-J
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Ping Pong Handoff Requests 3
Dropped

Handoff Requests Dropped

Handoff Requests Denied
Client Handoff as Local

Client Handoff as Foreign

Anchor Requests Received

Anchor Requests Denied

Anchor Requests Granted

Anchor Transferred

3 Clear Stats

CLI
CLI

show mobility statistics

2 11-1

clear stats mobility

Cisco Wirel LAN Controller
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LAN
LAN
LAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
EtherIP
EtherlP
41
4.1
ping
N+1
N+1
Cisco Wirel LAN Controller

[ oL-15301-01-J
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Y
2100 WLAN 2100
WLAN 4400
Y
IPSec L2TP 3 WLAN
. WLAN
¢ WLAN
e WLAN WLAN
. Web 3
. WLAN WLAN
. DHCP 82
. N+1
UDP 16666
UDP 16667
IP Protocol 97
UDP 161 162 SNMP
GUI
GUI WLAN
Y
CLlI
CLI P.11-24
1
a. Controller > Mobility Management > Mobility Anchor Config Mobility
Anchor Config 11-14

Cisco Wireless LAN Controller
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11-14 Mobility Anchor Config
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b. Keep Alive Count
ping 3.2 3
c. Keep Alive Interval ping
1 30 10
d. Apply
2 WLANs WLANS 11-15

11-15 WLANSs
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11-16 Mobility Anchors
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well-known UDP

Ethernet-over-IP  EolP

mpings
UDP 16666
epings EolP 97
Control Path mpings up
down Data Path epings up down
Data Path Control Path down
4 IP Switch IP Address ~ Anchor
5 Mobility Anchor Create WLAN
LAN
Y
WLAN LAN
Remove
6 Save Configuration
7 4 6 WLAN LAN
8
CLI
CLlI
Y
CLlI GUI
P.11-22
1.
¢ config mobility group keepalive count count
ping 3 20
3
e config mobility group keepalive interval seconds
ping 1 30 10

2. config {wlan | guest-lan} disable {wlan_id | guest_lan_id}

WLAN

LAN

I Cisco Wireless LAN Controller
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3. WLAN LAN

e config mobility group anchor add {wlan | guest-lan} {wlan_id | guest_lan_id}
anchor_controller_ip_address

e config {wlan | guest-lan} mobility anchor add {wlan_id | guest_lan_id}
anchor_controller_ip_address

wlan_id guest_lan_id
anchor_controller_ip_address

WLAN LAN

4. WLAN LAN

e config mobility group anchor delete {wlan | guest-lan} {wlan_id | guest_lan_id}
anchor_controller_ip_address

e config {wlan | guest-lan} mobility anchor delete {wlan_id | guest_lan_id}
anchor_controller_ip_address

wlan_id guest_lan_id
A
5.
save config
6. WLAN LAN

show mobility anchor {wlan | guest-lan} {wlan_id | guest_lan_id}

S

wlan_id guest_lan_id
WLAN LAN
show mobility anchor

Cisco Wirel LAN Controller

[ oL-15301-01-J
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show mobility anchor

Mobility Anchor Export List

WLAN IDIP AddressStatus
110.50.234.2UP

110.50.234.6UP

210.50.234.2UP
210.50.234.3CNTRL_DATA_PATH_DOWN

GLAN IDIP AddressStatus
110.20.100.2UP
210.20.100.3UP

Status
e UP
e CNTRL_PATH_DOWN mpings

e DATA_PATH_DOWN epings

e CNTRL_DATA PATH_DOWN mpings epings

show mobility summary

Mobility Keepalive interval................cuu... 10
Mobility Keepalive CoOUNt........uiiiieenennnnnnn 3
Mobility Group members configured................ 3

Controllers configured in the mobility group
MAC AddressIP AddressGroup NameStatus
00:0b:85:32:01:80 10.10.1.1localUp
00:0b:85:33:21:7010.1.1.21ocalData Path Down
00:0b:85:23:02:3010.20.1.21ocalUp

e debug mobility handoff {enable | disable}
e debug mobility keep-alive {enable | disable} all keepalive

e debug mobility keep-alive {enable | disable} IP_address
keepalive

Cisco Wireless LAN Controller
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11-17

1117

210899

E/NAI)L

Reverse Path Filtering RPF;
RPF

41

11-18
RPF

11-18

(RPF &%)

BT h—

ENAI | e >

210952

ENAIL
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IP

GUI CLlI
o 2100 WLAN
VLAN WLAN
VLAN
VLAN
GUI
GUI
1 Controller > Mobility Management > Mobility Anchor Config Mobility Anchor
Config 11-19

11-19 Mobility Anchor Config
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2 Symmetric

Mobility Tunneling Mode

Y

currently enabled currently disabled
3 Apply
4 OK
5 Save Configuration
6 Yes
7 Commands > Reboot Reboot
8
CLI
CLI

1

config mobility symmetric-tunneling {enable | disable}
2

reset system
3

show mobility summary

Cisco Wirel

[ oL-15301-01-J
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Symmetric Mobility Tunneling (current) ..........
Symmetric Mobility Tunneling (after reboot) .....
Mobility ProtoCol POrt.......uiiiiiieeeennnnnnn
Mobility Security Mode. .......uiiiimueeennnnnnnn
Default Mobility DOMAIM. . v vttt ittt eeeeeeennn
Mobility Keepalive interval..............coouuu.n..
Mobility Keepalive count...........ououeieeennnnnnn
Mobility Group members configured................

Controllers configured in the Mobility Group

MAC Address IP Address Group Name
00:0b:85:32:b0:80 10.28.8.30 Userl
00:0b:85:47:£6:00 10.28.16.10 Userl
00:16:9d:ca:d8:e0 10.28.32.10 Userl
00:18:73:34:a9:60 10.28.24.10 <local>
00:18:73:36:55:00 10.28.8.10 Userl
00:la:al:cl:7c:e0 10.28.32.30 Userl
00:d0:2b:£c:90:20 10.28.32.61 Userl

A

Enabled
Enabled
16666
Disabled
Userl

Status

Up
Up
Up
Up
Up
Up

Control and Data Path Down

I Cisco Wireless LAN Controller
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ping
ping
well-known UDP
Ethernet-over-IP  EolP
UDP  EolP
UDP EolP
4.0 ping
2 ping
e UDP ping UDP 16666
e EolP ping EolP
ping 1 1
Y
ping Internet Control Message Protocol ICMP;
ping
CLI ping

1. 2 UDP

mping mobility_peer_IP_address

mobility_peer_IP_address IP
2. 2 EolP

eping mobility_peer_IP_address

mobility_peer_IP_address IP
3. ping

config logging buffered debugging

show logging

UDP ping

debug mobility handoff enable

Y

Ethereal
Cisco Wirel LAN Controller
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u ping

Cisco Wireless LAN Controller
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Hybrid REAP

Hybrid REAP
e Hybrid REAP pP.12-2
e Hybrid REAP P.12-6
e Hybrid REAP pP.12-17

Cisco Wirel

CHAPTER

LAN Controller

12
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W Hybrid REAP

Hybrid REAP

Hybrid REAP
Wide Area
Network WAN;
Hybrid REAP
Hybrid REAP 1130AG 1240AG 1250
2100 4400 Catalyst 3750G LAN
Cisco WiSM
12-1 Hybrid REAP
12-1  Hybrid REAP
DHCP "j'—/\
_ I WAN U4 - VLAN 101
A~b0—5 / ~ O—#JL VLAN
-L/-I 802.1x ‘ O—AhIL RAYF
& 10.10.99.2 AAA i‘é -E’
AP 73—+ 10.10.99.3 H—

WLAN 99 X4t |~7 b -|<
FAT47 VLAN 100
-' _ AV
2
Hybrid-REAP 77X RAV N8

Hybrid REAP

128 kbps 100

Maximum Transmission Unit MTU;

Hybrid REAP
Hybrid REAP

Hybrid REAP

e DHCP

DHCP

LAN Controller

500

LWAPP
over-the-air provisioning OTAP  DNS

i Cisco Wirel
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Hybrid REAP ||
Y
OTAP
. IP DHCP 43
LWAPP
3 OTAP
DNS DNS DNS IP
1
e LWAPP
CcLlI
N
7 URL
http://wnbu-tme/docs/Controller_DG_1.3_External.pdf
Hybrid REAP
Hybrid REAP
Y
LED Hybrid REAP
LED
Hybrid REAP
WLAN
EAP Web NAC
WLAN
o Hybrid REAP
Hybrid REAP
. Hybrid REAP

Cisco Wirel LAN Controller
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W Hybrid REAP

J WLAN
. WLAN
Hybrid REAP WPA-PSK
WPA2-PSK WLAN
4.2
802.1X WPA-802.1X WPA2-802.1X CCKM WLAN
RADIUS
WLAN WLAN
WLAN
A Y
802.1X EAP Hybrid REAP
RADIUS
RADIUS
CLlI RADIUS
Hybrid REAP GUI CLI
Hybrid REAP
Hybrid REAP RADIUS
Hybrid REAP WLAN
Web WLAN
Hybrid REAP
0 Web
WLAN
Network Access Control NAC; Web
Intrusion Detection System IDS;
Radio Resource Management RRM
Hybrid REAP
Y
NAC
NAC
VLAN WLAN
VLAN
VLAN
VLAN
pP. 3-17

I Cisco Wireless LAN Controller
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Hybrid REAP ||
Hybrid REAP
Hybrid REAP
Hybrid REAP
e Hybrid REAP IP DHCP
DHCP DHCP
IP

e Hybrid REAP 4 500 Maximum

Transmission Unit MTU:; WAN
o 100 ms

LWAPP
Hybrid REAP
e CCKM Hybrid REAP Hybrid REAP
Hybrid REAP P.12-17

e Hybrid-REAP 1 1 Network Address Translation NAT;

Port Address Translation PAT,; )

NAT

NAT PAT  Hybrid REAP
e VPN PPTP Fortress Cranite
e Hybrid-REAP SSID CLI

WLAN P.6-5
e Hybrid REAP

WLAN AP VLAN
Hybrid REAP SSID

[ oL-15301-01-J
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W Hybrid REAP

Hybrid REAP

Hybrid REAP
o P.12-6
e Hybrid REAP P.12-7
e Hybrid REAP P.12-12
o WLAN P.12-16
1 Hybrid REAP
A
Hybrid REAP
2 Hybrid REAP
Hybrid REAP VLAN 100
FastEthernet 1/0/2 VLAN
IP VLAN 101
VLAN DHCP
DHCP Hybrid REAP 2
DHCP WLAN

¢

Cisco Wireless LAN Controller
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Hybrid REAP ||

ip dhcp pool NATIVE
network 10.10.100.0 255.255.255.0
default-router 10.10.100.1
|
ip dhcp pool LOCAL-SWITCH
network 10.10.101.0 255.255.255.0
default-router 10.10.101.1
|
interface FastEthernetl/0/1
description Uplink port
no switchport
ip address 10.10.98.2 255.255.255.0
spanning-tree portfast
|
interface FastEthernetl1/0/2
description the Access Point port
switchport trunk encapsulation dotlg
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk
spanning-tree portfast
|
interface vl1anl00
ip address 10.10.100.1 255.255.255.0
ip helper-address 10.10.100.1
|
interface VlanlO1l
ip address 10.10.101.1 255.255.255.0
ip helper-address 10.10.101.1
end

Hybrid REAP

GUI CLI Hybrid REAP

GUI Hybrid REAP

Hybrid REAP
WLAN GUI

WLAN
WLAN
3 WLAN

WLAN

Security

VLAN

employee

WPA1+WPA2

management

VLAN

employee-local

WPAL1+WPA2 (PSK) |Local

101

VLAN

guest-central

VLAN

Web management

CLI Hybrid REAP CLI
P.12-11

Hybrid REAP

Cisco Wirel LAN Controller
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W Hybrid REAP

1 WLAN WLAN
employee
a. WLANSs WLANS
b. New WLANSs > New 12-2

12-2 WLANS > New

WLAHE WL AR = Blaw _chek | gy ]
= WLk Typs =T =
L} ﬁ;\-l-l.;l.l-l (LT [ R
WALAS BEID E
c. Type WLAN
d. Profile Name WLAN
e. WLANSSID WLAN
f. Apply WLANSs > Edit 12-3

12-3 WLANSs > Edit

alliaili.

CISCO
WLANME WLANS = Eds —I"_’ #LI
& WILESA Gl Iim l."".-i'&""‘ 2
-

b lilvaned Eraris BT EFEsaEEL
Tiew
BRI ms “um
Wshn [ et
Loruriy Prioars e

Dbl el ik r'nlied bebiod W LAl el i AP BT g T8 SR

¥l Poisp [T} -
i e— 3
il BEIE B Breabied E
g. WLANSs > Edit WLAN
employee WLAN Security > Layer 2 Layer 2 Security ~ WPAL+WPA2
WPA1+WPA?2
General Status WLAN

Cisco Wirel LAN Controller
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Hybrid REAP ||
Y
NAC VLAN WLAN
VLAN General Interface
Advanced Allow AAA Override
VLAN
h. Apply
i. Save Configuration
2 WLAN 2
WLAN employee-local
a. 1 WLAN WLAN
employee-local
b. WLANs > Edit WLAN
employee WLAN Security > Layer 2 Layer 2 Security ~ WPAL1+WPA2
WPA1+WPA2
)
General Status WLAN
Advanced H-REAP Local Switching
WLAN Hybrid REAP
Y
Hybrid REAP H-REAP
WLAN
VLAN SSID Hybrid
REAP Hybrid REAP
VLAN
WLAN
c. Apply
d. Save Configuration
3 WLAN
WLAN guest-central
Y
9
a. 1 WLAN WLAN

employee-local

Cisco Wirel LAN Controller
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W Hybrid REAP

b. WLANs > Edit WLAN
employee WLAN Security > Layer 2 Security > Layer 3 Layer 2 Security
Layer 3 Security None Web Policy
Layer 3 Authentication
Web Access
Control List ACL; ACL
WLAN ACL 5
General Status

Security > AAA > Local Net Users

Apply
d. Save Configuration
e. WLAN
5
f. WLAN
g. Local Net Users New
12-4

12-4 Local Net Users > New

Local Net Users > New

Lol Mafl LLamim & [y

e W w121

B sl PP

Priariy Cumer

B Barwws Cesbrwl i

User Name

B d Eaaann

~prdary B il adanE

Ldwera |1 wady b

BT U

Lk Fptin dimy A =3

j= oy el gied
Password

Confirm Password

Guest User

k. Lifetime

Guest User
QoS

LAN Controller

Guest User Role

Fpira e |

i Cisco Wirel
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Y
QoS
WLAN QoS
m. Guest User Role
QoS Role QoS
Quality of Service P. 4-55
n. WLAN Profile WLAN
Any WLAN
WLAN
o. Description
p. Apply
Save Configuration
4 Hybrid REAP P.12-12 Hybrid REAP
6
CLI Hybrid REAP
Hybrid REAP
e config wlan h-reap local-switching wlan_id enable WLAN
e config wlan h-reap local-switching wlan_id disable WLAN
Y
Hybrid REAP P.12-12 Hybrid REAP
6

Hybrid REAP

show ap config general Cisco_ AP VLAN
show wlan wlan_id WLAN

show client detail client_mac

debug lwapp events enable LWAPP
debug lwapp error enable LWAPP
debug pem state enable Policy Manager
debug pem events enable Policy Manager
debug dhcp packet enable DHCP

debug dhcp message enable DHCP

Cisco Wirel

LAN Controller

[ oL-15301-01-J
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W Hybrid REAP

Hybrid REAP

GUI CLI Hybrid REAP
GUI Hybrid REAP
GUI Hybrid REAP
1
2 Wireless All APs 12-5

12-5 All APs

WirslE gy AR APy

= i derih, Pwdels Sr sk by [l Mkl
(A
i
= i
ek AP e
ikl &F Greegi e L ol
F oy ials 1
N AT T N LLISC L

{ iy

12-6

rarl |
L, ok ]
Iiferme] UL AF Lip T dreven Walme Wl alme
Bl il 20 1o by L =
B bl el i i Vaumidn (1]
L NIRRT ] LET 22 [ 1 2

All APs > Details General

i Cisco Wirel LAN Controller
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Hybrid REAP

12-6  All APs > Details (General)

Hybrid REAP ||

Wirslais

ol TRECTHLE

Al APg = Detada for Filleap
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L Tierss
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Carbruler Minmosbed | deraey
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Brguisfinry Tamar
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fHIEm e Lappasted

bt i F actery Dadsafia

i [ ek B8 Med BF ot P b8 000 DTy

el iy
Boruil AP bimm
_ Mlae il dstiy |
Bkrard Saain AP
Hybrid REAP AP Mode
H-REAP
Inventory Hybrid REAP
1130AG 1240AG
1250 Hybrid REAP
Apply
H-REAP All APs > Details H-REAP) 12-7
Cisco Wirel LAN Controller
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W Hybrid REAP

12-7  All APs > Details (H-REAP)

Walrele s Al APy » Detmin Far VJ-1 1300 -1 BSERS el | hpsbr |
* Accen Padein I i! - ‘ ! o _! --- | HHLAR |._. -ll_"
s e . 5
Lisben yLAM I 1
ik
AP [Fewps _.__—J
" BOX§lals YR EAF e M __i:
LI R I-_I
Hybrid REAP HREAP Group Name
7 VLAN Support Native VLAN ID
VLAN 100
o VLAN  Hybrid REAP
Hybrid REAP WLAN
VLAN ID
VLAN 1 VLAN
Hybrid REAP VLAN 1
8 Apply
9 H-REAP
10 VLAN Mappings All APs > Access Point Name > VLAN Mappings
12-8

12-8 All APs > Access Point Name > VLAN Mappings

Wirelsre Bl APE » 1240-SHO-I3558s » VL AN Mapeimgs
# fcrewa Paleby A by B M-
- Hgaw Bgdhe AE0 0 1a 3 bbdE TE
- iy
LN WRID i
Elgal
eyl 111
AR Gresas -
L LiF N R
¥ NOP L UkigSa ConrEly yemined WEnE
© wmiry waAn I Wl wLAN (1
ey 1 g ey
" e 3 el B "

A |

i Cisco Wirel LAN Controller
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Hybrid REAP ||
11 VLAN 101 IP
VLAN VLAN ID
12 Apply
13 Save Configuration
14 Hybrid REAP
CLI Hybrid REAP
Hybrid REAP
e config ap mode h-reap Cisco_AP Hybrid REAP
e config ap h-reap radius auth set {primary | secondary} ip_address auth_port secret Cisco_AP
Hybrid REAP RADIUS
Y
Session Timeout RADIUS
RADIUS
Y
Hybrid REAP RADIUS
config ap h-reap radius auth delete {primary | secondary}
Cisco_AP
e config ap h-reap vlan wlan wlan_id vlan-id Cisco_ AP VLAN ID Hybrid REAP
WLAN
VLAN ID
e config ap h-reap vlan {enable | disable} Cisco_AP Hybrid REAP
VLAN VLAN
VLAN Hybrid REAP
WLAN VLAN
e config ap h-reap vlan native vlan-id Cisco_AP Hybrid REAP
VLAN VLAN VLAN
VLAN Hybrid REAP
VLAN 1
VLAN Hybrid REAP
VLAN
VLAN
Hybrid REAP
e show Iwapp reap status Hybrid REAP connected
standalone
e show lwapp reap association SSID

[ oL-15301-01-J
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W Hybrid REAP

Hybrid REAP

e debug Iwapp reap
e debug lwapp reap mgmt

Hybrid REAP

e debug Iwapp reap load Hybrid REAP

e debug dotll mgmtinterface 802.11

e debug dotll mgmt msg 802.11

e debug dotll mgmtssid SSID

e debug dotll mgmt state-machine 802.11

e debug dotll mgmt station

WLAN
Hybrid REAP

1. employee WLAN

IP
2. local-employee WLAN

3. guest-central WLAN

P.12-7

PEAP-MSCHAPV?2

WPA/WPA2

VLAN 101 IP
Web http
GUI Monitor > Clients
AP Properties Data Switching

WLAN
WPA/WPAZ2
VLAN
VLAN 101 IP
Web
Web
Detail

I Cisco Wireless LAN Controller
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Hybrid REAP ||
Hybrid REAP
Hybrid REAP Hybrid REAP
25
Hybrid REAP 20
Hybrid REAP WLAN RADIUS
CCKM
Hybrid REAP
Hybrid REAP RADIUS 12-9
RADIUS Hybrid REAP
12-9  Hybrid REAP
NYS 7y 7T 0O DHCP H—in
RADIUS #—/3r m—
y /|
5 W
WAN Y > % | S===U"\V/LAN 101
‘ H—#JL VLAN
W 302.1x m—hL 249 F
= i
/ \
X4t FSLy Ko b
AT D VLA{\I 100
AL A
= .
Hybrid-REAP 72 X RA > bk 2
Hybrid REAP RADIUS
Hybrid REAP 802.1X RADIUS
RADIUS
RADIUS
Hybrid REAP CCKM
Hybrid REAP Hybrid REAP CCKM
CCKM
EAP
RADIUS EAP
Hybrid REAP
CCKM
CCKM 300
100
100 CCKM
Hybrid REAP
4

Cisco Wirel LAN Controller
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W Hybrid REAP

4
4
CCKM
)
Hybrid REAP Hybrid REAP CCKM
CCKM WPA1  WPA2 P. 6-21
Hybrid REAP
Hybrid REAP
LEAP EAP-FAST
Hybrid REAP
Hybrid REAP
Autonomous LWAPP Hybrid REAP
Autonomous RADIUS
Y
Hybrid REAP RADIUS Hybrid
REAP RADIUS
Hybrid REAP RADIUS
RADIUS
Hybrid REAP
GUI CLI Hybrid REAP
GUI Hybrid REAP
GUI Hybrid REAP
1  Wireless>HREAP Groups HREAP Groups 12-10

I Cisco Wireless LAN Controller
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Hybrid REAP

12-10 HREAP Groups

Hybrid REAP

Wihialeas HEEAP Gaouns

= hrrenn Paisky

Limsg b

frep a
a
= e 2 a
Bask ait o
(HTAP Cress el o
= a
b OBOE N Lads —
LI LR Ry _r_ o : E
Cwwnlre &
Hybrid REAP
Remove
2 Hybrid REAP New
3 HREAP Groups > New Group Name
32
4 Apply HREAP Groups
5 HREAP Groups
> Edit General 12-11

12-11  HREAP Groups > Edit General
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W Hybrid REAP
6 RADIUS
802.1X Primary RADIUS Server
None
7 RADIUS Secondary RADIUS Server
None
8 Add AP
Add AP 12-12
12-12 HREAP Groups > Edit General
A a1 HRAEAP G4 3 - " Y-
T Comersl || RivieH SN
: [
e ”LI.. ¥ O Bt Fasbea Ir:: Ry
| ke et L o = bl I il it
¥ .I::“ el W
"::":"':.'I'.': :I:l-'I_F'IIIJ.-I :::-I--- a
B LA T I AP LT LI o d I
B L ek ol ™ S AFLIT1 2T . LTI ﬂ ﬁ
&
9
i Select APs from Current
Controller AP Name
MAC Ethernet MAC
Select APs from Current
Controller MAC
Ethernet MAC
Hybrid REAP

i Cisco Wirel

LAN Controller
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Hybrid REAP ||
10 Add Hybrid REAP
MAC
Remove
11 Apply
12 Hybrid REAP 9 11
13 Hybrid REAP
a. Primary RADIUS Server Secondary RADIUS Server None
b. Enable AP Local Authentication Hybrid REAP
Apply
d. Local Authentication HREAP Groups > Edit Local Authentication > Local
Users 12-13

12-13 HREAP Groups > Edit Local Authentication > Local Users

l._ Liven a e =
WO afe T =] Fasmart mimmm
: L G Fasiald [kl
s o =
v - 8 |
—— el [ =]
b 1 [ =]
=1l a
CEH =]
WLl a
el a F
=1l a :.
LS a 4
e. UserName LEAP EAP-EAST
f. Password Confirm Password
g. Add
User Name
h. Apply

Cisco Wirel LAN Controller
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W Hybrid REAP

i. Protocols HREAP Groups > Edit Local Authentication > Protocols
12-14

12-14 HREAP Groups > Edit Local Authentication > Protocols

CISCO
¥ RooEak Fou | GEmmral | Lecsd Gsileslicalion
N Lts i | Pestarsh
(l CFREFT =
F Bk e v
| rmrd ey Brikiip [PEP
Timar PrT
I s AR F gai
Emdwms Bpp i b ) T T T N pe——
[ R S E e T
BBy [rdn u
FAL Temawet [T 00 40711 f
j- Hybrid REAP LEAP
Enable LEAP Authentication p.
k. Hybrid REAP EAP-FAST
Enable EAP-FAST Authentication
l. Protected Access Credential PAC
. PAC Server Key Confirm Server
Key PAC
32 16
e PAC PAC PAC
Enable Auto Key Generation
m. Authority ID EAP-FAST 32 16
n. Authority Info EAP-FAST 32
16
o. PAC PAC Timeout PAC
2 4095
p. Apply

14 Save Configuration

15 Hybrid REAP

i Cisco Wirel LAN Controller
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N

CLI

Hybrid REAP

Hybrid REAP

> Access Points > All APs >

Hybrid REAP

> H-REAP
HREAP Group Name

Wireless

Hybrid REAP
CLI Hybrid REAP

Hybrid REAP

config hreap group group_name {add | delete}

RADIUS

Hybrid REAP

config hreap group group_name radius server {add | delete} {primary | secondary} server_index

Hybrid REAP

config hreap group group_name ap {add | delete} ap_mac

RADIUS

Hybrid REAP
a. Hybrid REAP
b. Hybrid REAP
config hreap group group_name radius ap {enable | disable}
c. LEAP EAP-FAST
config hreap group group_name radius ap user add username password password
d. Hybrid REAP LEAP
config hreap group group_name radius ap leap {enable | disable}
e. Hybrid REAP EAP-FAST

config hreap group group_name radius ap eap-fast {enable | disable}

PAC

config hreap group group_name radius ap server-key key PAC

32 16

config hreap group group_name radius ap server-key auto

PAC

Cisco Wirel

LAN Controller

[ oL-15301-01-J
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W Hybrid REAP

g. EAP-FAST
config hreap group group_name radius ap authority id id
id 32 16

h. EAP-FAST

config hreap group group_name radius ap authority info info

info 32 16
i. PAC
config hreap group group_name radius ap pac-timeout timeout
timeout 2 4095 0 0
PAC
5
save config

6 Hybrid REAP

show hreap group summary

HREAP Group Summary: Count 2

Group Name # Aps
Group 1 1
Group 2 1

7 Hybrid REAP

show hreap group detail group_name

Cisco Wireless LAN Controller
OL-15301-01-J |
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Hybrid REAP

Number of Ap's in Group: 3
00:1d:45:12:f2:24 AP1240.EwW3.£224 Joined
00:1d:45:12:£7:12 AP1240.10.£712 Joined
00:1d:al:ed:9f:84 AP1131.23.9£84 Joined
Group Radius Servers Settings:
Primary Server INAeX. .. ....euuoueeeeeenneeeeennns Disabled
Secondary Server IndeX. .. .. eeeeeeeeeeeennnnn Disabled
Group Radius AP Settings:
AP RADIUS S€rver............ Enabled
EAP-FAST Auth............... Enabled
LEAP Auth.......... ... .. ... Enabled
Server Key Auto Generated... No
Server Key....uvueweweuennnn <hidden>
Authority ID................ 436973636£0000000000000000000000
Authority Info.............. Cisco A_ID
PAC Timeout................. 0
Number of User's in Group: 20
lcisco 2cisco
3cisco 4cisco
cisco testl
testl0 testll
testl?2 testl3
testl4 testl5
test2 test3
test4 testh
test6 test?7
test8 test9

Cisco Wirel

LAN Controller
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W Hybrid REAP

Cisco Wireless LAN Controller
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APPENDIX

Cisco Unified Wireless Network

. P. A-2
o P. A-2
. 1 P. A-2
. P. A-3
o P. A-3
. P. A-3
. P. A-3
. P. A-3
Cisco Wirel LAN Controller
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Cisco UWN Solution

e Cisco Lightweight IEEE 802.3af
A
LAN
. Lightweight
Lightweight
. Lightweight Power over
Ethernet PoE
. Cisco Wireless LAN Controller
0 40
. Cisco Wireless LAN Controller

e Cisco Wireless LAN Controller

e Lightweight National Electrical Code  300.22.C  Canadian Electrical Code
Part1 C22.1 2-128 12-010 3) 12-100

>

Translated Safety Warnings

N

1000BASE-SX 1000BASE-LX SFP EN 60825-1+A1+A2 1
Laser Klasse 1

>

Cisco Wireless LAN Controller
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Cisco UWN Solution

APPENDIX

e Lightweight P.B-2

e (Cisco 2100 Wireless LAN Controller FCC P.B-7

e 4400 Wireless LAN Controller FCC P. B-7
Cisco Wirel LAN Controller
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W Lightweight

Lightweight

Lightweight

. P.B-3

J P.B-3
* RF P.B-4

e Cisco Aironet P.B-5

e Cisco Aironet P.B-5

. P.B-6

Tested To Comply
With FCC Standards

FOR HOME OR OFFICE USE
\ J

AIR-AP1010-A-K9 AIR-AP1020-A-K9 AIR-AP1030-A-K9
FCC
LDK102057

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

Part 15 2

FCC Part 15 B

Cisco Wireless LAN Controller
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Lightweight ||
o /
[ )
FCC Part 15
5.15 5.25GHz 5GHz 34 48 Mobile Satellite System
MSS Unlicensed National Information Infrastructure U-NII

AIR-AP1010-A-K9 AIR-AP1020-A-K9 AIR-AP1030-A-K9

2461B-102057

B Canadian Interference-Causing Equipment Regulations

Cet appareil numerique de la classe B respecte les exigences du Reglement sur le material broilleur du Canada.

B 2
1.
2.
Cisco Aironet  2.4GHz 2.4GHz
RSS-210 Cisco Aironet  54Mbp/5GHz 5GHz

RSS-210

AIR-AP1010-E-K9 AIR-AP1020-E-K9 AIR-AP1030-E-K9

[ oL-15301-01-J
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R&TTE 1999/5/EC
English: R&TTE 1999/5/EC
2.4GHz
. EN 300.328-1 EN 300.328-2
e EMC EN 301.489-1 EN 301.489-17
. EN 60950
Y
EU EFTA
Cisco Corporate Compliance
54Mbps  5GHz
. EN 301.893
e EMC EN 301.489-1 EN 301.489-17
. EN 60950
2.4GHz 5GHz 54Mbps CE
RF

FCC

Evaluating Compliance

with FCC Guidelines for Human Exposure to Radio Frequency Electromagnetic Fields

RF CFR47 21091 2.1093
20cm
FCC
20cm FCC
2.4GHz 5GHz
8cm FCCRF

15247 b 4

I Cisco Wireless LAN Controller
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Cisco Aironet

Cisco Aironet

IEEE 802.11a

Lightweight

Cisco Aironet

AIR-AP1010-J-K9 AIR-AP1020-J-K9 AIR-AP1030-J-K9
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vOEREE)IZDLTITHBLTTFEL,

3 o, CoRB rSBBERNAOHENMABERCHLTEETFSO
EELRE L-BeGlErEBEYD - EMEE-LE T XOoRRE~EMN
LEahteETaLl,

agns - 03-5549-6500

Cisco Aironet

X PR E AR
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12

14

ISM

http://www.ciscofax.com
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Cisco 2100 Wireless LAN Controller FCC
Cisco 2100 Wireless LAN Controller FCC
FCC Part 15 B
/
1
J [cfr reference 15.105]
4400 Wireless LAN Controller FCC
Cisco 4400 Wireless LAN Controller FCC Part 15 A
Cisco Wirel LAN Controller
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APPENDIX

Cisco UWN Solution

Cisco 2100 Wireless LAN Controller
Cisco 4400 Wireless LAN Controller
Cisco Wireless Services Module

U P.C-2
] P.C-5
U P.C-6
U pP.C-7
Cisco Wirel LAN Controller
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CD-ROM

Cisco Wireless LAN Controller
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i
iii
iv
v
Vi
README

a Hifn, Inc.

b Wind River Systems, Inc.

Cisco Wir

LAN Controller

750 University Avenue, Los Gatos, California
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Federal Acquisition
Regulation FAR; FAR (48C.F.R)2.101

FAR 12.212 FAR 12.212 DoD
FAR 227.7202-1  227.7202-4
FAR

Cisco Wireless LAN Controller
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Cisco 2100 Wireless LAN Controller Cisco 4400 Wireless LAN Controller
Cisco Wireless Services Modules

90 90

www.cisco.com/en/US/products/prod_warranties_listing.html

Return Material
Authorization RMA

90 a 90 b
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OpenSSL/OpenSSL
OpenSSL OpenSSL http://www.openssl.org/

Eric Young eay@cryptsoft.com

Tim Hudson tjh@cryptsoft.com
OpenSSL OpenSSL
SSLeay

BSD
OpenSSL openssl-core@openssl.org
OpenSSL
Copyright 1998-2007 The OpenSSL Project. All rights reserved.
1.
2.
3.
OpenSSL OpenSSL
http://www.openssl.org/
4. OpenSSL Toolkit OpenSSL Project
openssl-core@openssl.org
5. OpenSSL
OpenSSL
6.
OpenSSL OpenSSL

http://www.openssl.org/

OpenSSL PROJECT

OpenSSL

Cisco Wirel LAN Controller
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http://www.openssl.org/
http://www.openssl.org/
http://www.openssl.org/

Eric Young eay@cryptsoft.com
Tim Hudson  tjh@cryptsoft.com

SSLeay
Copyright 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

Eric Young eay@cryptsoft.com SSL
Netscapes SSL
SSL RC4 RSA Ihash
DES SSL Tim Hudson
tjh@cryptsoft.com
Eric Young
Eric Young

1.
2.
3.

Eric Young eay@cryptsoft.com
4. Windows apps

Tim Hudson
tjh@cryptsoft.com
Eric Young

GNU

Cisco Wireless LAN Controller
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LED

Lightweight

APPENDIX

Cisco Unified Wireless Network Solution
Lightweight LED
CLI

e LED P.D-1

e CLI P. D-5

. P. D-7

e CCXvs P.D-14

. P. D-31

. P. D-36

¢ Telnet SSH P. D-40

LED

LED
URL

http://www.cisco.com/en/US/products/hw/wireless/index.html

LED

LED
URL

http://www.cisco.com/en/US/products/hw/wireless/index.html

Cisco Wirel LAN Controller
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http://www.cisco.com/en/US/products/hw/wireless/index.html
http://www.cisco.com/en/US/products/hw/wireless/index.html
http://www.cisco.com/en/US/products/hw/wireless/index.html

D-1

Cisco Wireless LAN Controller System Message Guide, Release 5.0

D-1

apf_utils.c 680:Received a CIF field without the protected bit
set from mobile XX:XX:XX:XX:XX:XX

WLAN
Capability

dtl_arp.c 480:Got an idle-timeout message from an unknown Network Processing Unit NPU
client XX:XX:XXIXX:XX:XX CPU
CPU
NPU
NPU
CPU CPU
STATION_DISASSOCIATE
STATION_DEAUTHENTICATE
STATION_AUTHENTICATION_FAIL
STATION_ASSOCIATE_FAIL Cisco Radio
LRAD_ASSOCIATED Lightweight
LRAD_DISASSOCIATED Lightweight
LRAD_UP Lightweight
LRAD_DOWN Lightweight
LRADIF_UP Cisco Radio
LRADIF_DOWN Cisco Radio
LRADIF_LOAD_PROFILE_FAILED
LRADIF_NOISE_PROFILE_FAILED 802.11
LRADIF_INTERFERENCE_PROFILE_FAILED 802.11

I Cisco Wireless LAN Controller
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LRADIF_COVERAGE_PROFILE_FAILED

Lightweight

Lightweight

LRADIF_LOAD_PROFILE_PASSED

LRADIF_NOISE_PROFILE_PASSED

LRADIF_INTERFERENCE_PROFILE_PASSED

LRADIF_COVERAGE_PROFILE_PASSED

LRADIF_CURRENT_TXPOWER_CHANGED

LRADIF_CURRENT_CHANNEL_CHANGED

LRADIF_RTS_THRESHOLD_CHANGED

LRADIF_ED_THRESHOLD_CHANGED

LRADIF_FRAGMENTATION_THRESHOLD_ CHANGED

RRM_DOT11 A GROUPING_DONE

RRM_DOT11_B_GROUPING_DONE

ROGUE_AP_DETECTED

ROGUE_AP_REMOVED

AP_MAX_ROGUE_COUNT_EXCEEDED

LINK_UP

LINK_DOWN

LINK_FAILURE

AUTHENTICATION_FAILURE

STP_NEWROOT

STP_TOPOLOGY_CHANGE

IPSEC_ESP_AUTH_FAILURE

WLAN IPSec

IPSEC_ESP_REPLAY_FAILURE

IP

IPSEC_ESP_POLICY_FAILURE

WLAN

IPSec

IPSEC_ESP_INVALID_SPI

IPSEC_OTHER_POLICY_FAILURE

WLAN

IPSec

IPSEC_IKE_NEG_FAILURE

WLAN

IPSec IKE

IPSEC_SUITE_NEG_FAILURE

WLAN

IPSec IKE

IPSEC_INVALID_COOKIE

Cisco Wirel

LAN Controller
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RADIOS_EXCEEDED

Cisco Radio

SENSED_TEMPERATURE_HIGH

SENSED_TEMPERATURE_LOW

TEMPERATURE_SENSOR_FAILURE

TEMPERATURE_SENSOR_CLEAR

POE_CONTROLLER_FAILURE

MAX_ROGUE_COUNT_EXCEEDED

SWITCH_UP

SNMP

SWITCH_DOWN

SNMP
SNMP

RADIUS_SERVERS_FAILED

RADIUS

CONFIG_SAVED

MULTIPLE_USERS

FAN_FAILURE

POWER_SUPPLY_CHANGE

COLD_START

WARM_START

I Cisco Wireless LAN Controller
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CLI
1. show process cpu CPU
CPU

Name Priority CPU Use Reaper
reaperWatcher (3/124) 0% ( 0/ 0)% I
osapiReaper (10/121) 0% ( 0/ 0)% I
TempStatus (255/ 1) 0% ( 0/ 0)% I

emWeb (255/ 1) 0% ( 0/ 0)% T 300
cliwebTask (2557 1) 0% ( 0/ 0)% I

UtilTask (255/ 1) 0% ( 0/ 0)% T 300

¢ Name CPU

e Priority 2 1

2
e CPU Use CPU
¢ Reaper 3 1
2
3 Reaper
T Reaper
Y
CPU % show cpu
2. show process memory

Name Priority BytesInUse BlocksInUse Reaper
reaperWatcher (3/124) 0 0 ( 0/ 0)% I
osapiReaper (10/121) 0 0 ( 0/ 0)% I
TempStatus (2557 1) 308 1 ( 0/ 0)% I
emWeb (2557 1) 294440 4910 ( 0/ 0)% T 300
cliWebTask (255/ 1) 738 2 ( 0/ 0)% I
UtilTask (255/ 1) 308 1 ( 0/ 0)% T 300
¢ Name CPU
e Priority 1

2
e BytesinUse
e BlocksInUse
Cisco Wirel LAN Controller
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N cu

* Reaper

3 Reaper

3. show tech-support

4. show running-config

show running-config

radius

radius
radius
radius

radius

radius
radius
radius
radius
radius
radius

radius

N

auth add 1 10.50.3.104 1812 ascii ****

backward compatibility enable

admin-authentication disable

cred-

cache enable

callStationIdType macAddr

acct

acct

auth

auth

auth

auth

auth

retransmit-timeout 1 4

network 1 disable

rfc3576 enable 1

retransmit-timeout 1 6

network 1 disable

management 1 disable

ipsec enable

show run-config

config passwd-cleartext enable

I Cisco Wireless LAN Controller
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||

3 syslog

syslog syslog

syslog
syslog 1 syslog
GUI CLI
GUI
GUI
1 Management > Logs > Config Syslog Configuration
D-1
D-1 Syslog Configuration

Wanagrmerd Syuleg Lo wiiem
K ¥ Pk il
R v | ey |
P oumagn yanleg bereer
MITHE LEAEEEE
Emlmet Lo1E LT NN ]
haringl Pard
Ayssg L Ao -
i M i
LR Nysay Famida Lrdag -

Lheer eavibmmi

= LE Mg L&y L anliguratighn
---. -‘.- ¥ B Ly Lol [y - hpply |
gt Wen Wirrie Coretin L Lrved Eremy -
b Teuk Cappmr Fika Enty =
i R ¥
- 5
2 Syslog Server IP Address syslog IP
Add 3 syslog
syslog
syslog Remove
3 syslog syslog Syslog

Level

Cisco Wirel LAN Controller
[ oL-15301-01-J



Emergencies = 0
Alerts = 1
Critical = 2
Errors = 3
Warnings = 4
Notifications = 5
Informational = 6

Debugging = 7

syslog

syslog

4 syslog

syslog
syslog

Warnings

syslog

Kernel = 0

User Process = 1
Mail = 2

System Daemons = 3
Authorization = 4
Syslog = 5

Line Printer = 6
USENET = 7
Unix-to-Unix Copy = 8
Cron = 9

FTP Daemon = 11
System Use 1 = 12
System Use 2 = 13
System Use 3 = 14
System Use 4 = 15
Local Use 0 = 16
Local Use 1 = 17
Local Use 2 = 18
Local Use 3 = 19
Local Use 4 = 20
Local Use 5 = 21
Local Use 6 = 22
Local Use 7 = 23

5 Apply

6

Buffered Log Level Console Log Level

Emergencies = 0

Syslog Facility

I Cisco Wireless LAN Controller
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GUI

e Alerts=

e Critical =

e Errors=

e Warnings =

¢ Notifications

= 5

¢ Informational = 6

¢ Debugging =

10 Apply

Warnings 4

File Info

enable

Proc Info
disable

Trace Info
disable

11 Save Configuration

Logs

GUI Management > Logs > Message
Message Logs D-2

D-2 Message Logs

HITE
Emlmed LA4E
fawigl Part

L R PO T I |
e

USSR
= L
iy |IrI:"-|-
Hgend Won Wirrirnn
F Tk Sapperi

Mesnnge Loge ks |

Mg T8 Bl N PR RS S e i LTNE F B O AL PET_BECETH Bimerrnd an &
ws el papbort brmee | BB 307 Jdd Bassrw mmprniper 00 0 e rpgpe
g

S S0 B CEE R R B L P B OIS PET_ B EWT Bl o
el pmpdont bmem | BB TRT Jidd Gemerim mmprsiorr 8 50 e ek

1

Frbrai Sdvingt mear—td 2 e

e N Bl B ] B S lasac BTN F B DN ALED PET_BEGET Bl g
s el b g | BB 00 Tdd Barrow maprmbpe o B0 1 prree i
g

Wi 7B B EE P PT] e _ad JLPE LES CR OO TR e deiaidiig
e s L R LT T

T L E L o e L LAY TR ST L BT g e
i kg P &F B BT LE LSl

b I B b o PR e ed oo P i i i Lkl R E : See, cpmatar
diid, Sl e el PR ¢ e it e - BP DDLTD. LW T RS
awr [ Bl il B 05 DO e bewd o | B L AR B DECODA BEE Brrer dwemdieg
e e P AP QL l a8 DL kol

M O B i P e e 10 8 L dFE- e e D el 1m Pies
i) buw Pat P B B LR ED o

Kawrr 3 Bl B 060 PPN s fepd o T B LA B YLD PEE - Jaey cpaea®
O PR S ST ST s TR paemad - 66 R 0 L L R e
P T R e e T g T L S e
T T b T R e -

e e

LS RO I REE R r e S B S TR T S B A
v el el s | B30 TR Jded Bamrr Sk 3 E 0D mimarem rre

e p—

FIBedai TRELHH w8 1 gy

By D [l o P el i e b ey AL IS BT BRSO Bl e

i
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Clear

CLI
cLl

syslog syslog

config logging syslog host server_IP_address

A

3 syslog

syslog

config logging syslog host server_IP_address delete

2 syslog

syslog

config logging syslog level severity_level

severity_level

® emergencies =
e alerts=

e critical =

® errors =

e warnings =

e notifications =
e informational =

e debugging =

severity_level 0o 7

syslog

syslog

syslog
syslog

Warnings

I Cisco Wireless LAN Controller
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3 syslog syslog

config logging syslog facility facility_code
facility_code

e authorization =
e auth-private =
e cron = cron/at
e daemon =

e ftp=FTP

e kern=

e Jocal0 =

e Jocall =

e Jocal2 =

e Jlocal3=

e J|ocald =

e Jocal5=

e Jlocal6 =

e J|ocal7 =

o lpr=

e mail =

e news = USENET
e sysl2=

e 3ysl3=

e sysld=

e sysl5=

e syslog = syslog
e user=

* uucp = UNIX

e config logging buffered severity_level

¢ config logging console severity_level
severity_level

e emergencies = 0
e alerts= 1

e critical = 2

* errors = 3

e warnings = 4

¢ notifications = 5
e informational = 6
e debugging = 7

Cisco Wir

LAN Controller

10
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¢

severity_level 0 7

s

Warnings

5
config logging fileinfo {enable | disable}
enable
6
config logging procinfo {enable | disable}
disable
7
config logging traceinfo {enable | disable}
disable
8
config service timestamps log {datetime | uptime | disable}
e datetime =
e uptime=
e disable =
9
save config

Cisco Wireless LAN Controller
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CLI

show logging

Logging to buffer

- Logging filter level.....ovvieienennnnnnnnnns errors
- Number of lines logged......oviveeienenenennnn. 1000
- Number of lines dropped.......vveviiennenennnn. 2752
Logging to console
- Logoing filter level.....cuveeuinneennnnnennnns errors
- Number of lines logged.......ciiviueinnnnennnn. 0
- Number of lines dropped. ....vveveereeennennnnn. 3752
Logging to syslog
- Logging filter level......ccoviiieiiiinnennnnnn, alerts
— SySlog faCilaty e e e et ie e et syslog
- Number of 1lines 1ogged. .....ueeeieeeennnnennnn 0
- Number of lines dropped.......vveviininenennnn. 3752
- Number of remote syslog hosts.................. 2
B 5@ = A 10.11.12.1
5 © = oA 192.169.1.3
2 = o A Not Cnfigured
Logoing of tracgbadKk. .o vvviii it i Enabled
- Traceback logging 1evel..o.oveeeeeenennennnnnnn, Aebugoing
Logging of process information.............ee.e... Enabled
Logging of source file informational............. Fnabled
Timestanping of MESSAgES. o v vt vieniiieeiinennnnnn. Enabled
— Timestanp formBt. .o ovveiei i Date ard Time

Logging buffer (1000 logged, 2752 dropped)

Mov 14 13:27:32.308 rm Jisten.c:5246 ME3-INALID BT FEOD: Reesived an inallid
recket fran 1.100.163.51. Source medoer:0.0.0.0. soree neer ukrown.

Nov 14 13:27:21.204 spam_lrad.c:1894 LWAPP-3-DECODE_ERR:

from AP 00:13:19:31:9c:e0

Nov 14 13:27:21.203 spam_crypto.c:1596 LWAPP-3-KEY_ ERR3:

AP 00:13:19:31:9c:e0
Nov 14 13:27:21.203 saam Irad.c:6710 TWEP-3-BVIOMD FRR: Join regpest dbes 1ot
axtain valid certificate in cartificate paylced — 2P 00:13:19:31:9¢:€0

Nov 14 13:27:16.189 spam_lrad.c:1894 LWAPP-3-DECODE_ERR:

from AP 00:13:19:31:9c:e0

Nov 14 13:27:16.189 spam_crypto.c:1596 LWAPP-3-KEY_ ERR3:

AP 00:13:19:31:9c:e0

Error decoding join request

Unable to free public key for

Error decoding join request

Unable to free public key for

Nov 14 13:27:16.188 spam_lrad.c:6710 LWAPP-3-PAYLOAD_ERR: Join request does not
contain valid certificate in certificate payload - AP 00:13:19:31:9c:e0

Previous message occurred 2 times.

Nov 14 13:27:03.659 mm_listen.c:5246 MM-3-INVALID_PKT RECVD: Received an invalid

packet from 1.100.163.51. Source member:0.0.0.0.

Cisco Wirel LAN Controller

source member unknown.
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W ccxvs
CCXv5
CCXvb
3
CCX Cisco Client Extensions
P. 6-37
Y
CCXvb CcX
CcX
WLAN
GUl  CLlI
CLI  WCS
GUI
CLI CCXvb
4
¢ Client profile
e Operating parameters
e Manufacturers information LAN
e Client capabilities
WLAN
3
e Roaming
5
e Robust Security Network Association RSNA;
5
e Syslog 802.11

Cisco Wireless LAN Controller
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D
CCXv5 | |

802.1X
CLI
CCXv5
GUI
GUI
1 WLANSs WLANS
2 WLAN WLAN
WLAN
3 WLANs > Edit Advanced WLANSs > Edit Advanced
D-3
D-3 WLANSs > Edit Advanced

aifuen]is

CIsCD T 2 : { FCLE MRS AT P
WlAMz WLANS = Egit amgk | apply |
&kl
* ddwmird b= bl Drrde T Ematewt e
o BAF Losl Setsharg @ [ fmabind DH+CF Sarver Tl crvwrrids
i i Fpreegs. Temprpad
3 . i o [l RS PTECS RS R pre—)
[ we— T8 il TiagEE el faEE Freteities [T
[Fash Erabdp "
Sl T —
Sienln Sdwitam b5l Reew W [T B rne w0 Dy
LRl S s o B il - :l:::l i g
2 i B o i 1 53] & 1 |
Bl e [FIF e — E
4 WLAN Diagnostic
Channel
CLI CLI

P. D-16

5 Apply

6 Save Configuration

Cisco Wirel LAN Controller
[ oL-15301-01-J



W ccxvs

CLI
cLl

1 WLAN

config wlan diag-channel {enable | disable} wlan_id

2
show wlan wlan_id
WLAN Identifier...... ...t 1
Profile Name. . ...ttt ittt e et ettt e ee e employeel
Network Name (SSID) ... tvi ittt iiteinennennnnn employee
S o= o = Disabled
MAC FillEering. @it ittt ettt e et ettt eeeeenn Disabled
Broadcast SSID. ...ttt ittt e e e Enabled
AAA Policy OVerride. . ... iiiii ittt eeeieeann Disabled
Number of Active Clients............... i, 0
Exclusionlist Timeout..........iiuinnnenenan. 60 seconds
SesSsSion TimMeOUL . . v v vt ittt ittt e e et et e e e e eee e Infinity
Interface. . o i e e e e e e e e e management
WLAN ACL. &ttt e ettt e e e e et e e e et e e e e e e e e unconfigured
DHCP SO VL . ittt et e ettt et e et e et e ettt eee e Default
DHCP Address Assignment Required................. Disabled
Quality Of ServiCe. ...ttt ee e Silver (best effort)
MM . e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Disabled
CCX - AironetIe SUPPOT L. .ttt et et eeeenneennnnn Enabled
CCX - Gratuitous ProbeResponse (GPR)............. Disabled
CCX - Diagnostics Channel Capability...ccceccceees Enabled

3 DHCP
config client ccx dhep-test client_mac_address
S

4 ping

config client ccx default-gw-ping client_mac_address

S

Cisco Wireless LAN Controller
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CCXv5

5 DNS IP ping

config client ccx dns-ping client_mac_address

S

6 DNS

config client ccx dns-resolve client_mac_address host_name

N

7

config client ccx test-association client_mac_address ssid bssid {802.11a | 802.11b | 802.11g} channel
8 802.1X

config client ccx test-dotlx client_mac_address profile_id bssid {802.11a | 802.11b | 802.11g} channel
9

config client ccx test-profile client_mac_address profile_id

profile_id

A

WLAN
WLAN WLAN 1

10

config client ccx test-abort client_mac_address
1

config client ccx clear-results client_mac_address

[ oL-15301-01-J
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W ccxvs

11

config client ccx send-message client_mac_address message_id

message_id

1=SSID
2=
3=WLAN
4=

5=

6=

7=

8=

9=

10=

11=

12 =

13 =

14 =

15 =DHCP
16 =

17 = DNS ping
18 =

19 =802.1X
20=

21 =

22=

23=

24 = WLAN

25=

26=

27 =

28 = IP
29 =

30=

31 =WLAN

32 =WLAN

33 = WLAN

I Cisco Wireless LAN Controller
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12

13

14

15

CCXv5

show client ccx last-test-status client_mac_address

ping
BT oA Y T Gateway Ping Test
TesSt SEALUS. .« ittt ittt ettt e e et et e e e e e Pending/Success/Timeout
Dialog TOKEI. v vttt ittt e et e et et e et et 15
B I 0T 3G 15000 ms
Request Time. .. i ittt ittt et ettt et et e e eeenn 1329 seconds since system boot

show client ccx last-response-status client_mac_address

802.1X

Test Status...... . i i i Success

Response Dialog ToKenN. . ...t initteeenneennnnn 87

ResSpPONSe SLatUS. . v v vttt ittt et ettt e e e e Successful

RESPONSE TSt YD i ittt ettt e et ettt e e eeeeeeeenn 802.1x Authentication Test
RESPONSE TimMe. & vt vttt ittt et e e e ettt e e eeeeeenn 3476 seconds since system boot

show client ccx results client_mac_address

802.1X

dotlx Complete. ... ..ttt Success

EAP Method. ...t i ittt e et e e e e e e e e *1,Host OS Login Credentials
dotlx Status. ... ..ttt e 255

show client ccx frame-data client_mac_address

[ oL-15301-01-J
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W ccxvs

LOG Frames:

Frame Number: . ... ...ttt ettt e 1

Last Frame Number:...........oiiuitiiinneennnn. 1120

DIireCtion: vt ittt e e e e e e 1

BT (1 TCY = o 11« 0d 00h 50m 39s 863954us
Frame Length: ... ...ttt ittt ieieeenn 197

Frame Data:

00000000: 80 00 00 00 ff ff ff f£ff f£f f£f 00 12 44 bd bd b0 ............ D...
00000010: 00 12 44 bd bd b0 f0 af 43 70 00 £2 82 01 00 00 ..D..... Cp......
00000020: 64 00 11 08 00 01 00 01 08 8c 12 98 24 b0 48 60 d........... S.H'
00000030: 6c 05 04 01 02 00 00 85 1e 00 00 89 00 Of 00 ££ 1...............
00000040: 03 19 00 41 50 32 33 2d 31 30 00 00 00 00 00 00 ...AP23-10......
00000050: 00 00 00 00 00 00 26 96 06 00 40 96 00 ff ff dd ...... &...@... ..
00000060: 18 00 50 f2 01 01 00 00 50 f£2 05 01 00 00 50 f2 ..P..... P..... P.
00000070: 05 01 00 00 40 96 00 28 00 dd 06 00 40 96 01 01 ....@..(....@...
00000080: 00 dd 05 00 40 96 03 04 dd 16 00 40 96 04 00 02 ....@...... @....
00000090: 07 a4 00 00 23 a4 00 00 42 43 00 00 62 32 00 00 ....#...BC..Db2..
000000a0: dd 05 00 40 96 0b 01 dd 18 00 50 £2 02 01 01 82 ...@...... P.....
000000b0: 00 03 a4 00 00 27 a4 00 00 42 43 5e 00 62 32 2f ..... '...BC".Db2/

LOG Frames:

Frame Number:. ... ...ttt ittt 2

Last Frame Number:........... ..ttt 1120

DireCtion: v ittt e e e e 1

BT (1Y ot 11« 1 0d 00h 50m 39s 878289us
Frame Length:. ... ...ttt ittt eeeeeen 147

Frame Data:
00000000: 80 00 00 OO ff ff ff f£ff f£f £f 00 0d ed c3 a0 22 ............... "

00000010: 00 0d ed c3 a0 22 00 bd 4d 50 a5 £7 78 08 00 00 ..... "..MP..xX...
00000020: 64 00 01 00 00 01 00 01 08 8c 12 98 24 b0 48 60 d........... $.H'
00000030: 6c 05 04 01 02 00 00 85 1le 00 00 84 00 Of 00 f££f I1...............
00000040: 03 19 00 72 6f 67 75 65 2d 74 65 73 74 31 00 00 ...rogue-testl..
00000050: 00 00 00 00 00 00 23 96 06 00 40 96 00 10 00 dd ...... #...@.....
00000060: 06 00 40 96 01 01 00 dd 05 00 40 96 03 04 dd 05 ..@....... @.....
00000070: 00 40 96 Ob 01 dd 18 00 50 f£2 02 01 01 81 00 03 .@...... Po.o.....
00000080: a4 00 00 27 a4 00 00 42 43 5e 00 62 32 2f 00 d2 ...'...BC".b2/..

00000090: b4 ab 84

LOG Frames:

Frame Number: . ... ...ttt ittt ittt e 3

Last Frame Number:...........iiiuitiiineennnn. 1120

DIireCtiom: vt ittt e e e 1

BT (1 TCY = o 11« 1 0d 00h 50m 39s 881513us
Frame Length: ... ...ttt ettt ieeeeen 189

Frame Data:

00000000: 80 00 00 00 ff ff ff f£ff f£f f£f 00 12 44 bd 80 30 ............ D..0
00000010: 00 12 44 bd 80 30 60 f7 46 c0 8b 4b d1 05 00 00 ..D..0 .F..K....
00000020: 64 00 11 08 00 01 00 01 08 8c 12 98 24 b0 48 60 d........... S.H'
00000030: 6c 05 04 00 02 00 00 85 1e 00 00 89 00 Of 00 £f£ 1...............
00000040: 03 19 00 41 50 34 30 2d 31 37 00 00 00 00 00 00 ...AP40-17......
00000050: 00 00 00 00 00 00 26 dd 18 00 50 £2 01 01 00 00 ...... &...P.....
00000060: 50 f2 05 01 00 00 50 f2 05 01 00 00 40 96 00 28 P..... P..... @..(
00000070: 00 dd 06 00 40 96 01 01 00 dd 05 00 40 96 03 04 ....Q@....... @...
00000080: dd 16 00 40 96 04 00 05 07 a4 00 00 23 a4 00 00 ...@........ #...
00000090: 42 43 00 00 62 32 00 00 dd 05 00 40 96 0b 01 dd BC..b2..... @....
000000a0: 18 00 50 f£2 02 01 01 85 00 03 a4 00 00 27 a4 00 ..P.......... Y.
000000b0: 00 42 43 5e 00 62 32 2f 00 Ob 9a 1d 6f .BC*.b2/....0

Cisco Wireless LAN Controller
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GUI

1

GUI

CCXv5

Monitor > Clients

MAC
D-4

D-4 Clients > Detail

Clients

Clients > Detail
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W ccxvs

CLI
cLl

1

config client ccx get-profiles client_mac_address
2

config client ccx get-operating-parameters client_mac_address
3

config client ccx get-manufacturer-info client_mac_address
4

config client ccx get-client-capability client_mac_address
5

config client ccx clear-reports client_mac_address
6

show client ccx profiles client_mac_address

Cisco Wireless LAN Controller
OL-15301-01-J |



CCXv5
Number of Profiles........ ... ... 1
Current Profile........ ... .. ininnnnn.. 1
Profile TID. ...ttt e e e e e e e e 1
Profile Name. ...ttt it et et et e et ee e wifiEAP
17 5 Y wifiEAP
Security Parameters[EAP Method,Credential]l....... EAP-TLS,Host OS Login Credentials
Auth Method. . ... .. .. i EAP
Key Management . ... ..ottt iii ittt eeeeeeeaeann WPA2+CCKM
e ooy Yo ) il ¥ o IS AES-CCMP
POWEY Save MOAE. o v v ittt ittt ettt ettt Constantly Awake
Radio Configuration:
38T e T 1V o T DSSS
Preamble TyDe. v v v ittt ittt et e et ettt ettt Long preamble
CCA Method. ... i e et e e e e e et e e eeeean Energy Detect + Carrier
Detect/Correlation
Data RetriesS. .. ...ttt it 6
Fragment Threshold.............iiiiiiinnnnnnn 2342
Radio Channels. ... ...ttt ineenennnn 123456789 1011
TX Power MOAE. ..t i ittt ittt ittt it it i Automatic
Rate List(MB) @it v it ittt ettt et e e et e eee 1.0 2.0
J3E=Te Ko T 1)V o 1= HRDSSS (802.11b)
Preamble TyD . v v vttt ittt ettt et e et ettt e Long preamble
CCA Method. ... it i et e e e e e e et e eeeeen Energy Detect + Carrier
Detect/Correlation
Data RetriesS. ...ttt ettt e i e 6
Fragment Threshold............. .0t iiiiennenn. 2342
Radio ChannelsS. ... ...ttt enenenenn. 1234567891011
TX Power MOAe. ..ttt ittt ettt e e e e e Automatic
Rate List(MB) .. iii ittt ettt e e et e e e 5.5 11.0
T e T 1V o 1= ERP(802.11g)
Preamble TyDE . v v vttt ittt et e e e et ettt Long preamble
CCA Method. ...ttt e e e e e e e e e et e eieeea Energy Detect + Carrier
Detect/Correlation
Data Retries. ... ..ttt ii e 6
Fragment Threshold. ...........iiiiiinnnnnns 2342
Radio Channels. ... ...ttt ittt et e 123456789 10 11
Tx Power MOode. . ...ttt ittt et i e i Automatic
Rate LISt (MB) cv vt ittt ittt ittt ittt et et e eeeaenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0
54.0
J3E=Te Ko T 1)V o 1= NN OFDM (802.11a)
Preamble TyD . v v vttt ittt et e et e et ettt et Long preamble
CCA Method. ... it e e e e e e e e et eeeeeen Energy Detect + Carrier
Detect/Correlation
Data RetriesS. ...ttt et e e e i e 6
Fragment Threshold............. .t iiiiennenn. 2342
Radio ChannelsS. ... ...ttt enenenenenn. 36 40 44 48 52 56 60 64 149 153 157
161 165
Tx Power MOode. . ...ttt ittt et e e e Automatic
Rate LISt (MB) cvvv ittt ittt ittt ettt et et eeeeeaenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0
54.0

Cisco Wirel LAN Controller
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D I
W ccxvs
7

show client ccx operating-parameters client_mac_address
Client MaC .« v ittt it ittt ittt et et e e et e e e 00:40:96:b2:8d:5e
T e T 1V o 7= OFDM (802.11a)
RAAIO0 Ty o vt e e et e et e e e et et e e e e OFDM (802.11a)

Radio Channels. . ...ttt ittt e e e iee e 36 40 44 48 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 149 153 157 161 165

TX POWer MOAE. . .t o ittt ittt ittt ettt et e e e Automatic

Rate LISt (MB) vt ittt ittt ettt e et ettt e e e ieeeean 6.0 9.0 12.0 18.0 24.0 36.0 48.0
54.0
Power Save MOde. .. ...ttt it Normal Power Save
S 0 05 wifi
Security Parameters[EAP Method,Credentiall....... None
Auth Method...... ... .. i i i i None
Key Management. ... ... ...ttt nennnns None
25 @ ian g ) i I @)oo None
DeVICE NaME. « ottt ittt it ittt et ettt et ettt eeeeen Wireless Network Connection 15
DEVICE YD ittt it e ettt et ettt e et ettt e e 0
L0 1 Windows XP
OS VeISIOM. vttt ittt it et it et et e et e e e e 5.1.2600 Service Pack 2
2 o 1 e DHCP address
IPVA AQAr eSS . it ittt ettt et e e e e e e e Available
IP AdAreSS . vttt ittt it ettt et e e e 70.0.4.66
Subnet Mask. ....... i e e 255.0.0.0
Default Gateway. ...ttt et e e e 70.1.0.1
IPVE AQALESS . it ittt ittt ittt et et et e e Not Available
TPVE AQQr eSS e v it ettt ettt et e ettt ettt 0: 0: 0: 0: 0: O0: O0: O0: O: O: O: O
0: 0: 0: O:
IPv6 Subnet Mask......... it 0: 0: 0: 0: 0: O0: O0: O0: O: 0: O0: O
0: 0: 0: O:
DNS ST VO S . ittt vttt ettt ettt e ettt e 103.0.48.0
WINS SerVeI S . it ittt ittt ittt ettt ettt ettt
SYStemM NamMe. & vttt ettt e e ettt ettt e e URAVAL3777
Firmware VerSiom. . ...ttt in it e eneeenenenens 4.0.0.187
Driver VersSion.........u.ueiii i inenenenenenn. 4.0.0.187

I Cisco Wireless LAN Controller
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CCXv5

8
show client ccx manufacturer-info client_mac_address
Manufacturer OUI....... ..t tnitiennennennnn. 00:40:96
Manufacturer ID. ... ...ttt it ettt Cisco
Manufacturer Model. . ... ...ttt eeeennnnennn Cisco Aironet 802.1la/b/g Wireless
Adapter
Manufacturer Serial...........i.iiiiiiiiennennnn. FOC1046N3SX
MaC AL eSS . v v v ittt ettt ettt ettt e e e 00:40:96:b2:8d:5e
RAAIO0 Ty o vt e e et e et e e e et et e e e e DSSS OFDM(802.11a) HRDSSS(802.11b)
ERP(802.11g)
ANEENNA Ty v i ittt et ettt et e et et ettt e e Omni-directional diversity
Antenna GaIll. ...ttt ie et 2 dBi
Rx Sensitivity:
RAAIO0 Ty o vt e ettt et e e et e et e e e e e DSSS
RX SeNnSitivity ..ttt et e e e e e e Rate:1.0 Mbps, MinRssi:-95,
MaxRssi:-30
RX SeNSitivIity tvvii ittt ittt et e et et e Rate:2.0 Mbps, MinRssi:-95,
MaxRssi:-30
38T e T 1V o T HRDSSS (802.11Db)
RX SeNSitivVIity tvv ittt ittt et e et et Rate:5.5 Mbps, MinRssi:-95,
MaxRssi:-30
RX Sensitivity ..ttt e e e e e e e Rate:11.0 Mbps, MinRssi:-95,
MaxRssi:-30
J3E=Te Ko T 1)V o 1= ERP(802.11qg)
RX Sensitivity ..ttt e e e e e e e Rate:6.0 Mbps, MinRssi:-95,
MaxRssi:-30
RX SeNnSitivity . .viiii ittt et e e e e Rate:9.0 Mbps, MinRssi:-95,
MaxRssi:-30
RX SeNSitivIity tvvii ittt ittt et et et Rate:12.0 Mbps, MinRssi:-95,
MaxRssi:-30
RX Sensitivity ..ttt e e e e e e e Rate:18.0 Mbps, MinRssi:-95,
MaxRssi:-30

9

show client ccx client-capability client_mac_address

A

Cisco Wirel LAN Controller
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W ccxvs

Service Capability. ..ottt e e i Voice, Streaming(uni-directional)
Video, Interactive(bi-directional) Video
RAALI0 Ty D e v ettt et ettt et e et e e e et DSSS OFDM(802.11a) HRDSSS(802.11b)
ERP(802.11g)
3T e T 1V o 1= DSSS

Radio Channels. ... ...ttt ieeaenennnn 123456789 1011

TX POWer MOAE. ..t i ittt ittt ittt it ieeaeaennn Automatic

Rate List(MB) @it i it ittt ettt e e et et et e eee e 1.0 2.0
J3E=Te Ko T 1)V o 1= HRDSSS (802.11b)

Radio Channels. ... ...ttt ittt ettt eee e 12345678910 11

Tx Power MOode. . ...ttt ittt et e e Automatic

Rate LISt (MB) .« v vt ittt ittt ittt ettt et et eeeeeaenn 5.5 11.0
38T e T 1V o T ERP(802.119)

Radio ChannelsS. .. ...t enenenenenn. 1234567891011

TX Power MOAe. .. ittt ittt et et et e e Automatic

Rate LisSt(MB) v vttt ittt ittt et et e e eeeeea 6.0 9.0 12.0 18.0 24.0 36.0 48.0
54.0
35T e T 1V o T OFDM (802.11a)

Radio ChannelsS. ... ...t enenenenenn. 36 40 44 48 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 149 153 157 161 165

Tx Power MOode. . ...ttt ittt et e e Automatic

Rate LISt (MB) cvov ittt ittt ittt ettt et et eeeeeeenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0
54.0

CLI

config client ccx log-request log_type client_mac_address

log_type roam rsna syslog

show client ccx log-response log_type client_mac_address

log_type roam rsna syslog

Cisco Wireless LAN Controller
OL-15301-01-J |



log_type roam

Tue Jun 26 18:28:48 2007

BSSID=00:0b:85:81:06:c2,

Tue Jun 26 18:28:48 2007

BSSID=00:0b:85:81:06:c2,

BSSID=00:0b:85:81:06:c2,

Tue Jun 26 18:28:48 2007

BSSID=00:0b:85:81:06:d2,

BSSID=00:0b:85:81:06:c2,

log_type  rsna

Tue Jun 26 18:24:09 2007

Tue Jun 26 18:24:09 2007

Tue Jun 26 18:24:09 2007

CCXv5

Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 00m 13s 322396us
Source BSSID=00:0b:85:81:06:c2, Target
Transition Time=3125 (ms)

Transition Reason: Normal roam, poor link
Transition Result: Success

Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 00m 16s 599006us
Source BSSID=00:0b:85:81:06:c2, Target
Transition Time=3235 (ms)

Transition Reason: Normal roam, poor link
Transition Result: Success

Event Timestamp=0d 00h O0Om 19s 882921us
Source BSSID=00:0b:85:81:06:c2, Target
Transition Time=3234 (ms)

Transition Reason: Normal roam, poor link
Transition Result: Success

Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h O0Om 08s 815477us
Source BSSID=00:0b:85:81:06:c2, Target
Transition Time=3281 (ms)

Transition Reason: First association to WLAN
Transition Result: Success

Event Timestamp=0d 00h 00m 26s 637084us
Source BSSID=00:0b:85:81:06:d2, Target
Transition Time=3313 (ms)

RSNA Response LogID=132: Status=Successful
Event Timestamp=0d 00h 00m 00s 246578us
Target BSSID=00:14:1b:58:86:cd
RSNA Version=1
Group Cipher Suite=00-0f-ac-02
Pairwise Cipher Suite Count = 1

Pairwise Cipher Suite 0 = 00-0f-ac-04
AKM Suite Count = 1

AKM Suite 0 = 00-0f-ac-01
RSN Capability = 0x0
RSNA Result: Success
RSNA Response LogID=132: Status=Successful
Event Timestamp=0d 00h 00m 00s 246625us
Target BSSID=00:14:1b:58:86:cd
RSNA Version=1
Group Cipher Suite=00-0f-ac-02
Pairwise Cipher Suite Count = 1

Pairwise Cipher Suite 0 = 00-0f-ac-04
AKM Suite Count = 1

AKM Suite 0 = 00-0f-ac-01
RSN Capability = 0x0
RSNA Result: Success
RSNA Response LogID=132: Status=Successful
Event Timestamp=0d 00h 0O0m 0ls 624375us
Target BSSID=00:14:1b:58:86:cd
RSNA Version=1
Group Cipher Suite=00-0f-ac-02
Pairwise Cipher Suite Count = 1

Pairwise Cipher Suite 0 = 00-0f-ac-04
AKM Suite Count = 1

AKM Suite 0 = 00-0f-ac-01
RSN Capability = 0x0

RSNA Result: Success

Cisco Wirel LAN Controller
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W ccxvs

log_type  syslog

Tue Jun 26 18:07:48 2007 SysLog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 278987us

Client SysLog = '<11> Jun 19 11:49:47 uraval3777 Mandatory
elements missing in the OID response'

Event Timestamp=0d 00h 19m 42s 278990us

Client SysLog = '<11> Jun 19 11:49:50 uraval3777 Mandatory
elements missing in the OID response'
Tue Jun 26 18:07:48 2007 SysLog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 278993us

Client SysLog = '<11> Jun 19 11:49:53 uraval3777 Mandatory
elements missing in the OID response'

Event Timestamp=0d 00h 19m 42s 278996us

Client SysLog = '<11> Jun 19 11:49:56 uraval3777 Mandatory
elements missing in the OID response'
Tue Jun 26 18:07:48 2007 SysLog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 279000us

Client SysLog = '<11> Jun 19 11:50:00 uraval3777 Mandatory
elements missing in the OID response'

Event Timestamp=0d 00h 19m 42s 279003us

Client SysLog = '<11> Jun 19 11:50:03 uraval3777 Mandatory
elements missing in the OID response'
Tue Jun 26 18:07:48 2007 SysLog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 279009us

Client SysLog = '<11> Jun 19 11:50:09 uraval3777 Mandatory
elements missing in the OID response'

Event Timestamp=0d 00h 19m 42s 279012us

Client SysLog = '<11> Jun 19 11:50:12 uraval3777 Mandatory
elements missing in the OID response'

config client ccx stats-request measurement_duration stats_name client_mac_address

stats_name dotll security

show client ccx stats-report client_mac_address

Measurement duration = 1

dotllTransmittedFragmentCount =1
dotllMulticastTransmittedFrameCount = 2
dotllFailedCount =3
dotllRetryCount =4
dotllMultipleRetryCount =5
dotllFrameDuplicateCount =6
dotllRTSSuccessCount =7
dotllRTSFailureCount =8
dotllACKFailureCount =9
dotllReceivedFragmentCount = 10
dotllMulticastReceivedFrameCount =11
dotllFCSErrorCount = 12
dotllTransmittedFrameCount = 13

Cisco Wireless LAN Controller
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CPU

ACL
ACL

ACL 1
ACL

. ACL
NPU

¢ FEthernet header ACL

VLAN ID
e |P header ACL

e EolP payload Ethernet header ACL

VLAN ID
e EolP payload IP header ACL

e LWAPP payload 802.11 header ACL

BSSID

SNAP
e LWAPP payload IP header ACL

Cisco Wirel LAN Controller
[ oL-15301-01-J



ACL ACL
ACL

1
debug packet logging enable {rx | tx | all} packet_count display_size
* rx tx all
e packet_count 1 65535
25
e display_size
Y
debug packet logging
disable
2 ACL

e debug packet logging acl driver rule_index action npu_encap port

rule_index 1 6
action permit deny disable
npu_encap NPU

dhcp dotll-mgmt dotll-probe dotlx eoip-ping iapp ip
lwapp multicast orphan-from-sta orphan-to-sta rbcp wired-guest

port
e debug packet logging acl eth rule_index action dst src type vlan

rule_index 1 6

action permit deny disable

dst MAC

src MAC

type 2 IP 0x800 ARP 0x806
ip  0x800 arp  0x806

vlan 2 VLAN ID

e debug packet logging acl ip rule_index action src dst proto src_port dst_port

proto getprotobyname()
ip icmp igmp ggp ipencap st tcp egp pup
udp hmp xns-idp rdp iso-tp4 xtp ddp idpr-cmtp rspf vmtp ospf ipip encap

Cisco Wireless LAN Controller
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src_port 2 UDP/TCP telnet 23 any
getservbyname()

tcpmux echo discard systat
daytime netstat qotd msp chargen ftp-data ftp fsp ssh telnet smtp time rlp nameserver
whois re-mail-ck domain mtp bootps bootpc tftp gopher rje finger www link kerberos
supdup hostnames iso-tsap csnet-ns 3com-tsmux rtelnet pop-2 pop-3 sunrpc auth sftp
uucp-path nntp ntp netbios-ns netbios-dgm netbios-ssn imap2 snmp snmp-trap cmip-man
cmip-agent xdmcp nextstep bgp prospero irc smux at-rtmp at-nbp at-echo at-zis gmtp

z3950 ipx imap3 ulistserv https snpp saft npmp-local npmp-gui hmmp-ind
dst_port 2 UDP/TCP telnet 23 any
getservbyname()
src_port.

e debug packet logging acl eoip-eth rule_index action dst src type vlan

¢ debug packet logging acl eoip-ip rule_index action src dst proto src_port dst_port

e debug packet logging acl lwapp-dot11 rule_index action dst src bssid snap_type

bssid Basic Service Set Identifier BSSID; ID
snap_type

e debug packet logging acl lwapp-ip rule_index action src dst proto src_port dst_port

~

ACL debug packet
ogging acl clear-all

debug packet logging format {hex2pcap | text2pcap}

10S

hex2pcap  text2pcap 2
hex2pcap HTML
text2pcap

D-7  hex2pcap

D-8  text2pcap

D-7

Hex2pcap

Ex len®1lH, ensapSntda, portSL

[oOoo] = 00023216E TFPEOOODOE B54008-0 02004500 . .1lm..... B. 9. .E.
[O010] = OOGEOD00 40004001 SFREO1GE GEOROL1&d k., . 8,8, »_41._4
[O0Z0] = &C010200 EDRESDOD 00000000 Qoooooon L. .. R T
[COO30] = QOOO0Q00 poDDOEED ODOO000 OOOQIELD ... 000 mmmmmn-
[D0&%0]: 1E1FZOZ1 22232425 ZEZTZOZY ZAZDECED ... L MHH&° ()",
[OOS0] = SBEPI0ZL1 32333435 IEITIEIT JAIBICID S/DLEZIISETEG: ;==
[O0@0]: JEIFE041 94243949493 96974042 SARDECAD >THADCDEFFHIJFLM
[QOTO]: SEEFaUal Si5d HoEQRD

g% len=lls, :J'.-:uj.'_j.p, port=L

[OO00] : OOOROS40 DRCOODOS JLERTFOO OQNOO4SDO .. .8.8, .ln....E.
[0010] = O00e20000 J000FFOL AODOEBDOl1ed4 &20101&4 (k. .H....5.d1..4d
[OOZ0] = GEOROO00 LDDSESDD O0DOOOO0 QOOQOODD 1,,,.%&., -------
[O030] = 00000000 OD000DD 00000000 O0001CLD ... eesaaaaans
[OO&0] = 1RIFE0ZE] ZEZZFZAZS ZEZTERED ZAZRECID ., L 58L& () 4+ =
[O050] = ZEZFI0ZL FZFFFA3IS FI&ITIRIT JATIRICID . DLIIASETRG: s=u= “
[QOe0] i JEIFE0EL 9249299493 999TIUEY FARDECAD *VAADCDEFEHMIJRLM o
[D070] = 4EB4FS051 5253 [ ulitallF-] =

[ oL-15301-01-J
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D-8 Text2pcap

tx len=118, encap=ns/a. port=1

0000 00 O 31 GE TF B0 00 OB &5 40 00 <0 08 00 45 00 ..lfue....®.0,..E.
0010 00 &% 00 OO0 40 0D 40 O1 5F BE 01 &4 &2 OE 01 64 .h..@. 0. *>.dl..d
00Z0 &= 0L 0B OO0 09 o9 ES OO0 00 OO0 QO OO0 OO0 OO0 00 00 L....¥®cevueoaas
0030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 12 D . ... eumevnnnons
0040 1E LF 20 21 22 23 24 25 26 27 20 29 ZA 2B 2C 2D .. LTHERET () 4+, -
0050 2B 2F 30 31 32 33 34 35 36 37 38 39 3A 3B 3¢ 3D L FOLE3ASETED: ;4=
o0en 3 3F 40 41 42 43 44 495 96 4T 48 492 94 4B 40 4D *FRABCDEPGHI.JRKLM
0070 4B 4F 50 51 52 53 NOFRD

£x ler=ll8, encap=ip, port=l

0000 00 Op AS 40 08 o0 00 Oc 31 &E 7% 80 08 00 45 00 ...@.8..1n....E.
0010 00 && Q0 OO0 40 00 Pr 0L A0 DD 01 &4 &2 01 0L &4 .he.®....=.dl..d
0020 &= OE QO OO0 10 o® ES OO0 OO0 OO0 QO OO0 OO0 OO0 00 00 L....%¥®.uvusoaas
0030 00 OO0 Q0 OO0 90 00 00 QOO0 OO0 OO0 Q0 OO 00 00 LS AD tuiwswvomnnnanans
0040 1E LF 20 21 Z8 23 24 25 Ze 27 20 29 ZA EB 2C 2D ... LTHERET () v, -
nosnD 2B ZF 30 31 22 23 34 35 34 3T 3R 29 3A IB AT A0 L SOIZTASETED:«m
O0ED 3E 2F 40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D =YHABCDEFGHIJRLM
0O70 4 4F 50 51 5% 53 HOPOR

e bl

debug packet error {enable | disable}

Cisco Wirel LAN Controller
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show debug packet

£ o= B disabled
Number of packets to display.......ououeeemeennnnnn 25
Bytes/packet to display..... ..o, 0
Packet display format...........iuiiuiiennennnn. text2pcap

Driver ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
Ethernet ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
IP ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
EoIP-Ethernet ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
EoIP-IP ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP-Dotll ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP-IP ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

Cisco Wirel LAN Controller
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|
e Wildpackets Omnipeek Airopeek http://www.wildpackets.com
e AirMagnet Enterprise Analyzer http://www.airmagnet.com
e Wireshark http://www.wireshark.org
e Windows XP Linux Windows XP  Linux
Omnipeek Airopeek http://www.wildpackets.com
AirMagnet http://www.airmagnet.com/products/ea_cisco/#top
Wireshark http://tools.cisco.com/support/downloads
Wireshark
GUI
GUI
1 Wireless > Access Points > All APs All APs
2 All APs > Details
D-9

Cisco Wireless LAN Controller
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D-9 All APs > Details

| Wredans Al iPg = Detaily
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e
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i LT Lidaa 160 kT Tl rms
LIRSty |
e L S e
N AT
T Erglem far
| * wE vkl T e =
. ¥ e Fer-E G LR
T Forf b "
3 AP Mode Sniffer

4 Apply

6 Wireless > Access Points > Radios > 802.11a/n
802.11b/g/n  Radios

L T ]
Tt e - TELIS
B B BTRs LERT
[ D e 15 | PRETL LY fEgE
My (117§ L1
IP casiiy
I LEE e mrraczo

Qi [P

OK

Ly oH

802.11b/g/n 802.11a/n

Configure

802.11a/n 802.11b/g/n Cisco APs > Configure D-10

D-10 802.11b/g/n Cisco APs > Configure

Wirelesz BOZ. 11 Claco APs * Configues
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g
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R
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|
9 8
a. Channel
b. Server IP Address Omnipeek Airopeek AirMagnet Wireshark
IP
10 Apply
11 Save Configuration
CLlI

CLI

1
config ap mode sniffer Cisco_AP
Cisco_AP
2 Y
3
config ap sniff {802.11a | 802.11b} enable channel server_IP_address Cisco_AP
channel
36 802.11a/n 1 802.11b/g/n
server_IP_address ~ Omnipeek Airopeek AirMagnet Wireshark
IP
Cisco_AP
A Y
config ap sniff {802.11a | 802.11b} disable Cisco_AP
4
save config
5

show ap config {802.11a | 802.11b} Cisco_AP

Cisco Wireless LAN Controller
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Cisco AP Identifier...... ... ... 17

CL1SCO AP NAME . « ottt ettt ettt ettt e ettt e et e et e AP1131:46f2.98ac

AP MOAE ..cveeeececcaccaccccacccccsocsccssnsscnsnscas Sniffer

Public Safety ...ttt e e e e e Global: Disabled, Local:
SNiffing ..ccceeeeecceccsssccessossccesssssccssssscansans No

Cisco Wirel LAN Controller

Disabled
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WM Telnet SSH
Telnet SSH
Telnet Secure Shell SSH Lightweight
J Telnet SSH
config terminal telnet ssh rsh ping
traceroute clear clock crypto delete fsck lwapp mkdir radius release reload rename,renew
rmdir save set test upgrade
e Telnet SSH debug disable
enable help led login logout more nodebug show systat undebug where
CLI Lightweight Telnet SSH
1 Telnet SSH
config ap {telnet | ssh} enable Cisco_AP
Y
Telnet SSH
config ap {telnet | ssh} disable Cisco_AP
2
save config
3 Telnet SSH

show ap config general Cisco_AP

Cisco AP Identifier......... ... iiiinininnnnn..
CL1SCO AP NaIME . t vttt et it e et ettt et e e et
COUNEYY COQe. i ittt et e e et e e et ettt e e eeeeeen
Reg. Domain allowed by Country.............couo...
AP COUNELYY COA . i i i ittt ittt ettt et et e e et e e eeennn
AP Regulatory DOmMain. .. ... eemimeeeeennnnnnn
Switch Port Number
MAC AddreSS. ot vttt ittt ettt et et et e e
IP Address Configuration............o.uiiiiinnennn
B N T ot Y=
IP NetMasK. ..t e e i e i e
Gateway IP AdAr . . i i ittt ittt ettt e
BT 11 1 o
NAME SEEVEL .t ¢ vttt ettt ettt ettt et e et ee e
Telnet State......iiieiiieieetieeeeeceececccnnnnns
Ssh State...ciceiieiiieieeeeeeeeeececcecccccnncnnns

AP33

Multiple Countries:US,AE,AR,AT, AU, BH
802.11bg:-ABCENR 802.1la:-ABCEN

US - United States

802.11bg:-A 802.1lla:-A

00:19:2f:11:16:7a
Static IP assigned
10.22.8.133
255.255.248.0
10.22.8.1

Enabled
Enabled

I Cisco Wireless LAN Controller
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APPENDIX E

e Cisco WiSM P. E-2
e (Cisco 28/37/38xx P.E-3
e Catalyst 3750G LAN P.E-4

Catalyst 3750G LAN

Cisco WiSM Cisco 28/37/38xx

Cisco Wirel LAN Controller
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W Cisco WiSMm

Cisco WiSM

E-1 Cisco WiSM

Catalyst 6500 WiSM & 7=[& Cisco 7600 >!1)—X JL—4 WiSM

100M/Gig/PoE/SFP R—rZiR#t 3%
SESFERRAYTF TL—F

:{ 2 D SFP 7/R—k

RS-232 7L

Y

RAYF IHF—HR—F

|
j)"‘E'J Hj—l“ 73‘791“75‘)91 74N AT L cE HA—RDIS5va
T7A4IL VAT L
TA4RY 0
T1RY 1

R—t2 - CFh—RDTI5vsa
N Gig E 7R—h
R 3 = IFAN VRT L
H—k 4 | xxy | [p—rosveal (MBLBLTERL
L I
4404

avkA—3 IHY—R—F

T

|
|
|
|
|
|
|
|
|
|
|
; mL —4 avy—iL
: R—bk9 P H—EX 9600 R—m |
| L —H ok RS-232 SUT L |
I ~ ,
1 _ '
| BL g —ghuk !
| R—k 5
| H—k6 v 4 El0) - =0 :
| \Gig E R—F CFAh—FDI73vial
: R—h7: I7AN VRTL !
, H—t 8 [ 2y Mj_F S5ysa| | BIRLEL TR |
| 4404 E ‘ e !
, avko—5-B i AVEA—3 IY—R—F !
' |
|
| ) 0 l
: R—h 10 ¥—EZX 9600 R—dD 14
. ‘A—H Rk RS-232 LU7)L 1 3
| N )
Cisco WiSM  Supervisor 720 4404
URL Configuring a Cisco Wireless Services Module and Wireless Control
System

http://www:.cisco.com/en/US/docs/wireless/technology/wism/technical/reference/appnote.html#wp39498

Cisco Wireless LAN Controller
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Cisco 28/37/38xx ||

Cisco 28/37/38xx

E-2 Cisco 28/37/38xx
avy—I)L ‘
28/37/38xx
H—EX
HEEIL—A2 JL—% CPU

(Cisco 10S Y7k x7)

avko—5 AEA—H Rk
EST YA AB—TI(R
EFoa—)L 3
REA—H Uk CPU

A3 —T14R 1

l

av\Ik I5vda AE)

StrataFlash

230621

28/37/38xx

e interface wlan-controller slot/unit dotlqg encap

e show interfaces wlan-controller slot/unit

e show controllers wlan-controller slot/unit

e test service-module wlan-controller slot/unit

e test HW-module wlan-controller slot/unit reset {enable | disable}

e service-module wlan-controller slot/port {reload | reset | session [clear] | shutdown | status}

¢ interface integrated-service-engine slot/unit dotlq
encap

e show interfaces integrated-service-engine slot/unit

e show controllers integrated-service-engine slot/unit

e test service-module integrated-service-engine slot/unit

e test HW-module integrated-service-engine slot/unit reset {enable | disable}

e service-module integrated-service engine slot/port {reload | reset | session [clear] | shutdown | status}

Cisco Wirel LAN Controller
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W catalyst 3750G LAN
)
Cisco Wireless LAN Controller Network Module Feature Guide
URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124newft/124limit/124x/124xa2/boxernm
.htm#wp2033271
Catalyst 3750G LAN
E-3 Catalyst 3750G LAN
9600 /R—D G1/0/25
RS-232 27 L G1/0/1 M G1/0/24 G1/0/26
P T ~
1
! ] avY—IL \ ] 24 fADGig PoE H—h \ ] 2 D SFP K—k | 1
|
1 A A A
|
: 375 DG RAYF v v \ 4 !
|
: AAYF T HF—HR—F :
|
I AE! T—k 753 I5uva TN VRFL] |
! ) ﬁ ~ 7//1ﬁ Zvia I P RT :
! B:%\Lﬂ_f_f“ N |
: G1/0/27 ]2 Bo SFP 7|<—I~‘ |
| G1/0/28 X !
| T4 Y 1
| |
: ERR Y . !
' RS1 |20 sFPA—k] CFh—EDIFvoa | |
| R—k 2 A T74I VAT L [
& FNTCR I
: v l AEY T—p 75vva) HIBRLAZ LTS !
. 4402 DRO—S T !
' avko—s arka—3 IY¥—R—F !
0 A A I
|
: Y Y 1
. av—L | |GigE $—£Z | 'z
! s

9600 R—mD A—H vk
RS-232 27U

Catalyst 3750G 4402

Telnet

session switch_number processor 1

switch_number

CLI exit
CLI

Cisco Wireless LAN Controller
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Catalyst 3750G LAN ||

e show platform wireless-controller switch_number summary

Switch Status State
1 up operational
2 up operational

¢ show platform wireless-controller switch_number status

Switch Service IP Management IP SW Version Status
—————— B Tt e it S P L P
1 127.0.1.1 70.1.30.1 4.0.52.0 operational
2 127.0.1.2 70.1.31.1 4.0.45.0 operational

e show platform wireless-controller switch_number management-info

sw vlan ip gateway http https mac version
1 0 70.1.30.1/16 70.1.1.1 1 1 0016.9dca.d963 4.0.52.0
2 0 70.1.31.1/16 70.1.1.1 0 1 0016.9dca.dba3 4.0.45.0

Wireless Control Protocol WCP

UDP 2 VLAN
4095 20
16
e debugwcp ?
?
packet WCP
events WCP
Tue Feb 7 23:30:31 2006: Received WCP_MSG_TYPE_REQUEST
Tue Feb 7 23:30:31 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:31 2006: Sent WCP_MSG_TYPE_RESPONSE, of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:51 2006: Received WCP_MSG_TYPE_REQUEST
Tue Feb 7 23:30:51 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:30:51 2006: Sent WCP_MSG_TYPE_RESPONSE, of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:31:11 2006: Received WCP_MSG_TYPE_REQUEST
Tue Feb 7 23:31:11 2006: Received WCP_MSG_TYPE_REQUEST,of type WCP_TLV_KEEP_ALIVE
Tue Feb 7 23:31:11 2006: Sent WCP_MSG_TYPE_RESPONSE, of type WCP_TLV_KEEP_ALIVE

[ oL-15301-01-J
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W catalyst 3750G LAN

e debug platform wireless-controller switch_number ?
?
all
errors
packets WCP
sm
wep WCP

e test wireless-controller stop switch_number

e test wireless-controller start switch_number

PC

Cisco Wireless LAN Controller
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Numerics
11n Mode 4-19
3DES IPSec 5-10
7920 AP CAC 6-33
7920 Client CAC 6-33
7920
6-31
6-31
7921 6-32
802.11
CLlI 4-16 — 4-18
GUI 4-15 — 4-16
802.11a > Pico Cell 10-42
802.11a > RRM > DCA 10-13, 10-14, 10-17,
10-18
802.11a > RRM > Dynamic Channel Assignment (DCA)
10-14
802.11a ( 802.11b) > Voice Parameters
4-61
802.11a 802.11b/g Global Parameters
4-15, 10-37
802.11a/n 802.11b/g Cisco APs > Configure
6-40, 10-28
802.11a/n 802.11b/g/n Radios 4-67,
10-27
802.11a 802.11 b/g Network Status
10-44
802.11a 802.11b/g > EDCA Parameters
4-74
802.11a 802.11b/g Global Parameters > Auto
RF 10-10
802.11a 802.11b/g Network Status

4-15, 4-62, 4-63, 4-64, 4-74, 4-75

802.11a 802.11b > Client Roaming
4-48
802.11a 802.11b > Video Parameters

4-63
802.11b/g/n Cisco APs > Configure 7-43, D-37
802.11g Support 4-15
802.11n

CLI 4-21 — 4-25

Cisco Wireless LAN Controller

INDEX

GUI 4-19 — 4-21
7-54
4-19
802.11n (2.4 GHz) High Throughput 4-19
802.1Q VLAN 3-4
802.1X
6-23
6-21
6-20
6-20
802.1X+CCKM
6-23
6-21
802.3 4-37
802.3
CLI 4-38
GUI 4-37 — 4-38
802.3 4-38
802.3X
4-36
A
AAA Override
CLI 5-84
GUI 5-83 — 5-84
5-81
Access Control List Name 5-58
Access Control Lists > Edit 5-60
Access Control Lists > New 5-58
Access Control Lists > Rules > New 5-59
Access Control Lists 5-57
Access Mode 4-30, 4-33
Accounting Server 6-50
ACL
D-31 — D-32
D-32 — D-33
ACL Name 5-62, 5-63
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H Index

ACL
CLI 5-66
GUI 5-58
ACS server configuration 6-47
Action 5-60
Add AAA Client CiscoSecure ACS 5-5,
5-20
Add AP 12-20
Add Interface-Mapping 6-44
Add New Rule 5-58
Add Web Server 9-18
Admin Status 3-23
Admission Control (ACM) 4-62, 4-63
AES
AES-CCMP 6-21
AES CBS IPSec 5-10
AES 6-22

Aggregated MAC Protocol Data Unit  A-MPDU 4-22
Aggregated MAC Service Data Unit  A-MSDU 4-22
AirMagnet Enterprise Analyzer

D-36
Aironet IE
CLI 6-40
GUI 6-38
Aironet IE 6-25, 6-38
Airopeek
D-36
Alarm Trigger Threshold 10-34

All APs > Access Point Name > VLAN Mappings
12-14

All APs > Details (Advanced) 7-51
All APs > Details (General) 12-12

All APs > Details (H-REAP) 12-13
All APs > Details (Inventory) 7-47

All APs > Details 4-80, 6-45, 7-6, 7-34, 10-33,
D-37

All APs 10-32, 12-12

Allow AAA Override 5-84, 12-9
Anonymous Provision EAP 5-44
AP > Clients > Traffic Stream Metrics 4-68
AP > Clients 4-67

AP Authentication Policy 5-71, 10-34

AP Configuration > AP Credentials 7-5

AP Group Description 6-43

AP Group Name 6-43, 6-45

AP Groups VLAN Feature Enable 6-43
AP Groups VLAN 6-43, 6-44

AP Local Authentication 12-21
AP Mode 10-33, 12-13

AP Policies 7-12

AP

3-39
3-40

3-41

CLI 3-14 — 3-15
GUI 3-11 — 3-13
3-6
3-38 — 3-42
3-41 — 3-42

Apply to All APs 7-5
Assignment Method 10-28
Auth Key Mgmt 6-23
Authentication Priority 5-12, 5-25
Authentication Protocol 4-33

Authority 1D Information 5-44, 12-22,
12-24

Authority 1D 5-44,12-22
Authorize APs Against AAA 7-12

Authorize Self Signed Certificate (SSC)
7-12

Autolnstall
TFTP 4-7
DHCP
4-7
4-7
4-9

4-10

Autolnstall

Autonomous
LWAPP

Average Data Rate 4-52, 4-56
Average Real-Time Rate 4-52, 4-56
Avoid Cisco AP Load 10-15

Avoid Foreign AP Interference 10-15,
11-19

Avoid Non-802.11a (802.11b) Noise 10-15

4-7 — 4-10
Lightweight

I Cisco Wireless LAN Controller
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Index W

B CCX 2
CLI 4-50
Base MAC Address 3-29 CLI 4-50
Beacon Period 4-15
Buffered Log Level D-8 CLI 4-49
Burst Data Rate 4-52, 4-56 GUI 4-48 — 4-49
Burst Real-Time Rate 4-52, 4-56 4-47 — 4-48
CCXv5 Req D-22
C CCXvb
4-93
CAC CCXvb
7290 6-31 D-14 — D-30
CLI 4-71 CDP > AP Neighbors > Detail 4-83
4-59 CDP > AP Neighbors 4-82
CDP > Global Configuration 4-79
CLI 4-70 CDP > Interface Neighbors > Detail 4-81
GUI 4-63 CDP > Interface Neighbors 4-81
Catalyst 3750G LAN CDP > Traffic Metrics 4-83
1-12 CDP Advertisement Version 4-79
3-3,3-4 CDP AP Neighbors 4-82
CDP Protocol Status 4-79
E-4 — E-6 CDP State 4-80
CCA Sensitivity Threshold 10-43 Certificate Authority CA
CCKM 8-11
Hybrid REAP 12-17
6-23 CLI 8-13
6-21 GUI 8-12
CCX EAP 5-40, 5-46
Aironet IE Certificate Issuer 5-44
CLI 6-40 Certificate Password 8-10
GUI 6-38 Certificate Type 7-12
Change Rules Priority 5-94
CLI 6-40 Channel Assignment Leader 10-16
GUI 6-38 — 6-39 Channel Assignment Method 10-15
6-37 Channel Scan Duration 10-19
CCX Version 6-39 Check Against CA Certificates 5-44
CCX Check Certificate Date Validity 5-44
CLI 10-39 — 10-40 CIDS Sensors Add 5-108
CLI 10-40 CIDS Sensors List 5-108
hybrid-REAP 10-36 CIDS Shun List 5-112
10-36 Cisco 2100 Wireless LAN Controller
Autolnstall 4-7
CLI 10-38 FCC B-7
GUI 10-37 — 10-38 1-9
CCX 7-48 1-9

1-20

Cisco Wirel LAN Controller
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3-2, 3-3
Cisco 4400 Wireless LAN Controller
Autolnstall 4-7
FCC B-7
1-10
3-2,3-3,34
Cisco 28/37/38xx
1-12
1-12
3-3, 3-4, 4-97
E-3
4-97
Cisco 4400 Wireless LAN Controller
1-21
Cisco 4400 Wireless LAN Controllers
49 3-38
— 3-42
3-4
Cisco 7920 Wireless IP Phone 6-32
Cisco 7921 Wireless IP Phone 6-32
Cisco AV 6-46, 6-48

Cisco Client Extensions CCX CCX
Cisco Discovery Protocol CDP

CLI 4-86
4-77
4-78
4-77
CLI 4-85
GUI 4-83
Cisco Discovery Protocol 4-80
Cisco Discovery Protocol CDP
GUI 4-79 — 4-80
CLI 4-84 — 4-85
GUI 4-79 — 4-80
CLI 4-85 — 4-86
GUI 4-80 — 4-84
Cisco Unified Wireless Network UWN  Solution
1-3
1-2 —1-5
Cisco Wireless Control System WCS 1-2
Cisco WiSM
SSC 7-9
Supervisor 720 4-95 — 4-96

4-95

1-10
1-11
1-10 — 1-11
3-3,34

E-2
Cisco 9-12

CiscoSecure Access Control Server RADIUS
5-4

CKIP
CLlI 6-26
GUI 6-25 — 6-26
6-24
Clear Stats 11-20
CLI
2-10
2-8 — 2-10
D-5—D-6
2-10
2-11
2-10
2-8 — 2-9
Client Certificate Required 5-43
Client Protection 5-73
Client Reporting D-22
Client Type 7-26, 7-27
Clients > AP > Traffic Stream Metrics 4-66
Clients > AP 4-66
Clients > Detail 4-65, 6-39, 7-26, 7-27, 7-56,
D-21
Clients 4-64, 7-25, 7-49, 7-54
Commands > Reset to Factory Defaults 4-3
Community Name 4-30
Conditional Web Redirect 6-49
Configuration File Encryption Key 8-18
Configuration File Encryption 8-17
Configure RRM 10-27
Confirm Password 12-10
Console Log Level D-8
Control Path 11-24
Controller Spanning Tree Configuration 3-29
Controller Time Source Valid 5-73
Country Code 7-34
Country 7-33
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Coverage Exception Level per AP 10-17

Coverage Hole Detection
10-17

CPU Access Control Lists 5-63
CPU ACL Mode 5-63
Custom Signatures 5-117

D

Data Path 11-24

Data Rates 4-16

DCA Channels 10-16

DCA Sensitivity Level 10-16
DCA 10-15
Default Mobility Group 11-12
Default Routers 6-11

Delivery Traffic Indication Map DTIM  DTIM

Deny Counters 5-61
Description 5-32,12-11
Designated Root 3-29
Destination Port 5-60
Destination 5-59
DES IPSec 5-10
DHCP
CLlI 6-8
GUlI 6-7
DHCP Addr. Assignment Required 6-8
DHCP Scope > Edit 6-10
DHCP Scopes 6-9
DHCP Server IP Addr 6-8
DHCP Server Override 6-8
DHCP 43
7-2

DHCP 82

5-55 — 5-56

5-55

5-55

DHCP

6-6 — 6-7

6-6
DHCP 7-2
DHCP
CLI 6-11 — 6-13
GUI 6-9 — 6-11

Cisco Wirel

Index W

6-9
DHCP 4-26
Diagnostic Channel D-15
Direction 5-60
DNS Domain Name 6-11
DNS Servers 6-11

Download File to Controller 5-116, 8-10, 8-12,
8-18, 9-20

Download 5-117, 8-10, 8-12, 9-20

DSCP 5-60

DTIM MAC 6-14
DTPC Support 4-16

E

EAP

5-46 — 5-47
EAP Profile Name 5-45
EAP-FAST Method Parameters 5-44
EAP-FAST 5-43
EAP-TLS 5-43
EDCA Profile 4-74
Edit QoS Profile 4-51
Edit QoS Role Data Rates 4-56
Egress Interface 9-30
Email Input 9-31

Enable Check for All Standard and Custom Signatures
5-118

Enable Controller Management to be accessible from

Wireless Clients 2-11,5-54

Enable Counters 5-58
Enable CPU ACL 5-63
Enable Dynamic AP Management 3-42
Enable EAP-FAST Authentication 12-22
Enable IGMP Snooping 4-42
Enable LEAP Authentication 12-22
Enable Low Latency MAC 4-75
Enable Server Status 5-36
Encryption Key WLAN 6-26
enhanced distributed channel access EDCA

CLI 4-75 — 4-76

GUI 4-74 — 4-75
EolP 11-24,11-31
epings 11-24,11-31
Ethernet Multicast Mode 4-41
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Expedited Bandwidth Requests

4-60
CLI 4-69
GUI 4-62
Expedited Bandwidth 4-62
Extensible Authentication Protocol EAP 6-20
F
FCC
2100 B-7
4400 B-7
FCC B-2 — B-3

Federal Information Processing Standards FIPS RADIUS

File Name
9-20

File Path

File Type

9-20

Fingerprint

Forward Delay
Fragmentation Threshold
Friendly Rogue > Create

8-10, 8-12, 8-15, 8-17, 8-18,

8-10, 8-12, 8-14, 8-17, 8-18, 9-20

8-10, 8-12, 8-14, 8-16, 8-18,

5-110
3-30, 3-31
4-15
5-94

G
General 3-36, 4-37, 4-41, 5-30, 5-125, 10-8
Group Mode 10-10, 11-19
Group Name 11-13,12-19
Group Name
11-13
Group Setup CiscoSecure ACS 5-22
Guest LAN 9-29
Guest User Role 5-32, 12-10
Guest User 5-32, 12-10
GUI
2-2
2-2
2-2
2-11

H
Headline 9-12

Hello Time 3-30, 3-31
hex2pcap D-33

Holdtime 3-30, 4-79
HREAP Group Name 12-14

HREAP Groups > Edit 12-19, 12-20, 12-21,

12-22
HREAP Groups 12-19
H-REAP Local Switching 12-9
HTTP Access 2-3
HTTP Configuration 2-3
HTTPS Access 2-3
Hybrid REAP
12-5
12-2
12-2
12-2
12-2
CLI 12-15 —
12-16
GUI 12-12—
12-15
GUI 12-7 — 12-11
12-2
12-2 — 12-5
Hybrid REAP
CCKM 12-17
CLI 12-23
GUI 12-18 — 12-23
12-17
RADIUS 12-17
12-17
12-18
Hysteresis 4-49
I
ID
RADIUS 5-79 — 5-81
5-78
5-78 — 5-81
1-14 — 1-15
IDS
5-108
IDS
CLlI 5-121 — 5-122
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CLI 5-123 — 5-124
GUI
5-115 — 5-117
GUI 5-115 — 5-119
GUI 5-119 — 5-120
MAC 5-119, 5-122
5-119, 5-122
5-113
5-119
5-118
5-118
5-119
IDS
CLI 5-123 — 5-124
GUI 5-119 — 5-120
IDS
CLI 5-110 — 5-111
GUI 5-108 — 5-110
5-108
IGMP Timeout 4-42
IKE
Diffie Hellman 5-10
IKE Phase 1 5-10
Index IDS 5-109
Infrastructure Protection 5-73
Infrastructure Validation 5-73
Ingress Interface 9-30
Injector Switch MAC Address 7-52
Intelligent Power Management IPM 7-51
Interface Name 6-44
Interface 6-8
Interfaces > Edit 3-18, 3-42, 9-28
Interfaces > New 3-17, 3-41
Interfaces > Edit 5-62
Interfaces 3-11
Interference 10-19
Internet Group Management Protocol IGMP
CLI 4-44
GUI 4-42
4-39
Inventory 7-46
Interval 10-37
Invoke Channel Update Now 10-15
Invoke Power Update Now 10-13
IP Address 4-30, 8-10, 8-12, 8-14, 8-17,
8-18, 9-20

Cisco Wirel

IP Mask 4-30
IPSec 5-10
IPv6 Enable 6-37
IPv6
CLI 6-37
GUI 6-36 — 6-37
6-35
6-35
IPv6 IPv4 Web 6-36
K
Keep Alive Count 11-23
Keep Alive Interval 11-23
Key Encryption Key (KEK) 5-9
Key Format 6-26
Key Index 6-25
Key Permutation 6-26
Key Size 6-25
Key Wrap Format 5-9
Key Wrap 5-9
L
LAG Mode on Next Reboot 3-36
LAG LAG
Last Auto Channel Assignment 10-16
Last Power Level Assignment 10-14
Layer 2 Security 6-22, 6-25, 6-48
Layer 3 Security 6-27, 6-29, 6-48, 9-31
LDAP
5-36
EAP 5-34, 5-39

CLI 5-37 — 5-38

GUI 5-34 — 5-37
LDAP Servers > New 5-35
LDAP Servers 5-45
LDAP Servers 5-34
LDAP WLAN 5-36 — 5-37
LEAP 5-43
Lease Time 6-11
LED

D-1
7-53

Lifetime 5-32, 9-5, 12-10
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Lightweight LWAPP

LWAPP
Lightweight 7-10
Link Status 3-22
Link Test
7-49

7-49

7-49
Link Trap 3-24
Load Measurement 10-19
Load-based AC 4-62
Lobby Ambassador Guest Management > Guest Users List >
New 9-5
Lobby Ambassador Guest Management > Guest Users List

9-4, 9-6
Local EAP Authentication 5-45
Local EAP Profiles > Edit 5-43
Local EAP Profiles 5-42
Local Management Users > New 9-3
Local Management Users 9-2
Local Net Users > New 12-10, 5-31
Local Net Users 5-31, 9-7
LWAPP Hybrid REAP 12-18
LWAPP
Reset 7-20
SSC 7-11
7-9
7-18
IP 7-20
GUI MAC
7-20
7-18
7-10 — 7-11
7-18
7-19
7-19
2 7-2
M
MAC
GUI 7-20
MAC
DTIM 6-14
MAC WLAN 6-13 —
6-14

Management Frame Protection Settings 5-73
Management Frame Protection 5-73
Master Controller Configuration 7-3

Master Controller Mode 7-3

Max Age 3-30

Max RF Bandwidth

Maximum Age 3-30

Maximum Local Database Entries 5-30,
5-125

Maximum Retries 9-20
Maximum RF Usage Per AP 4-53
MCS 4-19
Member MAC Address 11-13
Message Authentication Code Key (MACK)
5-9

Message Authentication Code Key MACK
RADIUS
Message Logs D-9
Message Web 9-12
Metrics Collection 4-62
MFP Client Protection 5-72
MFP Frame Validation 5-72
MIC 6-21, 6-24
Min Failed Client Count per AP 10-17
Minimum RSSI 4-48
MMH MIC

6-26

6-24
MMH Mode 6-26
Mobile Announce 11-7
Mobility Anchor Config 11-23, 11-28
Mobility Anchor Create 11-24
Mobility Anchors 11-23
Mobility Anchors 11-23, 11-27
Mobility Group Member > Edit All 11-13
Mobility Group Member > New 11-12
Mobility Multicast Messaging > Edit 11-15
Mobility Multicast Messaging 11-14
Mobility Statistics 11-18
Mode 4-48, 10-37
MODE Reset
mpings 11-24,11-31
Multicast Appliance Mode 3-24
Multicast Groups 4-43
Multicast 4-42

4-62, 4-63
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NAT

Neighbor Packet Frequency
Netbios Name Servers

Netmask

Network Mobility Services Protocol

4-94
Network

Noise Measurement

NTP

Number of Hits

@)

Omnipeek

OpenSSL

Override Global Config

11-7 — 11-9
10-19
6-11
6-11
NMSP 4-87,

6-10
10-19

4-6
411
5-61

C-7—C-8
9-23,9-31

Override Global Credentials 7-6
Override Interface ACL 5-64
over-the-air provisioning (OTAP) 7-2

P

P2P Blocking
Password
PEAP

Physical Mode
Physical Status

Pico Cell Mode V2
Pico Cell

Pico Cell Mode
ping

ping

PMK

Pool End Address
Pool Start Address
Port > Configure
Port Number

Port

6-18
5-32, 8-14, 12-10
5-43
3-23
3-22
802.11a >
10-43
10-42
11-31
7-48
6-24
6-10
6-10
3-22
3-22, 5-9, 5-25, 5-35, 9-29

IDS 5-109

Ports 3-21

Power Assignment Leader

10-14

Power Injector Selection 7-52

Cisco Wirel

Index W

Power Injector State 7-52
Power Neighbor Count 10-14
Power over Ethernet PoE
CLI 7-52
GUI 7-51 — 7-52
1-16, 7-51
Power Over Ethernet PoE 3-23
Power Threshold 10-14
Preauthentication ACL 5-65, 6-49
Pre-Standard State 7-51
Primary RADIUS Server 12-20
Priority Order > Local-Auth 5-36
Priority Order > Management User 5-11, 5-25
Priority 3-30
Privacy Protocol 4-33
Profile Details D-23
Profile Name 6-4, 9-30, 12-8
Protected Access Credentials PAC
CLI 8-15
GUI 8-14
8-13
EAP 5-40, 5-44, 5-46, 12-22,
12-23
Protection Type 5-71, 10-34
Protocol Type 4-53
Protocol 5-59
PSK
6-23
6-21
PSK Format 6-23
Q
QBSS
CLI 6-34
GUI 6-32 — 6-34
6-32
6-31
QoS
CAC 4-59
ID 5-79
6-29
4-51, 6-29
QoS Roles for Guest Users 4-55
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QoS
CLI WLAN 6-30
CLI 4-53 — 4-54
GUI WLAN 6-30
GUI 4-51 — 4-53
QoS
CLI 4-57 — 4-58
GUI 4-55 — 4-57
Hybrid REAP 12-11
Quality of Service QoS 6-30
Quarantine 3-18
Query Interval 5-109
Queue Depth 4-53
R

Radio Resource Management RRM

CCX CCX
CLI 10-23 — 10-24
RRM 10-26 — 10-31
Wireless > 802.11a/n 802.11b/g/n > RRM >
TPC 10-13
10-2 — 10-5
GUI 10-16 — 10-18
10-4
GUI 10-19
10-6, 10-11
CLI 10-20 — 10-22
GUI 10-12 — 10-20
4-6
CLI 10-29
GUI 10-27 — 10-29
CLI 10-31
GUI 10-30
10-14 — 10-16
10-25
10-5
RRMRadio Resource Management RRM
RADIUS
ACS 5-4,5-5
FIPS 5-12

KEK 5-12
MACK 5-12
5-11
CLI 5-12 — 5-15
GUI 5-7 — 5-12
RADIUS
hybrid-REAP 12-17
RADIUS 5-4
Redirect URL After Login 9-12
Refresh-time Interval 4-79

Remote Authentication Dial-In User Service RADIUS

Reserved Roaming Bandwidth 4-62, 4-64
Reset
LWAPP
7-20
LWAPP
7-10 — 7-11
Re-sync 5-112
Reverse Path Filtering RPF 11-27
RF Channel Assignment 10-30
RF
10-6 — 10-7
CLlI 10-11
GUI 10-10
CLlI 10-9
GUI 10-8
4-5
10-6
RF
10-6
10-10
RF
10-7
10-9
RF RF
RF B-4
RFID
4-88
4-87
4-87
CLI 4-89 — 4-90
CLI 4-88
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CLI 4-90
RF-Network Name 10-9
RLDP

CLI 5-89 — 5-90

GUI 5-88 — 5-89
Rogue AP Detail 5-98
Rogue AP Ignore-List 5-102
Rogue Client Detail 5-100

Rogue Location Discovery Protocol RLDP

Rogue Location Discovery Protocol RLDP 5-85
Rogue Location Discovery Protocol RLDP 5-89
Rogue Rule > Edit 5-93
Rogue Rules > Priorit 5-94
Role Name 4-56
Role 5-32,12-11
Root Cost 3-29
Root Port 3-29
RSNA
D-28 — D-29
D-14
Rx Sensitivity Threshold 10-43

S

Save and Reboot 8-10, 8-12
Scan Threshold 4-49
Scope Name 6-10
Search Clients 7-55
Secondary RADIUS Server 12-20
Secure Shell Protocol SSH
Security Policy Completed 6-36
Select APs from Current Controller 12-20
Sequence 5-59
Server Address 5-109
Server Index (Priority)
Server IP Address 5-8, 5-24, 5-35
Server Key 5-44,12-22
Server Mode 5-35
Server Status 5-9, 5-25
Server Timeout 5-9, 5-25, 5-35
Set to Factory Default 10-20
Severity Level Filtering D-7

5-8, 5-24
5-8, 5-24

5-8, 5-24,5-35

Shared Secret Format
Shared Secret

Cisco Wirel

Index W

Short Preamble Enabled 5-51
show advanced backup-controller 7-31
Show Wired Clients 7-26
Signature Events Detail 5-120
Signature Events Summary 5-119
Signature Events Track Detail 5-120
SNMP

4-28 — 4-29

CLI 4-28

SNMP v1/v2c Community > New 4-29
SNMP v1/v2c Community 4-29
SNMP V3 Users > New 4-32
SNMP V3 Users 4-32
SNMP v3

CLI 4-33
GUI 4-32 — 4-33
SNMP
CLI 4-30 —
4-31
GUI 4-29 —
4-30
Source Port 5-60
Source ACL 5-59
Spanning Tree Algorithm 3-30
Spanning Tree Specification 3-29
Spectralink Voice Priority 4-74
SpectraLink NetLink
GUI
5-51
5-51

CLI 5-52
Splash Page Web Redirect 6-49
SSC Cisco WiSM 7-9

SSH D-40
SSID

CLI 6-5
GUI 6-4
6-2
SSL
CLI 2-4
CLI 2-6 — 2-8
GUI 2-3
GUI 2-5—2-6
SSL 2-2
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Standard Signature > Detail 5-118
Standard Signatures 5-117
State 5-110, 5-119
Static Mobility Group Members 11-12
Status 4-30, 6-4, 6-11, 9-30
STP Mode 3-28
STP Port Designated Bridge 3-27
STP Port Designated Cost 3-27
STP Port Designated Port 3-27
STP Port Designated Root 3-27
STP Port Forward Transitions Count 3-27
STP Port ID 3-27
STP Port Path Cost Mode 3-28
STP Port Path Cost 3-28
STP Port Priority 3-28
STP State 3-27
Supervisor 720
4-95 — 4-96
4-95
Switch IP Address (Anchor) 11-24
SX/LCIT SFP
3-4
Symmetric Mobility Tunneling Mode
11-29
syslog
D-14
D-8
D-28 — D-30
Syslog Configuration D-7
Syslog Facility D-8
Syslog Server IP Address D-7
syslog
D-7
D-7
D-7
T
TACACS+
ACS 5-5 — 5-7,5-19 — 5-23
5-18
5-28 — 5-29
CLI 5-26 — 5-28
GUI 5-23 — 5-25
5-18 — 5-19

5-18
5-18
5-11, 5-25
5-18, 5-22

TACACS+ (Authentication  Authorization
Accounting) Servers > New 5-24

TACACS+ (Authentication  Authorization
Accounting) Servers 5-23

TACACS+ (Cisco) CiscoSecure ACS 5-21

TACACS+ Administration .csv CiscoSecure ACS
5-28, 5-29

Telnet D-40

text2pcap D-34

TFTP 2-5, 5-115, 8-2, 8-9,
8-11,8-14

Time Length Value TLV  CDP 4-77
Time Since Topology Changed 3-29
Time to Live for the PAC 5-44,12-22
Timeout 9-20
TKIP

6-22, 6-23

6-21

6-22

Topology Change Count 3-29
Traffic Specifications TSPEC

4-60

4-60

traffic stream metrics TSM

4-61

CLI 4-72 — 4-73
GUI 4-66 — 4-68

CLI 4-69
GUI 4-62
Transition Time 4-49
Transmit Power 10-43
Tx Power Level Assignment 10-30
Type 6-4, 9-30, 12-8

U-APSD

CLI 4-72
GUI 4-65
4-61
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UDP port
UDP RADIUS

Upload File from Controller
5-117, 8-15
9-18

Upload

URL

Use AES Key Wrap
User Access Mode
User Attribute

User Base DN

User Credentials

User Datagram Protocol

User Name

User Object Type
User Profile Name
User

\'%

Validity

VCI 7-14

Verify Certificate CN Identity

VLAN

3-8
VLAN ID
VLAN Identifier
AP

VVLAN Mappings
12-14
12-14
VLAN Tag ID
VLAN

VLAN

Voice & Video Optimized

Voice Optimized
VolP
VPN Gateway Address
VPN
CLI
GUI

11-24,11-31

8-14

5-4

8-14, 8-16

5-7
9-3
5-35
5-35
5-36

uUbP
5-31, 12-10

5-35
4-33

5-44

12-15

3-12
3-11
3-17, 3-18

5-80

12-14
4-74
4-74
4-46
6-28

6-28
6-27 — 6-28

Cisco Wirel

Index W

W
Web Auth Type 9-23,9-31
Web Login 9-11,9-18
Web Policy 5-65, 6-48
Web Server IP Address 9-18
Web
9-8
9-8 — 9-10
9-10
Web 9-31
Web 9-11, 9-18, 9-20
Web
WLAN
CLI 9-24
GUI 9-23
Web
CLI 9-18
GUI 9-17 — 9-18
9-22
CLI 9-22
CLI 9-21
GUI 9-19 — 9-21
9-19
9-9
CLI 9-12 — 9-14
GUI 9-11 — 9-12
9-12,9-20
9-14
Web WLAN 9-23 — 9-26
Web 9-31
Web 9-8
Web 6-28
Web
CLI 2-4
GUI 2-3
2-2
Web WLAN
Web 6-46
webauth bundle 9-19
webauth.tar 9-23
WEP 6-19
WGB Wired Clients 7-26
WGB 7-26
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Wireless > 802.11a/n 802.11b/g/n > RRM >
Coverage 10-16
Wireless > 802.11a/n 802.11b/g/n>RRM > DCA
10-14
Wireless > 802.11a/n 802.11b/g/n > RRM > General
10-18
Wireless > 802.11a/n 802.11b/g/n > Pico Cell
10-42
Wireless > 802.11a/n 802.11b/g/n > Network
10-42
Wireshark
D-36
WLAN
3-9 — 3-10,6-2 — 6-3
WLAN Profile 5-32,12-11
WLAN SSID 6-4, 6-44, 9-6, 9-30, 12-8
WLAN 6-40
WLAN
CLI 6-41
GUI 6-40 — 6-41
WLANS > Edit (Advanced) 6-37, D-15
WLANS > Edit 6-4, 9-30, 12-8
WLANS > Edit QoS 6-33
WLANS > Edit Security > AAA Servers 6-50,
9-23
WLANSs > Edit Security > Layer 2 6-22, 6-25
WLANS > Edit Security > Layer 3 6-27, 6-48,
9-31
WLANSs > Edit ~ Security > Layer 3 6-48
WLANS > New 6-3, 9-29, 12-8
WLANSs > Edit (Advanced) 5-64, 5-72, 5-83
WLANSs > Edit Security > AAA Servers 5-37,
5-45
WLANSs > Edit  Security > Layer 3 5-65
WLANS 6-3, 11-23
WMM
CAC 4-59
4-20, 6-33, 6-34
6-31
WMM Policy 6-33
WMM 4-74
WPA Policy 6-22
WPA1l WPA2
CLI 6-23
6-21
WPA1+WPA2

GUI 6-22 — 6-23
WPAZ2 Policy 6-22
WLAN
6-50
5-4
ACL
ID 5-79
WLAN
CLI 5-68
GUI 5-64
CLI 5-67
GUI 5-61 — 5-62
CPU
CLlI 5-67
GUI 5-63
CLI 5-65 — 5-67
GUI 5-57 — 5-61
5-57
5-57, 5-59, 5-66
CLI Hybrid REAP
12-16
Hybrid REAP
-J -U
7-40
LED
D-1
7-53
VCI 7-14
7-3
B-2 — B-6
CLI 7-7 —7-8
GUlI 7-5 —7-6
7-4
4-47
— 7-18
B-5 — B-6

12-15 —

12-2
7-38 —

7-21
7-14
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Telnet SSH
CLlI 7-13
GUI 7-12
MIC 7-11
SSC 7-11
7-13
7-2

CLI 6-45
GUI 6-45
CLI 6-45
GUI 6-43 — 6-44

6-42

6-41

4-5
11-4
6-22, 6-23
6-22
A-1 — A-3
CLI
-J -U
7-38 — 7-40
ID UDI

CLI 7-47
GUI 7-46 — 7-47

7-46

MFP 5-70
ID 5-80
WLAN 6-14
3-5—3-9

D-40

B-5

11-27

2-9

CLI 3-13 — 3-16
GUI 3-11 — 3-13
MFP
5-70
5-69
MFP Protection
5-72
7-51
C-2—-C-4
B-3 — B-4
1-5
1-6 — 1-7
RSSI 10-17
CLI 4-68 — 4-70
GUI 4-61 — 4-63
CLI 4-71 — 4-73
GUI 4-64 — 4-68
2-2
CLI 5-112
GUI 5-112
5-111
5-111 — 5-112
11-4
4-47
E2E 4-47
CLI 3-15
GUI 3-11 — 3-13
4-5
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3-7 — 3-8
B-3
10-4
GUI 10-19
10-3
3-6
CLI 3-13
GUI 3-11 — 3-13
4-27
4-27
5-70
MFP
5-70
5-69
CLI 5-73 — 5-74
GUI 5-71 — 5-72
5-74 — 5-76
5-69 — 5-70
5-76
XXiii
6-26
6-24
3-4
1000 B-2 — B-6
4400 B-7
4-4
CLI 7-36
7-32
CLI 7-35 — 7-37
GUI 7-33 — 7-34
4-6

7-32
7-38

CLI CcCcX
CLI

GUI CCX
— 6-39

GUI
WLAN
MFP

CLI
GUI
D-14

6-40
7-57
6-38

7-54 — 7-57

12-16

5-69

D-24 — D-28
D-21 — D-23

4-46 — 4-50
e 1-8

CLI 7-7—17-8
GUI 7-5—7-6

-7

CLI

-7

GUI

7-5

XXiii

A-1 — A-3
N+1 11-21

WLAN

9-2 — 97

CLI 9-7
GUI 9-7

VLAN
12-9
3-18
C-5—-C-6

CLI

7-7

9-4 — 9-6
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CLI 4-3
7-30
10-41
10-41
10-41
Autolnstall 4-7
1-8 — 1-9
CLI 4-3
GUI 4-3
1-3—1-4
1-13
8-20
8-20
8-19
CLI 8-6 — 8-8
GUI 8-4 — 8-5
8-2 — 8-3
7-2
1-8
1-9 — 1-12
1-4 — 15
1-18
3-4
3-3
4-46
11-3
7-29
8-20
8-20
11-2
11-2
4-46
8-20

Index W

CLI 3-15
GUI 3-11 — 3-13
4-5
3-8
3-5
7-21
CLI 5-125
GUI 5-125
11-7
11-3 — 11-4
4-46
NTP 4-11
4-11
CLI 4-12
GuUI 4-11
CLI 4-13
GUI 4-12
ssc 7-11
SSC  LWAPP
7-11
7-51
D-2 — D-4
D-8
CLI D-10 — D-12
CLI D-10
GUI D-7 — D-9
CLI D-13
ACL
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WLAN GUI D-36
CLI 5-68 STP
GUI 5-64 — 5-65 3-26
Web 9-17, 12-10
RF 4-6 CLI 3-31 — 3-32
GUI 3-26 — 3-31
11-22 325
11-21 — 11-22 Web 6-46
CLI 11-24 — 11-25
GUI 11-22 — 11-24
Autolnstall Web
4-22 CLI 2-4
Web 6-46 GUI 2-3
2-2
CLI 6-49
GUI 6-48 — 6-49 XXiv
6-46 5-2
5-2 — 5-3
2-8
2-9 4-4 — 4-6
2-9 4-2
/
CLI D-16 — D-20
GUI D-15 8-19
D-14
Autolnstall 4-7
11-27 — 11-28
11-28 CLI 8-17
GUI 8-16 — 8-17
CLI 11-29 — 11-30
GUI 11-28 — 11-29 CLI 8-19
4-6 GUI 8-18
12-6 — 12-7
CLI 10-29
D-36 GUI 10-27 — 10-29
D-36 — D-39 10-20
CLI D-38 — D-39
GUI D-36 — D-38 4-16
D-36 10-3
D-36 10-28
CLI D-38
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4-87
CLI 8-6 — 8-8 LED 7-53
GUI 8-4 — 85
8-2 — 83
WEP 6-20
2-8
CAC CLI 3-19 — 3-20
4-59 GUI 3-17 — 3-19
3-8
CLI 4-69 7-41
GUI 4-62 DNS 7-3
6-14
CCXV5 D-14 — D-30
4-41 Telnet SSH D-40
7-14 — 7-18
D-36
D-5 — D-6
ID 5-81
CLI 10-29
GUI 10-27 — 10-29
20 40 MHz 4-23
10-3 SpectraLink NetLink
xxiii CLI 5-52
xxiii GUI 5-51
RFID 4-87 5.51
7-30 ] U
7-38 — 7-40
3-3—35 7.38
XXiv
CLI 7-13
8-9 GUI 7-12
IE 10-32
CLI 8-10 — 8-11 5-4
GUI 8-9 — 8-10
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