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Overview

= Eval version will be supported on:
— VMware ESX 3.5
— VMware Server 2.0 (on Windows XP, Vista, or 2003 Server)

= While these instructions are based on ESX 3.5, they
apply to VMware Server 2.0 as well.



Virtual Machine System Requirements

= 1 CPU or more

= 2 GB RAM or greater

= Exactly 60 GB Hard Disk
= 1 Network Interface Card
= 1 CD/DVD drive



ACS 5.0 Virtual Machine Configuration

= VMware Infrastructure Client is required to configure ESX
= Download and install VMWare Infrastructure client software, use the following URL.:
http://<IP Address of ESX Server>

= Complete the installation process following the system wizard

VMware ESX Server 3

Welcome

Getting Started For Administrators

To access and manage your YMware ESX Server host, you must
download and install the WMware Infrastructure Client on a
computer running Microsoft Windows 2000 or later, After running
TStart the client and log in to T

¥Mware Infrastructure Web Access

WMware Infrastructure Web Access
streamlines remote desktop deployment
by allowing you to organize and share
virtual machines using ardinary web
browser URLs.

* Download the WVMware Infrastructure Client

* Download the Quick Start Guide )
# Login to Web Access

ESX Server Scripted Installer

This brawser-based utility allows you ta
automate host provisioning.
® Login to the Scripted Installer

For Developers

¥Mware Infrastructure SDK

The WMware Infrastructure SDK package
contains interface definitions, detailed
documentation and sample code to help
Y¥ou write your own rnanagerment
programs.

* Download the SDK

® Brawse objects managed by this host




ACS 5.0 Virtual Machine Configuration

= Open VMware VMWare Infrastructure Client

= User your ESX Server credentials to log In LT

Infrastructure Client 2.0

=% Yirtual Infrastructure Client

(5] vmware: |

Log In Close Help




ACS 5.0 Virtual Machine Configuration

Create New Virtual Machine
= Step 1: Go to Getting Started
= Step 2: Click Create a New Virtual Machine

= Step 3: Select Virtual Machine Configuration as Typical

=) Mew Virtual Machine Wizard |Z”E|El

Select the Appropriate Configuration ESx 3.x wirtual machine
How would vou prefer ko configure wour wirtual machine?

Wizard Type
Mame and Folder
[ratastore

Guest Operating System Create a new virkual maching with the most common devices and configuration options,
CPlUs

Memory ™ Custom

Metwaork

Wirtual Disk Capacity
Ready to Complete

Wirtual Machine Configuration

(* Typical

Choose this option if vou need to create a virtual machine with additional devices or specific
configuration options.,

Help | = Back | MNext = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 4: Click Next
= Step 5: Give the Name for the Virtual Machine (i.e ACS5.0)

(Snapshot for reference)

[ New Virtual Machine Wizard

Select a Name and Location for this ¥irtual Machine ESi 3. wirtual machine
what do you want to call this virtual machine and where do wou want it located?

Wizard Type Provide a name For the new virtual machine and select its location in the inventory panel below,
Name and Folder Wirtual machine names can contain up ko 80 characters, but they must be unique within each
Datastare inwentory Folder.

Guest Operating System

LPUs Yirkual Machine Mame:

Jlal

e ACS5.0

Mekwark

Virtual Disk Capacity

Ready ko Complete Yirtual machine folders are unavailable when connected directly to the host,

Help | % Back | Mext = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 6: Click Next until we get option to select the data source.
= Data store is the one which is used to store the files for the Virtual Machine.

= Step 7: Leave the default values for the Data Store for the virtual machine, and
Click Next.

= Step 8: Select Linux as Guest OS and RedHat Enterprise Linux 4 (32-bit). Then
Click Next.

= New Virtual Machine Wizard |Z| |E| El

Choose the Guest Operating System ES¥ 3. wirkual machine
what Guest operating system do wou plan to use with this wirkual machine?

Wigard Tvpe iquest Cperating Sysktem:
fdame and Folder

Datastore " Microsoft Windows
Guest Operating System O (i

CPUs

Memary " Movell Net'Ware
fetuerk (" Solaris

virkual Disk Capacity

Ready ko Comnplete " Okher

Wersian:

Help | = Back | Mexk = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 9: Select the Number of Virtual Process as 1, and then Click Next
(It can also work with 2 CPUS)

[ New Virtual Machine Wizard |Z”E|[g|

¥irtual CPUs ESH 3. virtual machine
Configure the number of virtual processors in the virkual machine.

Wizard Tyvpe

Mame and Folder Murnber of virbual processors: -
Datastare

Guesk Operating Swskem

CPUs

Mernary

Metwork

Virtual Disk Capacity

Feady to Complete

Help | < Back | Mext = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 10: Configure Memory for this virtual machine as at least 2084MB RAM as
shown below and then give Next (4GB is recommended for better performance)

(%) New ¥irtual Machine Wizard

Memory ESx 3. virtual machine
Configure the wvirkual machine's memary size,

izard Type Specify the amount of memary allocated ta this virtual

Mame and Falder machine, The memory size must be a multiple of 4MEB.

Dakastore

iEuest Operating Svstem Mernary For this wirbual machine:

CPUs [ "

20843

Memory =
[ R U T T T T T T T T O O I A |

Metwork, 4 16304

Virkal Disk Capacity e A M

Ready to Complate Ta set the memary ba one of the indicated values, vau

may click the colored kriangle on the slider abowve or in the

legend below,

M Guest @5 recarmmended  minimum 32 ME
& Recommended memory 756 ME
b Mazimum for best performance 4096 MG
M Guest 05 recommended maximunm 16384 ME

Help | = Back. | Mexk = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 11: Do not change the default option for “Create Network Connection”. Click
Next.

#4 Mew Virtual Machine Wizard IZIIEIEI

Choose Networks ES¥ 3.x wirtual machine
Which network connections will be used by the virkual machine?

Wizard Type Create Metwork Connections

Mame and Folder

Dakastore How many MICs do you wank bo conneck? -
Guest Operating Svysten
CPLs

[Mermary

Metwork

Wirkual Disk Capacity
Ready ko Complete

Mekwork, Conneck ak Power On
NIC 1: |yM Retwork | 3

Help | < Back | Mext = I Cancel |




ACS 5.0 Virtual Machine Configuration

= Step 12: In the virtual disk capacity window, select Disk Size as 60 GB and Next.

[ New Virtual Machine Wizard

Define Wirtual Disk Capacity ESx 3. virtual machine
What size do wou wank this virtual disk to be?

Wizard Type Set the maximum size For the virtual disk.
Mame and Folder
Datastore Datastare: |stnragel

Guest Operating Svstem

CPUs Available Space (GE):

Memary

— Disk Size: | &0+ e |
Yirtual Disk Capacity

Feady to Complete

Help | < Back | Mexk = I Cancel |




ACS 5.0 Virtual Machine Configuration

Install ACS 5.0 on Virtual Machine
= Step 1: Right Click on “New Virtual Machine” and do Power On

(= 10.77.243.186 - YMware Infrastructure Client

File Edit Wiew Inwentory Administration  Plugins  Help
Inwentony Administration
@ 9 mn > &8 @ @& 3=

= [ _ACS¥M.cisco,com

e 1
ﬁ IM Paower On

Snapshat

Open Console

Repork Performance. ..

Edit Settings...

Rename
Rermowve From Inventory
Delete From Disk.

1




ACS 5.0 Virtual Machine Configuration

= Step 2: Store the ACS 5.0 recovery ISO image, from where we are using VMWare
Infrastructure Client to access the VMWare Server. Click on Connect CD/DVD 1
and select “Connect to ISO image” from the list box

=5 10.77.243.186 - VMware Infrastructure Client

File Edit Wiew Inventory Administration Plugins Help

el +F

Irventony Adminiztration

a B 0l | ¥ I comnectFloppy1| (20 CorrectCD/DWDT | (5

- [@ AcsvM.cisco.com Mew Yirtual Machine annect to D
(53 | Mews Yirbual Machine

=3
=
I

Getting Started ». [ Sumnian]__onnect ko 150 image. ..




ACS 5.0 Virtual Machine Configuration

= Step 3: Select the location of an ACS 5.0 recovery ISO Image from the explorer
window as shown below.

Inventory Admin

{3 | ACS5.0]
: Summary

Look ir: l@ Desktop _V_‘ = & ck B ZMB
_:a [EiRock MB
(sh -
Iy Recent () Y¥M-wzk3-1 apacity | Free |
..... Documents |oey ot 0.00 GB 1.33GE

Desktop D5 _CD_Windows_Svr_Std_2003_R2_32-BIT_English_-2_R2_CD1_I50_MLF_12-58043.]
CTlsw_CD_Windows_Svr_Std_2003_R2_32-BIT_Engish_R2_CD2_I50_MLF_%12-03955.150)

‘J [a2)workspace

My Documents

My Computer

EPERDOMO-...
‘T ! < Il 3
N v
by Metwark i : - X 2 -19-11- s o I —
e }'Plai;\'sﬂf File: name: |ACS 5.0.0.18-5NAPSHOT-2020-11-11 2UUB.IS__J pen %

Mame | Target Files of type: IlSD Image files [*isa) _V_i Cancel | plete Time |
' 7 |

|7 Tasks | root é




ACS 5.0 Virtual Machine Configuration

= Step 4: After selecting the ACS 5.0 recovery ISO Image, select Ctrl+Alt+Del by
right clicking on New Virtual Machine. Now the machine will restart.

(% 172.23.112.5 - Virtual Infrastructure Client

File Edit View Inwventory Administration Help
&8 Kl
Inventary Admin
a4 » i p & & vitualFloppyD 25 Vitual COROM(ide00) @ B =
- [@ IEM1.cisca.com
I [aCF=a
Perfarmance | Events
Power OFf ChrH+E ~
Suspend ChH+Z Resources
Resst Ctr+R Other Linux CPU usage: 573 MHz
1 vCPU Host riernory usage: 1014.00 MB
1044 MB Guest memary usage: 198.00 MB
ols: not running .
Datastore Capacity Free
Snapshiat 4 B storaget £0.00 GB 1,39 GE
Add Permission. .. Powered On T
Open Cansale IEMI1.cisco.com g WM Mahwark
Send Chr+alk-+Del i
Report Performance. ..
ff L4
Install ¥Mware Tools °
Edit Settings... nd
Rename
ethings
Console
L )
Recent Tasks x
Mame Targek Skatus Initiaked by = Time | Stark Time Complete Time
] Tasks

raak A



ACS 5.0 Virtual Machine Configuration

= Step 5: Now the machine will start with ACS 5.0 recovery ISO image loaded. Now
the menu option will be prompted to the user to install ACS 5.0.

= Step 6: Select option [1] if running setup from the VMware console . In VMware
there is serial connection

€y [ ComnectFloppy1 | [ @ B =

ACS50¥M-C

=rha C - =rherrn e e wEkte
Starter Summary ‘erformanice =gy Conszole

Helcome to the Cisco 3Secure ACS 5.8 Recovery

To boot from hdd press <return’.

Available boot options:

[1] Cisco Secure ACS 5.8 Installation (RUM)
[2] Cisco Secure ACS 5.8 Installation (Serial)
[3] Recover administrator password. (EUM)

[4]1 Recover administrator password. (Seriall
[S]1 Boot from HDD.

Enter boot option and press <{return>.

boot: _




ACS 5.0 Virtual Machine Configuration

= Step 7: When the box is powered on for the first time, the user should be displayed

with the following prompt irrespective of the port selected. And then type in setup
for local host login name.

b EH conrect Floppy 1 Eﬁ ) H:ﬁ B

ACS50¥M-C
Getting Started ' Summary | Performance | Events

oo b o o o BE E o S S-S RE S E E T S BE S BE SE S RSB SE B BE B

Flease type 'setup’ to configure the appliance
EE 6 B3 3 FE FE FE FEBE -BE-BE-BE-BE BB B FE FEFEFE-BE-BE-BE-BE-BE-BE B B B BE BEFEBE-BE-BE-BE-BESE-BE BE BE BB

localhost login: _




ACS 5.0 Network Configuration

= Now we have to configure host name, IP address, Netmask, Gateway, DNS
domain, name server and admin user name and password of an appliance. After
setup gets completed, the appliance will automatically reboot.

Note: This username is just for the Virtual Appliance. It is not an ACS user.

= Setup can be interrupted with “ Ctrl-C” at anytime before the last setup value is

entered. Installing acs can take a few minutes.

= After all the setup parameters are entered, Appliance will try to bring up the
Ethernet interface and ping default gateway.

ACS50YM-C

Getting Started Surarnary Ferfarmance | Ewvents

Press 'Ctrl-C’ to abort setup

Enter hostnamel]l: ACS5BUM-C

Enter IP address[]1: 18.77.243.184

Enter IFP default netmask[1: 255.255.255.1Z8
Enter IP default gatewayl[l: 18.77.243.129
Enter default DNS domainl]l: cisco.com
Enter Primary nameserverl[]1: 64.184.1Z8.248
Add-Edit another nameserwver? Y-N ! n

Enter usernameladminl: admin

Enter password:

Enter password again:

Passwords do not match

Enter password:

Enter password again:

Pinging the gateway...

Pinging the primary mameserver. ..

Do not use 'Ctrl-C’Jfrom this point on...
fAppliance is configured

Installing applications...

Installing acs ...




ACS 5.0 Network Configuration

= Note: The network configuration in VMware Server 2.0 is set to “Bridged Mode” by
default but we strongly recommend to check this value. Otherwise, the VM will not
be accessible from external systems.

wil YMware Infrastructure Web Access {eperd

Application  Virtual Machine Administration

mo@eperdomo-wxp)

Help | Wirtual &ppliance Marketplace | Log Out

B eperdomo-wxp.cises meme

A
[l =
Pages Properties i
Marme and Location ~ aching
Guest Operating System which network will your virtual machine access? nine ta Inventary
Mermory and Processors Netwark Connection: | Bridged |‘| L
; 5
Hard Disk ]
broperties Connect at Power On: Yes ine Startup/Shutde:
List
Metwork Adapter [l
Properties
CD/DVD Drive
Properties
Floppy Drive
FProperties on-ready
ever been more
USB Controller = k a scalable
- L
v
v a N |
Task Target tatus Iriggered At Iriggered by Corpleted &
Regist vm & Error 01/26/09 10:49:23 AM Administrator OL/26/09 10:43:23 AM
Dang eperdomo-wixp: 5333 (L



ACS 5.0 Network Configuration

= Once the box comes up, user must login with the credentials created during the
setup.

[ 172.23.112.5 - Virtual Infrastructure Client E@@

File Edit WYiew Inwentory Administration Help

it &®

Inventory Admin

@ B | p & & vitalFloppyD D5 Vitusl COROMideC:0) @B @R =

= [@ IBM1.cisco.com
3 [ACSE.D

Surmmary | Performance | Events

acsh-Btmelab login: _

Recent Tasks b4

Mame Target Skatus Initiated by = Time | Start Time Complete Time

1 Tasks Taok




e
ACS 5.0 GUI Access

= Open your default browser a type this link:

https://IPaddressAssigned/

= For the first time, user must login with the default credentials mentioned below.
= Username: acsadmin Password: default

2 hitps:£192.168.232.10/acsadmin/login. jsp - Micrasoft Internet Explorer

Fle Edit View Favorites Tools  Help

.4:
eBack = L) |ﬂ @ h ;\J Search ﬁ;n:(Favori es @ [j'\:v ; lﬂ_f‘ > J ﬁ

Address ‘@ https: /{192, 168. 252,10 acsadminlogin. jsp

v|Go Links
Nm
cisco

Cisco Secure ACS 5.0

Hostname :carsdle (Primar

Welcome t.o ACS 5.0

Copyright 2008 Cisco Systems Inc
all rights reserved

Q Done

é ' Inkernet


https://ipaddressassigned/acsadmin/login.jsp

ACS 5.0 GUI Access

= ACS Administrator needs to change the default password

&3 You need to change password.

]
cISCOo

Username:

Cisco Secure ACS

¥ersion5.0.0.17

Hostname: cars416 (Primary)
Welcome to Cisco Secure ACS

Copyright 2008 Cisco Systerms Inc
all rights reserved




ACS 5.0 Eval License

= To request an eval license, click over the Cisco Secure ACS License Registration.

Welcome to Cisco Secure ACS

Step 1 - Use the link below to obtain a valid license file from CCO
using the Product Activation Key (PAK) supplied with this product

Cisco Secure ACS License Registration

Step 2 - Specify your license file below and click on the Install
button to install your license

License File: | [[ Browse.. |




ACS 5.0 Eval License

= Select the option for available licenses without PAK number.

Worldwide [change] Logged In | Profile | Abowt Cizco —
alialn
CIsCoO Search Go
Solutions Products & Services Ordering Support Training & Events Partner Central
HZME Support
Product License Registration  Product License Registration
Enter a PAK Validate 0 Designate Finish and Help | Feedback
Humber Features Licensee Submit

Related Tools

Dynatmic Configuration Toal
> TAC Service Reguest Toal

Licenses Hot Requiring a PAK

If you do not have a Product Authorization Key (PAK), please(click here for available licenses.

Available licenses include Evalustion/Demo Licenses, Cizco ASA SDES/AES, i ncl
DES Encryption, Cisco Services for IPS, and Cizco Unified Communications Manager “erzion Upgracde B

licenses.

Product Authorization Key (PAK)

Erter the Product 2utharization Key (PAK) belowe exactly a= it appesrs on the label that accompanied the Cizoo
Infartmation Packet.

Product Authorization Key |
(PAK):*

Enter ane walue at a time including dashes.
Example 1. dXCDev EEE

Example 2: UNTY -2H-S)-HRERERHR
Example 3 CRE-FH-CO-WMMMHE

Go Backl SLIBMITl .




ACS 5.0 Eval License

= Select Cisco Secure Access Control System Evaluation and complete the

registration form

HOWE Support
Product License Registration - Proguct License Registration
Select 9 Designate Review and
License Licensee Subrmit

Select from the following Cisco Softvware Registration links:

License
Cable Broadband Troubleshooter

B0-Diay Detnio License
Hetwork Mgmt Products

Cisoo Access Registrar 4.2

Cizco Access Registrar 4.1

Cizco Application Metwaorking bManadger - Defnonstration Yersion

Cizoo Enhanced Device Irterface

Cizcaiorks Metwoark Compliance Manadger

MetFlowy Collector - Demonstration Yersion

Wireless Cortrol Syatem OIS Mavigatar Demo License

Wireless Control System Trisl License

Wireless Control System OWCE) Spectrum Expert Demo License

Cizoo Metwoark Ssset Collector (CHMACY - Wersion 1.2

Cizco Secure ACS Yiewe Evaluation

0 merver Access Connect

Cizco Secure Access Control System Evaluation

SQecurity Products
Cizoo Security MARS Demo License

Catalyst BS00/7600 Yek'/PH Demo License

Help | Feedback

Related Tools

Cryreatnic: Configuration Tool
TaC Service Reguest Toaol




ACS 5.0 Eval License

= Browse to the ACS 5.0 Eval license file.

Welcome to Cisco Secure ACS

Step 1 - Use the link below to obtain a valid license file from CCO
using the Product Activation Key (PAK) supplied with this product

Cisco Secure ACS License Registration

Step 2 - Specify your license file below and click on the Install
button to install your license

License File: | [[ Browse... |




ACS 5.0 GUI Welcome

= Welcome Page will be displayed.

alln Cisco Secure ACS
CISCO  EvaliDays left: 12)

I i My Workspace

welcome

E Task Guide
B et Welcome to Cisco Secure Access Control System

acsadmin acs5-0tmelab {Primary) | Help | Logout | aAbout

Policy Setup Steps
MAC-RADIUS Setup 85, Before You Begin % MNew in ACS 5
Iy £yl Essential Reading to Get Started Managing Network Devices O
BCS Policy Model & Terminology G Managing Users & Identities Cf

Creating & Maintaining Policies CF

& Getting Started

Let ACS guide you through these tasks |} Tutorials & Other Resources
L Quick Start CF Introduction & Overview Video CF
i Initial Systern Setup CF Common Scenarios OF

Policy Setup Steps CF

Cisco Secure ACS Online Resources: Product & Support Information Forums WwW.CISCO.COM

b 1) Metwork Resources

b 3B Users and Identity Stores

» %ﬁ Paolicy Elements

b [ Access Policies

b [i] Monitoring and Reparts

» % System Administration




Resources

= Preview demo VoDs

http://zed.cisco.com/confluence/display/ACSRC/ACS+Resource+
Center

= ACS 5.0 home page

http://www.cisco.com/go/acs

= ACS 5.0 documentation

http://www.cisco.com/en/US/products/ps9911/tsd products supp
ort series home.html



http://zed.cisco.com/confluence/display/ACSRC/ACS+Resource+Center
http://zed.cisco.com/confluence/display/ACSRC/ACS+Resource+Center
http://www.cisco.com/go/acs
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Email Aliases/Newsgroups

= ACS Technical and Marketing Questions

Alias : acs-mkt@cisco.com

Newsgroup : cisco.archive.acs-mkt


mailto:acs-mkt@cisco.com

l'l'l'l'l
CISCO
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